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Task, Process and Thread

Process
v AlSH AFEHOl Qe E 2 )84 9| instance ...

— L_TT7T - —

s [hread

In Linux source code
v Process is Task and Thread is also Task
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Linux Task Model ’

= Internal structure - Frocess
§ : Thread
O : task_struct A=Al
. : Process Discriptor(8KB)
(ZZ2AHA CIATEH +

HE ZDE AEK)

Process A Process B Process C

1HY RE AHM

User Level

Kernel Thread A
HI!I task_@
Kernel Level 0 B I -
Kernel Thread B

Scheduler
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s Flow controis

User App Library Systdm call

I

fork() « > fork() « > clone() sys_clone()
1

vfork() < > vfork() < > vfork() sys_vork()
|

clone() “ > clone() “ > clone() sys_fork() /
|

pthread_create() ¢ » pthread_create() [+ > clone()

1

do_fork()

User Level Kernel Level

= Using strace, ltrace, ‘ctags’ and ‘cscope’ kernel_thread()
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Kernel Stack

= Thread union

v HEe2 Zd A3 €2 8KBUHIZ2 €Y
v thread_info 2 = M| 2t kernel stack
v alloc_thread_struct, free_thread_struct

CPU Stack

Pointer
Register
thread_info{
*task
flags(need_resched...)
by
current >
I c=2
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Multi-CPUE <&t cl

s AAH=E
v Run queue per each CPU
v Effective priority based O(1) scheduler
= Priority, affinity, interactivity, ---
v Load balancing

— __Run Queue __
o wake_up_new_task().......... JEE schedule() LIl cpy
dofork0 _Up_NeW_{ask()..-» E_E__
Task list Z
~ __Run Queue __
T 1T 1] T __I_'l "T_I . schedule() CPU
AR, T
%Ioad_balance()
wake_up()
“.. - RunQueue _.
R ,E:I ,,,,,,,, schedule() CPU
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FAT Internal

FAT Blocks

1 2 4 5 6 7 8 9 10 11 12 13 14 15 16
= FF FF FEFF FFFF[
b ® D g 8 9 FFFF 1213 §
- |8 2| S [14/15FF ! o
25| 8 [ el 8| el S
@& | Z|oo000 00| 5
o] 10 0i00:0 0] &

F Filel 7 3
D Dirl 10 1
F File2 11 )
D Dir2 16 1

:,St'étus File Name FirstAddr §i‘ze,_‘_.

D 10 ?
D 6 ?
F x.hwp 17 5
F my.doc 22 1

(Source : Dr. dhlee)
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block Bitmap

0 12 3 45 6 789 404112 481415 461/ ]800 50 00 X128
Nesfanaai Ly //_,,L
- r/ = \\
linto ) Root di Filel.cmame i-node No. mydir  file name i-node No.
10000004 &L EH - dir ALER - file . 4 AFER : dir . 2
37| :7? 37 : 9 37]:7?
s SEE R 2 O 4
o 2 H U} SF LR =t
' S S Filelc 11 S
11111711 LN L= ALK IS 274 s
11111000 X2 E M2 HIE: mydir 12 HZHIE:
i 111100100 111100100 111100100
. IOl Xl : HIOIH Xl - CIOIE Xl :
20 212223 2xke i iny
- | | |4 0 1 I
Bitmap2 x4
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Example—FS K| & ’

p 2P A =0 FSHIAAEtH 2= FSOH =& device?
= BtEAASLIDI?

User
A A A A A
v v V v v

File System

Disk Emulator

Disk Device Driver CD-ROM Device Driver i SDRAM Access Interface
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Example—FS K| & 1

v BFet Hard Disk 9 OlA =212
User
\ 4 v V \ 4 v

File System

i |

Disk Emulator
4&

A4

Disk Device Driver

2 LAY

a1

# touch a

file_create()

d isk_write block()

XXXhdd_write block()
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Example—FS K| & :

& RAM &0lM =2l

User
A A A A
v V v v

File System

i |

Disk Emulator

A

\4

SDRAM Access Interface

o LFEH?

N

# touch a

file_create()

d isk_write block()

RAM_write_block()

Static char * ramdata[SIZE];
RAM_write_block(){
//copy data to ‘ramdata’

}
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Example—FSH| & .
m FS&t= 2819 0(ls)

int MYFS_dir_read()
{

int i, sector, offset, files_in_dir;
DIRENTRY_T *ep;

SM_PQ;

ep = (DIRENTRY_T *)buf;
sector = cur_dir;

offset = 0O;

disk_read_block(sector, buf);
files_in_dir = ep->size;

for (i=0; i <files_in_dir; i++) {
disk_read_block(sector, buf);
ep = (DIRENTRY_T *) (buf+offset);
if (ep->status == DIR) printk(" %14s/ %d", ep->name, ep->size);
else printk(*" %614s %bd", ep->name, ep->size); /* ep->status == FILE */
offset += sizeof(DIRENTRY_T);
if (offset ==512) {
sector = FAT[sector];
offset = 0O;
by
if (1((i+1) % 4)) printk("Wn");

+

printk("Wn");

SM_V(); i
return(FS_SUCCESS); u SRS



Example—FSH| &

13

m Ccreate, read, write :--. Q| &t==7

s Cp .Ja.txt  /b.txt

Intcp(....)
{
int a, b, rb;
char buf[SIZE_OF_ BLOCK];
a = MYFS_file_open(./a.txt);
b = EXT2_file_open(/b.txt);
rb = MYFS_file_read(a, buf);
while( rb ){
EXT2_file_write(b, rb, buf);
rb = MYFS_file_read(a, buf);
}
by
HYU cp ZZ2OHS 01 2SO FOF ENH-
0|2 FS SN0 X| U= 5l H?



CHorst TFUAIAE KIS0l 2HA !

User level
Kernel level
do_sync_read, generic_file_read, generic_file_read,
do_sync_write, generic_file_write, fat_file_write,
ext3_truncate, ext2_truncate, fat_truncat,
ext3_readdir, ext2_readdir, generic_read_dir,

LN ]
—
. e-ee—

/dev/hda3

i
A
o
[T
)
JE
ol
=




JbAEAEOI(Virtual) HE2l &2

User level

Kernel level
do_sync_read, generic_file_read, generic_file_read,
do_sync_write, generic_file_write, fat_file_write,
ext3_truncate, ext2_truncate, fat_truncat,
ext3_readdir, ext2_readdir, generic_read_dir,
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VFSSl S 22|
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AEXS a.txt 2 &

VEFS

msdos AtAH 2
QA I LY

; i g2 Hgoz
o2 %EH? TEHE YA 2lE
S ole
= 210

msdos_Cl2EHNE|

B

/dev/hda3

/dev/hda
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User level

Kernel level

VES

| ext2 || msdos |

| ext3| procfs |

| yaffs| nfs |
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task_struct2t VFS2| 2H | "

task_struct file_struct /* include/linux/file.h */

files —
fs fd[0]

fd[1]
fd[2]
fd[3]

file /* include/linux/fs.h */

sdentry /* include/linux/dcache.h */

fs_struct /* include/linux/fs_struct.h */

* include/linux/fs.h */
root
pwd
task struct file struct
files —
fd[0] super_block /* include/linux/fs.h */
fs fd[1]
fd[2]
fd[3]

fd[4]
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UMA

Bank and Node

Bus

| pg data t contig page data

NUMA

typedef struct Pglist_data {

zone_t

zonelist_t
int nr_zones;
struct page

unsigned long
struct bootmem_data *bdata;
unsigned long
unsigned long

unsigned long node_size;

int node_id;

struct pglist_data *node_next;
}pg_data t;

pg data t *pgdat list

| Node |

node_zones[MAX_NR_ZONES];
node_zonelists[GFP_ZONEMASK+1];

*node_mem_map;
*valid_addr_bitmap;

node_start_paddr;
node_start_mapnr;

NULL
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Node and Zone

20

ZONE

ZONE

v
ZONE_DMA

spinlock_t
unsigned long
unsigned long
int
free_area t

unsigned long
unsigned long

struct page
unsigned long
unsigned long

v v
ZONE_NORMAL  ZONE_HIGHMEM

wait_queue_head_t

struct pglist_data

typedef struct zone_stru ct{

lock;

free_pages;

pages_min, pages_low, pages_high;
need_balance;
free_area[MAX_ORDER];
* wait_table;
wait_table_size;
wait_table_shift;
*zone_pgdat;
*zone_mem_map;
zone_start_paddr;
zone_start_mapnr;

= char *name;
unsigned long size;
ZO::NE } zone_t;
: \

X86 System Ul Al =
ZONE_DMA = 0 ~ 16M

ZONE_NORMAL = 16 ~ 896M
ZONE HIGHMEM =>» 896 ~ end
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/ONE L} PageFrame

21

! typedef struct Page {

struct list_head

struct address_space *mapping;
unsigned long

struct page

atomic_t

unsigned long

struct list_head

struct page

struct buffer_head

-

void

} mem_map_ft;

list;

index;
*next_hash;
count;

flags;

Iru;
**pprev_hash;
* puffers;

*virtual;

#endif /* CONFIG_HIGMEM | | WANT_PAGE_VIRTUAL */

#if defined(CONFIG_HIGHMEM) | | defined(WANT_PAGE_VIRTUAL)

[ Page frame |

Page frame

2r NODES| 2 & page & Xl= £ ZONE_NORMALS| A XS Z
(E2 AHEO0| =ct 2| Rol Kol =2 HZ2l Bt2 CHE)
X0 U= S HIE 2 “mem map”tl R X Ch
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Memory allocation

22

15
> <:| 2 page alloc
13 RE free
12 4
11 3
10 2 |12
9 8 1
8 0 5 | |0
; free_area.free_list
5 free_areaorder].map
4 Pages o| 1|23 |4 ]|5]|6]|7]|8 |9 10 | 41 | 12 | 13 | 14 | 15
3 order(0) 0 0 1 0 0 1 0 0
2 order(1) 0 0 1>0 0
1 order(2) 0 1
0 order(3) 0
Physical Memory
I CHRCHStn WS



Memory allocation

23

15
13 2 free
12 4
11 3
10 2 | 12

— |
9 14 | 1
8 0 | 5 | | 10

| |

! free_area.free_list
6
5 free area[order].map
4 Pages | 0 [ 1 | 2 |3 |4 |5 |6 |7 |8 |9 (10|11 [12] 13|14
3 order(0) 0 0 1 0 0 1 0
2 order(1) 0 0 0 0->1
1 order(2) 0 1->0
0 order(3) 0

Physical Memory
I
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Memory de—allocation

15

14 (&0 11% page HH 2% alloc
13 index = page_idx >=> (order + 1) free
12 4 =>11>>(0+1)=5
11 8 3

10 2 | 12

| I—
9 8 1
8 0 5 | 10
| I—
! free_area.free_list
6
ind =1

5 free_area[order].map ndex ==

4 Pages | 0| 1| 2|3 (4|5 |6 |7 ]| 8|9 |10]11(12] 13| 14
3 order(0) 0 0 1 0 0 1->0 0

2 order(1) 0 0 1->0 0

1 order(2) 0 1->0

0 order(3) 0->1

Physical Memory
I cr=0H
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Slab Allocator ++2&

25

kmem_cache_t

slab

=

' objecti
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next = cache_chain
A e A e ™ e
{ cache_cache o > cache T > cache - > cache } e
Y, . y y -
. \
kmem_lis t3 slab?_full sIabsgfree slabs_:arnal |
@ | =
oA | e slab . 7| (partial)
o slab | e (free) | =] slab
(£, || (et~
\1ull) \pditidl)




Merging contiguous region

26

do_mmap_pgoff

v

merge—able

next

next

next

VMA

.

VMA

VMA

addr




Linux2| PGD, PMD, PTE

27

1aSK_SIruct
mm_struct
mim >
pgd
; Physical Memory
S N & £
2 S 8 e
5 5 a 3
= » 3 L » 3
) ) s fFr e 5}
CD .......
<. A
A
NS
pmd_t
pmd_t
pmd_t
pgd_t pmd_tet T pte t |
PGD PMD PTE

Swap outd ZL0=?

Swap entryJt PTEO M&EE N UAS
Fault 22X 0| swap entryZE 0| &dll do_swap_page()

(=13
[

=J} pageg X2l S
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Ol JHA =A AFZ(32bit H2|D| JIE) ”

s Kernel address space( 32bit )

Virtual Memory

direct-mapped physical memory e VMALLOC_RESERVE at minimum N
2x  LAST PKMAP x
TASK_SIZE VMALLOC OFFSET PAGE SIZE PAGE SIZE  FIXADDR SIZE
—> “ = = >
process |kernel|struct page| the rest memory pages vmalloc | pages kmap fixed |page

address space|image | mem_map | (for page allocation) | gap |address space| gap |address space[mapping| gap

1 1

0 PAGE OFFSET VMALLOC {TART VMALLOC END PKMAP_BASE FIXADDR_STA FIXADDR_TOP

8MB 16MB 898MB 10 B

= VM_RESERVE .
Dynamically allocated (12§M) Physical Memory

BIOS kernel DMA mem_map
comm code region
area image
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Linux g 0l2el 2tel &= -

m Interface
v struct page * alloc_pages(unsigned int gfp_mask, unsigned int order)
= 2%order AJI2] HAEE Z2|& HOIXNS2 &Y =, & HOIXC page &M ZOIHE 2IE

v void * page_address(struct page *page)
» =2 821 S2lA HOIXKIJFt S 285 U=

v Wrapping Function

= Page-level allocator : get _free_page()
QEE 02O ASE HREEE &

1

<X

cl & =20 O

o
"
i

ele gt

= Kernel-level allocator
SC|HE O HEGHH, 128KBOIo o] 29/9 HiL2el &% : kmalloc()
/&8O =2 H H5F0l M2l &Y : vmalloc

Non-Contiguous Allocation

Contiguous Allocation Slab Allocator
I

Page-level Allocation Buddy System
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Bl

30

page fault, ...

int, system call, ...

devide by zero, ...
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OIHYEQ EHOl I !

H/W immm—m——-XKernel _ _ - ~
devide by zero err / sys_call_table \
debu I IDT(IVT)
nmi Q\ | idt_table
int ’\ | I [ 0| devide error
|

1 debug
| 2 nmi /
I g
3 int3
| /
|
|
|
32 -
|
| \/\\
! [\
| : A
|
I 12§ system_l_call /
| .
|
I
\ 255 /




32

system_call &=

ENTR Y sigd=liis=-A 1l > #define SAVE_[NHE
pushl %eax SR cld, ‘ O OHOH
SAVE_ALL pushl %es; HAZ Hu
GET_CURRENT{ %ebx> pushl : QC A=

- — — ) . hl W
testb % “tsk ptrace(xebx) # PT_TRACESYS E:§ﬁ1 : MNE

jne tracesys pushl

cnpl ${NR_syscalls) , ¥eax pushl
jae badsys pushl
call *SYMBOL_NAME(sys_call_tabTe}{ %Zeax,4? push]

mov] %eax EAN{%esp) # save the return pushi X

mow| Jo%edw; M
badsys. mov1 Zedx,%
movl F-ENOSYS ,EAXCXesp)

jmp ret_from_sys_call

.

1. M0 80| s = M&St eflags, cs, eip, ss, espM2l&t 2= regE AEHN HMZ
2. ebxregll current P2 CIAIEHE HE

3. current2 ptraceZ =0 PT_TRACESYSZ2HOJt EN UK, S CIHAHII T2 9| Al
ABI2 SEE =X ZQIX A= syscall_trace()& HS, OIXNY SH SE61H =

4. ZHIE syscallHSOIX| Z2Al 22 HS0|H HIE =

5. dispatch table2| 2} HEC|= 4HIO|EOQ|IEZ, A|IAE 2 BHS0 45 =t F +
sys_call_table A|&F=4A8 HollA = AHIA FEIQ ptr8 AN SES . S5 =5 H
ClES HESH AB(AMEXN 2EMNAMS eax)0ll H&EH=1, syscalli=SHE S&0t=
ret_from_sys_call2 X

* =St ST




R T2 ol (1/3) — 2.6

33

s 2.6 HE = 22t hello_module

#include <linux/kernel.h>
#include <linux/module.h>

int hello_module_init(void)

{
printk(KERN_EMERG "Hello Module—~! I'm in Kernel#Wn™);
return O;

¥

void hello_module_cleanup(void)

{
printk("<0>Bye Module~!#Wn");

+

module_init(hello_module_init);
module_exit(hello_module_cleanup);

MODULE_LICENSE("GPL");
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25 T2

U

H2 Ol (2/3) — 2.6 3

n 2.6 HE WA 2= UL = 28t Makefile

40

. O_TARGET := hello_module.ko
- obj-m := hello_module.o

KERNEL _DIR := /lib/modules/$(shell uname -r)/build
. MODULE_DIR :=/lib/modules/$(shell uname -r)/kernel/hello_module
- PWD = $(shell pwd)

default :
$(MAKE) -C $(KERNEL DIR) SUBDIRS=$(PWD) modules
install :
mkdir -p $(MODULE_DIR)

cp -f $(O_TARGET) $(MODULE DIR)
clean :
| $(MAKE) -C $(KERNEL_DIR) SUBDIRS=$(PWD) clean
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= X2 )Y

35

$ vi Makefile
$ vi hello_module.c

$ls

Makefile hello_module.c
$ make

$ls

Makefile hello_module.c

$ insmod hello_module.ko
Hello Module—~! I'm in Kernel
$ rmmod hello_module

Bye Module—!

$ make install

hello_module.ko

$Is —I /lib/modules/2.6.18/kernel/hello_module

hello_module.ko
$ make clean

é.ls

Makefile hello_module.c




& I+ (1/3) §

v &= B3 CHI0lA & (device type)
v 2 B8S  CIHOIA &2 (device unit)
/dev/tty0 4,0
T
/dev/hdb

/devittyl 4,1

5

[devl/tty2 4,2

5

[devl/ity3 4,3

/devihda  /devindbl 3,65 - /dev/hdb3 3,67
/devindb2 3,66

/"/\ : 1 ,\\
/dev/hdal 3,1 /dev/hda3 3,3

/dev/hda2 3,2
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CIE0IA =2t0lH 202 HIHS| =2l=l 24 37

User level | Kernel level Kernel level H/W

Linux device driver

Linux device driver wrapper

I I
I I
> N I
l e ) Device driver core |
'| struct file_operations|: tty_open() f : T
| Fuutoh rs_interrupt() "
| open: tty_open, |~
1 read : tty read, tty_read () I
application < : > write : tty write, < >| - receive_chars() I
I release : tty_release, tty write() : ]
| r
[ A
| |
| I
I I
I I
| |
\ /

&
I
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ClBt0lA &=2f0ld 22| & 38

User level

Kernel level

blkdevs

01 2 3 4 254 255 01 2 3 4 253 254 255

J

struct block_device_operations idedisk_ops{ - struct file_operations tty fops{
.open : idedisk_open, .open : tty_open,
. .release : idedisk_release, - 111 .read : tty_read,
Disk Jioctl : idedisk_ioctl, write : tty_write,
} }
register blkdev(3, “ide”, &idedisk ops); register_chrdev(4, “tty”, &tty fops); _
e COP giserehrdev(d, St STy o1 w2y



ClEt0l A =20l B e & XIIFE 2l VRS 3

mmnr’l mvdrv.ko
$ mknod /dev/mydrv ¢ 253 0

$ ./test
est_app User level
( ; iiiiiﬁm ii” |Hiﬁiﬁiﬁ I ..........................
Kernel level
task_struct VES
. file struct file
files %
ol mydrv |
fd[1]
fd[2]

fd[3]

chrdev_open() S &
01 2 254 255 01 2 253 254 255

struct file_operations mydrv_fops{
.open : my_open,
.read : my_read,
.write : my_write,

.}
% register_chrdev(253, “mydrv”, &myth=rops; 1l 2 S



P = L=z _)<d: Character Device Driver - 2.6

40

m 2.6 HE 0| Al character device driver

#include <linux/kernel.h>
#include <linux/module.h>
#include <linux/slab.h>
#include <linux/fs.h>
#include <asm/uaccess.h>

#define DEVICE_NAME  "mydrv"

#define MYDRV_MAX_LENGTH 4096

#define MIN(a, b) (((a) < (b)) ? (a) : (b))

static int MYDRV_MAJOR;

static char * mydrv_data;

static int mydrv_read_offset, mydrv_write_offset;

static int mydrv_open(struct inode *inode, struct file *file)

{
if( MAJOR(inode-=i_rdev) != MYDRV_MAJOR )
return -1;
return O;
ks
static int mydrv_release(struct inode * inode, struct file *file)
{
if( MAJOR(inode-=>i_rdev) |= MYDRV_MAJOR )
return -1;
return O;
3

static int mydrv_ioctl(struct inode *inode, struct file *file, unsigned int cmd, unsigned long arg)

{
printk("<0> mydrv_ioctl is invokedWn");
return O;




P = L=z _)<d: Character Device Driver - 2.6

41

static ssize_t mydrv_read(struct file *file, char *buf, size_t count, loff _t *ppos)

{

}

if( (buf == NULL) || (count<0))
return -EINVAL;
if( (mydrv_write_offset - mydrv_read_offset) <=0)
return O;
count = MIN( (mydrv_write_offset - mydrv_read_offset), count);
if( copy_to_user(buf, mydrv_data + mydrv_read_offset, count) )
return -EFAULT;
mydrv_read_offset += count;
return count;

static ssize_t mydrv_write(struct file *file, const char *buf, size_t count, loff_t *ppos)

{

if( (buf==NULL) ]| (count<O))
return -EINVAL;
if( count+mydrv_write_offset >= MYDRV_MAX LENGTH) {
/* driver space is too small */
return O;
3
if( copy_from_user(mydrv_data + mydrv_write_ offset, buf, count) )
return -EFAULT;
mydrv_write_offset += count;
return count;
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P = L=z _)<d: Character Device Driver - 2.6

struct file_operations mydrv_fops = {
.owner = THIS_MODULE,
.read = mydrv_read,
.write = mydrv_write,
.ioctl = mydrv_.ioctl,
.open = mydrv_open,
.release = mydrv_release,

module_init(mydrv_init);
module_exit(mydrv_cleanup);

B
int mydrv_init(void)
{
if( (MYDRV_MAJOR = register_chrdev(0, DEVICE_NAME, &mydrv_fops)) < 0 ){
printk("<0> can't be registeredWn");
return MYDRV_MAJOR;
by
printk("<0> major NO = %dWn", MYDRV_MAJOR);
if( (mydrv_data = (char *) kmalloc(MYDRV_MAX_ LENGTH * sizeof(char), GFP_KERNEL)) == NULL ){
unregister_chrdev(MYDRV_MAJOR, DEVICE_NAME);
return -ENOMEM;
s
mydrv_read_offset = mydrv_write_offset = 0O;
return O;
by
void mydrv_cleanup(void)
{
kfree(mydrv_data);
unregister_chrdev(MYDRV_MAJOR, DEVICE_NAME);
by
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D= L2 ]88 : Character Device Driver — 2.6

o
ol

m 2.6 HE 0| Al character device driver 2= Z 1}
J| 8t Makefile

MY_TARGET := chr_test.ko
obj-m := chr_test.o
KERNEL_DIR := /lib/modules/$(shell uname -r)/build
MODULE_DIR := /lib/modules/$(shell uname -r)/kernel/chr_test
PWD := $(shell pwd)
default :

$(MAKE) -C $(KERNEL_DIR) SUBDIRS=$(PWD) modules
install :

mkdir -p $(MODULE_DIR)

cp -f $(MY_TARGET) $(MODULE_DIR)
clean :

$(MAKE) -C $(KERNEL_DIR) SUBDIRS=$(PWD) clean
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L2 )8 : Character Device Driver — 2.6

1t|r

m 2.6 HE | Al character device driver HIAEE @&t &
AN =

$ make

$ insmod chr_test.ko

Major NO = 252

$mknod /dev/mydrv c 252 0

$echo “test string” >> /dev/mydrv
$cat /dev/mydrv

test string

$...
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