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Program, Process & Virtual Address

[ root@localhost:/home/Lectu
File Edit View Search Terminal Help

[root@localhost test]# vi simple.c
[root@localhost test]# gcc -o simple simple.c
[root@localhost test]# ./simple

Local = Ox7fff844dag34 ’o...

Dymamic = @xdalele e
Global = ©x600968.

main = Ox400504 e

[root@localhost ‘Eagﬂ#. ®e
[root@localhost tese]# f o
a °

32bit

4GB

3GB

#include <stdio.h> ®e o, °
#include <stdlib.h> o, % i

[ ] o« ° %
g-l..Dh, .0. .. ...
) ¢ ¢

main(

local, *dynamic; . °

L) dynamic = malloc(1383); % ®

[ ]
printf(“Local = %p\n", &local}; °,
printf{"Dynamic =
printf("Global = %p\n", &glob};
printf(“"main = %p\n", main);

e;

sp\n", dynamic);®e

64bit
16EB  ~
z128TB§

Y
Kernel Space

Usmce
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s CE= )H0AM = EHA 0|0 Kl =2~ =S

#include <stdlib.h>
int glob1, glob?;

int func2() {
int f2_locall, f2_local?2;

} printf("func2 local: WnWt%p, WnWt%pWn", &f2_locall, &f2_local2);

int func1() {
int f1_locall, f1_local2;

printf("func1 local: WnWt%p, WnWt%pWn", &f1_locall, &f1_local2);
: func2();

main()

{

int m_locall, m_local?2; int *dynamic_addr;

printf((")main local: WnWt%p, WnWit%pWn", &m_locall, &m_local?2);
funci1();

dynamic_addr = malloc(16);
printf("dynamic: WnWt%pWhn", dynamic_addr);
printf("global: WnWt%p, WnWt%pWn", &glob2, &glob1);

printf("functions: WnWt%p, WnWit%p, WnWt%pWn", main, funct, func2);
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H hrrruhrn
func? local:

Oxbfffebed,

Oxbfffebel
dynamic:

0x80436:8

global:

[[Ziiﬂnésﬂi By

Oxbfffec14

Oxbfffec10

Oxbfffebf4
0xbfffebf0

Oxbfffebe0 | |

e
P
Oxbfffebed [
g

0x080496¢8 |

0x08049674
0x08049670

0x080483a1 L

0x0804837c

0x0804835¢c

;
!
}

i
=i
i
_l

stack for main

stack for funci

stack for func2

heap

data

text for main

text for funci

text for func?2
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s Linux HE WA It 22

2x

Oxfffffff

0xc0000000 env_en
arg_en

arg_start
start_stack

= ]

bss
data
text

end_bs bss

end_dat

end_cod
start_code

data
text

brk
end_dat

bss

data
end_cod
text

0x0 start_cod

kernel

stack

shared memory

—_

other shared library

shared C library

program

(Source : Linux kernel Internals)
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Memory Model(1/2)

Bus

NUMA

(Source : Unix Internals)
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Memory Model(2/2)

Hybrid NUMA

NORMA

(Source : Unix Internals)
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. —5to01
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Rk o < 25"“
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: 2to 57 *N3tod i
026to3 —
Node 6 e Node 2 e Node 3 R o Node 7
«—3to67
A
046t07 — 23to7 —157t06
......................... 8b link xtoy — link shared by multiple nodes to go to 1 node
— ] 6b link x toy — link is not shared and is used to go to 1 node
— e sarane 16b/8b link link is not shared and is used to go to 2 nodes
(Machines A and B)

Figure 1: Modern NUMA systems, with eight nodes. The width of links varies, some paths are unidirectional (e.g.,
between 7 and 3) and links may be shared by multiple nodes. Machine A has 64 cores (8 cores per node - not
represented in the picture) and machine B has 48 cores (6 cores per node). Not shown in the picture: the links between
nodes 4 and 1 and between nodes 2 and 7 are bidirectional on machine B. This changes the routing of requests from
node 7 to 2 and node 1 to 4.
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Bank and Node

10

UMA

contig_page data

typedef struct pglist_data {
struct zone node_zones[MAX_NR_ZONES];
struct zonelist node_zonelists| GFP_ZONETYPES];
int nr_zones;
struct page *node_mem_map;
struct bootmem_data *bdata;
unsigned long node_start_pfn;
unsigned long node_present_pages;
unsigned long node_spanned_pages;

int node_id;

wait_queue_head_t kswapd_wait;

wait_queue_head_t pfmemalloc_wait;
} pg_data_t;
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NODE At &

11

typedef struct pglist_data{

}pg_data_t;

zone_t node_zones[MAX_NR_ZONES];
// nodeE /&t zone2 ZONE_HIGHMEM, ZONE_NORMAL, ZONE_DMA 3J40IC}.
/] 2t zone= Ji2l3|D| &t HHE &
zonelist_t node_zonelists| GFP_ZONEMASK+1];
[/ ((0x0f=15)+1=16) &< Al0| & Al &= zone =AM E LIEHS
/| free_area_init_core() 0l 2| oH
// mm/page_alloc.cLi 2| build_zonelists()J} S£&IH 0| =XNE &0 ==Ct
int nr_zones;
// Ol node0ll £2I12| zoneO| A=Kl LIEIHL = 1~3AL012] 8t
/] & &0 ({™ CPU= ZONE_DMA 0ll HE Tl = 22l SS€0| Sigst JA2E =2 &4 32 OtLICH
struct page *node_mem_map;
// node?| 2 physical frame= LI}ElL = struct pageti 22| A H T page?.
// Ol= EEHHIE 2 mem_map2 HEIDY S0HZ X 0IC
unsigned long *valid_addr_bitmap;
// memory node&! 0| A, & X2 EMotXI 2= 'holes'E LEIHLJ| 2/ &t BITMAP
/] A&l &, Sparclt Sparc640i A Bt AFEE|H CHE archll & S AIE
struct bootmem_data *bdata
// boot memory allocator)t AIE3dt= 2 &
unsigned long node_start_paddr;
// node?| physical & A& F=A
// unsigned long2 PAE(physical Address Extension)2 AIZ56t= IA32Lt
// PPC440GPZ 2 PowerPC2| HESH & X ESE | BSotAl =0
/] 34 L2 &8 2 PFN(Page Frame Number)E J|£56t= 210(Ch
// PFN& 2t35| Zoll A page-sizett?| = H 4t = physical memory2| indexO| Ct
// PFNE 2 & (page_phys_addr >> PAGE_SHIFT)Z & 2| & [}.
unsigned long node_start_mapnr;
// mem_maplLi 0| 52 page offset= LIEHH
// Ol =Xt= ,mem_mapi Imem_mapOl2t) =cl= local mem_mapAL0| 2 pagei &= H &G,
/| free_area_init_core()0ll Al Al &HE
unsigned long node_size;

// Ol nodel{2| & page=
int node_id;
// 00l A A& %= Node ID(NID)
struct pglist_data *node_next;
// NULLZ Z2UESE S0 JU=, S nodeE JielI| = pointer
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12

NODE X2 32X =0l
S contig_page_data = ﬂ
Fl node_zones =
=
Tock = (3,
= free_pages = 11510,
= pages_min = 128,
« pages_Tlow = 256,
= pages_high = 384,
- heed_balance =0,
# free_area = ((free_list = (next = 0xCOZ1EDO4, prev = OxCOZ1E204), map = OxCOZB1000), Cfree_lis
F wait_table = 0OxCO003000,
- wait_table_size = B4,
= wait_table_shift = 2B,
@ zone_pgdat = 0xC0198330,
[ Zone_mem_map = 0xCO200014,
= zone_start_paddr = 2684354560,
= Zone_start_mapnr = 0O,
[ hame = 04COM6F320,
- size = 163843,
@ (lock = (3, free_pages = 0, pages_min = 0, pages_low = 0, pages_high = 0, need_balance = 0, free
F Clock = (3, free_pages = 0, pages_min = 0, pages_Tlow = 0, pages_high = 0, need_balance =0, free
# node_zonelists = ({zones = (0xC0198330, 0x0, 0x0, 0x02), (zones = (0xC0198330, Ox0, 0=0, Ox023), (z
= Nr_zones = 1,
F node_mem_map = 0xC0200014,
# valid_addr_bitmap = 0x0,
# bdata = 0xCO104448,
- node_start_paddr =_2684354560. < (Qxa0000000 = Alg= &l3igty) Q= EEO
= hode_start_mapnr = 0, - PN
= hode_size = 16384, SclU 22l A& =4
= hode_id = 0,
F node_next = 0=00

Seungjae Baek



Node and Zone

13

struct zone {

BLE

ZONE_MOVA

ZONE

ZONE DM ZONE NOR ZONE “HIGHM

MAL EM

|_£3{§Mm A=
A32 ZONE_DMA, 32> 0~ 16M

ZONE_NORMAL = 16 ~

unsigned long
unsigned long
unsigned long
int

unsigned long
unsigned long
spinlock_t

struct free_area

spinlock_t
struct Iruvec
atomic_long_t
unsigned long
unsigned long
atomic_long_t
unsigned int

wait_queue_head_t

unsigned long
unsigned long

watermark[NR_WMARK];
lowmem_reserve[MAX_NR_ZONES];
dirty_balance_reserve;

node;
min_unmapped_pages;
min_slab_pages;
lock;

free_area[ MAX_ORDER];

Iru_lock;

lruvec;

inactive_age;

pages_scanned;

flags;
vm_stat[NR_VM_ZONE_STAT_ITEMS];
inactive_ratio;

* wait_table;

wait_table_hash_nr_entries;
wait_table_bits;

struct per_cpu_pageset *pageset;

struct pglist_data

struct page
unsigned long
char
unsigned long
unsigned long

*zone_pgdat;

*zone_mem_map;
zone_start_pfn;
*name;
spanned_pages;
present_pages;

ZONE_HIGHMEM =» 896 ~
end

Seungjae Baek




Kernel Address Space(1/13)
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@@

CPU

Physical Address

g_'.
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Kernel Address Space(2/13)
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CPU

Physical Address

g_'.
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Kernel Address Space(3/13)
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CPU

Physical Address

1G

g_'.

Physical Memory

Linux zlmage
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Kernel Address Space(4/13) 17

Physical Address g.
<:> CPU < :">

Virtual Address Space

Physical Memory

:vl__Linux zlmage
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Kernel Address Space(5/13) '8

Physical Address g.
<:> CPU < ::>

Virtual Address Space

] =

Physical Memory

>~ Kernel O] AF=

3G _

> User APPJI AFZ

:vl__Linux zlmage
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Kernel Address Space(6/13) 9

Physical Address g.
<:> CPU < ::>

Virtual Address Space

] =

Physical Memory

:vl__Linux zlmage
3G 5
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Kernel Address Space(7/13) 20

Physical Address g.
<:> CPU < ::>

Virtual Address Space

] =

Physical Memory

Paging

:vl__Linux zlmage
3G 5
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Kernel Address Space(8/13)
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CPU

Virtual Address Space

—

Physical Address

3G

Data

Y

P

Page Frame

Page Frame
with User Data

-

Linear Address
Offset within Offsel within Offset within Offset within
Process PGD PMD Page Frame PTE Page Frame Data Frame
Y
( ple_offset() pe_t
1 —
A
| pmd_offset() pmd_t -
pte_t Page
4 — Frame
d_offset d t >
( pedoffset) ) pec ] pmd_t Page
' | Frame
ped_index(
*
Only 1 pgd_t

Other unrelated
PMD Page Frames

Other unrelated
PTE Page Frames

Other unrelated
Data Frames

Physical Memory

Linux zlmage
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Kernel Address Space(9/13) =

Physical Address

I
<

> || cru || <>

ata
4 Virtual Address Space G Physical Memory
Linear Address
Offset within Offsel within OlTset within Olfset within
Process PGD PMD Page Frame PTE Page Frame Data Frame
Y
( ptc_o@—b ple_t -
Page Frame
A — with User Data
A
| pmd_offset() pmd_t -
pte_t Page
j — Frame
d_offset -
( ped_offset) ) pedt pmd_t Page
s — Frame -

_ Other unrelated
—— Pad=inden (] \ Data Frames
|

Only 1 pgd_t

Page Fr Other unrelated
PTE Page Frames

Kernel have no

mm_struct ! e i —Linux zimage
3G 0
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Kernel Address Space(10/13) 28

Physical Address

CPU >

Virtual Address Space Physical Memory

Kernel2 ¢l & Page Global Directory &,
Master Kernel Page Global Directoty

1 Linux zlmage

3G swapper_pg_dir

O— Seungjae Baek
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Kernel Address Space(11/13)

Physical Address ‘r. #

> -
CPU >

Data

Physical Memory

Virtual Address Space G

Ol Ml Kernel= Physical MemoryQil 82 & =+ U T A}ASLICH

Linux Kernel2 OS&! L|C}t.

2 E Physical MemoryOil & 2 &llOF &HLILCH.

:vl__Linux zlmage

3G 0—

O— Seungjae Baek




Kernel Address Space(12/13)
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Physical Address

=
ﬁ'l

Physical Memory

& o =
Data
Virtual Address Space 1G
111 IfE 2 HENR?
= M&E 27

3G

:vl__Linux zlmage
] —
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Kernel Address Space(13/13) 26

<:> CPU

Virtual Address Space

=
ﬁ'l

Physical Address

—

Physical Memory

896ML XIS+ 1:1 OH

3G

1ol ti2el=

A= 0HE ot ALE

:vl__Linux zlmage
ﬂ—
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ZONE Atz 2
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typedef struct zone_struct{

}zone_t;

spinlock_t
unsigned long
unsigned long
int

free_area_t

lock;

//concurrent &t 2 222 H zone2 £ S35t= spinlock

free_pages;

// 8T zoneli2| free page=2 & =+

pages_min, pages_los, pages_high;

/ /zone watermarks

need_balance;

//0] 2= zonell @& 2 R XI61D| ol kswapd 0l Hl pageout2 &= ot=0l AIEE =
free_area[MAR_ORDER];

/ /buddy allocator0| AtE3t:= free area bitmaps

wait_queue_head_t *wait_table;

unsigned long

unsigned long

/| Process=0| pagelt freeZ|J|1E JICtE [ AF2 &= wait queues2| hash tableO|Ct
// 0l= wait_on_page() 2} unlock_page()0ll Xl O SL0olCH

/] 22 processS2 & {2 queuelil A CHD| & == UXIC, Ol A SHAH SCHH

// wake up St &l= [{0fl, 2 processS lockZ 2|J| &K= pageE 2| {dll &
// Ol BLAAS 2| [l TISF= ZZMASS 2 182

// Thundering herdz}) £ 2C.

// (thundering herd : Gic{ ZZ2AIADJF JHO{LEA, OIS, StLISH ALS %a*
// UOXl Z2 A= CHAl EE HEIZ S0Hte 4
wait_table_size;

/ /hash tablelli 2| queueli+~E Z&F3dl=, 22| 22 =
wait_table_shift;

//¥10ll 32lE table sizeE H AGt=0l AEE= 018 HE =&

0@ 4>

struct pglist_data *zone_pgdat;

struct page
unsigned long
unsigned long
char

unsigned long

// 22 pg_data_tE J}2|3|= pointer

*zone_mem_map;

//8 T zoneO| & X6t &= Y HiE mem_mapUi2 & BT page
zone_start_paddr;

//node_start_paddril SAIGHAH Al E

zone_start_mapnr;

//node_start_mapnrit S AIGHH AI2E

*name;

//ZONEZ LIEILH= 'DMA', 'NORMAL', '"HIGHMEM'Z &tLIS| EXHE
size;

// pagett?l £ E& 5= zonell 3|

U=s X3 E XIS

flagO| Ct

ot =T

Seungjae Baek



ZONE 2| watermarks

28

s Zone Watermarks

Total Size
Zone_t-=size

A

Zone balanced.
kswapd woken up kswapd sleeps

Allocating process
frees pages synchronously

Available Pages
zone->{ree_pages

zone_l=>page_high

— zone_t->page_low

-

Rate of page consumption GFP_ATOMIC allocations

1s slowed by kswapd but can go below the watermark
still allocating too fast

Zone_f==>page_min

time

Seungjae Baek



Watermarks A &t

29

s Zone Watermarks

v page_low, pages_min, pages_high

v B=
» pages_low = pages _min * 2
» pages_high = pages_min * 3

v pages min 2=
» free_area_init_core() & LHOI A H&HE
» 25 (ZoneSizelnPages / 128)

Seungjae Baek



ZONE 1} PageFrame *

ZON E struct page {
page_flags_t flags;
- union {
- struct address_space *mapping;
! void *s_mem);
| LA by
| struct {
union {
pgoff_t index;
void *freelist;
bool pfmemalloc
O .
union{
by
by
Page frame union {
struct list_head Iru;
Page frame St ¢
struct page *next;
int pages; pobjects;
by
struct slab *slab_page;
struct rcu_head rcu_head;
by
#if defined(WANT_PAGE_VIRTUAL)
void *virtual;
#endif /* WANT_PAGE_VIRTUAL */
2t NODE2| 2 = page XXl 2 ZONE_NORMALS| Al &S = };

(E2 HE0l =ct 2J] ?lof Kol =2 HZ22l Bt=Z US)
PAX0 U= A BHE 2 “"mem_map”0il = X & C

I Seungjae Baek



Page Frame At 12

31

typedef struct page{
struct list_head list;

// page= %2 listlll =06l US = UL, 0l E== list headE
// 0IES0{, mapping&l 0] = page= address_space0f 2/dll 22l =
// Ol AIOHS |E 23 E e|AE = clean_pages, dirty_pages, locked_pagesO|Ct.
// slab allocator0l A O|Z2E= =& &Y A0 2ol L EIAUS T pageE 22|57 < H
// slabO|L} cache structuresZ2| Z2IHE H&EG= A& 2 StClh.
/] &t free pages? link blocks 0l 4= AIZEICH.
struct address_space *mapping
// WL 0ILt devicedt memory mapped&|/ 0 S [, 1=2| inode= address_space®2 &
// BtSF O] pagedt W0l HZ & JACHH 0| 2 == address spaceE Jt2|2ICt.
// 2t pageJdt anonymousO|{ mappingO| setT| 0 ACHH,

// address_space= swap address spaceE 2 c|6l= swapper_spaceO|L}.
unsigned long index;

// Ol EE= SIHX E£E JtHAH, 0l = pages stateJ Z & &L},

// 2t 0| page?! file mapping2 222t 0| = fileLi 2 offsetO|Ct

// 2t<f Ol pageJt swap cache?l &

// =W, Bt page=2| E=0| & processE ?|oll freeT }ALISH

/] 28 UHHAHS =AJt H&& H0ICH Ol= __free_pages_ok()& += LH0I A set = Ct
struct page *next_hash;

/] 0+ DHE 2l 2291 page= inode%} offsettil 2|5l hash& LCt.

// Ol 2E= Z 2 hash bucketE 2 75t= H 0| Xl £ linkA|HF== 2 E0|0.

F1oi ArS =l Ch

Alobel g d3E elA

1223 0= swap address space(swapper_space)E <

Ol UACH

St address_spacelLl 2 offset0| &

Seungjae Baek
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Page Frame At 12

// page? =X 5 ==0|C}. 0tk 00| &/ ™ 0| HIO| Xl = free= X 0ILCH
[/ J2Ct ACHH, StLE Ol &S] T2 HIAUA AFE = 01 HLY,
[/ I/OE JICte|)| /st HHS2= Ol HE LHUIM AHE S S LIEHHT
unsigned long flags;
// page?ll AEHE LIEILH= flagsOICh. Ol = <linux/mm.h>U0 25 2| £/ YD, E 2.10] LIZdH =QUCH
// bitE test, clear, setdl)| |18t 0421 JHS OH2 2t H2 & A2H, 0|2 E 2.20 ERULH.
/] AHA! SLSHH 24 U= 4= 0|81 0l == 0l 8491 arch_set_page_uptodate()E call5t=SetPageUptodate()O0|C}.
struct list_head Iru;
// page M A2 dl, A & L2 page=
// page_alloc.cLi0l A2 £/ /&= active_listLt inactive_list = = StLI0| =XH6HOF SHCH.
// Ol 2&== 0l2{ & LRUZIAEQ list headE Jt2I3| 2l EICh.
struct page **pprev_hash;
// next_hash?| 220l 0| Z=2Z QI3 hash= doubly lonked list2 S&& £ QUC}.
struct buffer_head *buffers;
// Bt pagelt HZ &0 U= block deviceE #I&t bufferE JHA| 10 UCHH
// buffer_head0il CHE FEE |XI5I| ?I61 ArEE L
// Bt<f (it is backed by a swap file)0| ZZ A A0 2|6 mapped= anonymous page! Z <0l
/] 8250 U= buffer_head E Ji2l2 =5 UL
// Ol page=, SiUA= WA AEN M &St= block sizeH? 2,
/] NEEXNZE NEE = syncE 0| LOHLIOFSIEZ & R6tCH
#if defined (CONFIG_HIGHMEM) | | defined(WAANT_PAGE_VIRTUAL)
void *virtual;
/] L2800 == ZONE_NORMAL(G| =30 A= pageltOl HLE 0| 2/ H&E XIHO0| Jts5tCh
// ZONE_HIGHMEM zoneli0il /= pageE +=4X|& 6tJ| 2o kmap()& =t AtE & B
// 0| &= pageE kernelll mapAlHAF= HES SHLL(9FUNM =2 &)
// 23 = Ji4=-2| pageltOl map € = UCH 22 pagelt map EACHH, 0] 2 == pagell It F=AE LIEHHCE
#endif /*CONFIG_HIGHMEM | | WANT_PAGE_VIRTUAL */
}mem_map_t;

Seungjae Baek



ZONE wait queue

33

Want to

Page frame

| ZONE

Page frame
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Buddy Allocator

34

= [0 reduce “external fragmentation”
s Fast allocation and de-allocation of pages
s HASXOl page( block ) &F &2 2t

v 1,2,4, 8.. pages = each one block

Seungjae Baek



free_area t Xl

35

/* ~/include/linux/mmzone.h
#define MAX_ORDER 10

typedef struct zone_struct {

free_area_t free_area[MAX_ORDER];

} zone_t;

typedef struct free_area_struct {
struct list_head
unsigned long
Mree_area_t;

free_list;
*map;

Seungjae Baek



Data structure

36

s free area.[order].free list
v £8 319 free page block=2| 0| H& 2IAE
s free_area.[order].map

v ((number of pages) -1 ) >> (order + 4)) + 1bytes
v et BlEJt otLtel BILI 2| &fEfE LIEFHALY

Seungjae Baek



Memory allocation

37

15
14 : <:| 2 page 2 & alloc
13 free
12 4
11 3
10 2 [ 12 ]
9 8 1
; free area.free list
5 free_area[order].map
4 Pages | 0 | 1| 2|3 |4 |5 |6 7|89 w0]|1]|12|13]1]1s
3 order(0) 0 0 1 0 0 1
2 order(1) 0 0 1-> 0 0
1 order(2) 0
0 order(3) 0
Physical Memory

Seungjae Baek



Memory allocation

38

15
14 . <:| 2 page R & alloc
13 free
12 4
11 3
10 2 [ 12 ]
; free area.free list
5 free_area[order].map
4 Pages | 0| 1|2 (34|56 |7 | 8| 9| 10|11 ]|12]13|14]15
3 order(0) 0 0 1 0 0 1 0 0
2 order(1) 0 0 0 0->1
1 order(2) 0 >0
0 order(3) 0

Physical Memory

Seungjae Baek



Memory de-allocation

39

15
14 <:| 119 page ol Kl 2= alloc
13 index = page_idx >> (order + 1) free
12 4 =>11>>(0+1)=5
11 8 3
10 2 | 12 ]
| I—
9 8 1
8 0 5 | 10
| I—
! free area.free list
6
ind =1
5 free_area[order]l.map "7
4 Pages o| 1|2 |3|4]|5 |6 ]| 7]s 10 [ 12| 12|13 | 14| 15
3 order(0) 0 0 1->0
2 order(1) 0 1->0 0
1 order(2) 0 1->0
0 order(3) 0->1
Physical Memory

Seungjae Baek



Buddy 2+&d 84

40

struct page #* alloc_page(unsigned int gfp mask)
Allocates a single page and returns a struct address.

struct page # alloc_pages(unsigned int gfp mask, unsigned int
order)
Allocates 2°79°" pumber of pages and returns a struct page.

unsigned long get_free_page(unsigned int gfp mask)
Allocates a single page, zeros it, and returns a virtual address.

unsigned long _get free page(unsigned int gfp_mask)
Allocates a single page and returns a virtual address.

unsigned long _get free pages(unsigned int gfpmask, unsigned int
order)
Allocates 2°79°" pumber of pages and returns a virtual address.

struct page * _get_dma pages(unsigned int gfp mask, unsigned int
order)
Allocates 2°7e" pumber of pages from the DMA zone and returns a struct

page.

Table 6.1. Phvsical Papes Allocation AP

vold _free pages(struct page *page, unsigned int order)
Frees an order number of pages from the given page.

vold _free page(struct page *page)
Frees a single page.

void free_page(void #addr)
Frees a page from the given virtual address.

Table 6.2. Phvsical Pages Free API

Seungjae Baek
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Slab Allocator

0 =
i

ol I ol

-t

22 3J HXZe

=

A SHU=E

(/proc/slabinfo)

K

A
v =8

H Al

0

5l SBO| PFAAR

Seungjae Baek



Slab Allocator ++ 2

42

kmem_cache

slab

p

[cache_cache

~

A4

4
Bl

J

\

g

cache

cache

&
Bl

J

/

kmem_cache_node

slabs_full

slabs_free

slabs_partial ]

= slab

(partial)

slab

| (partial)
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kmem_cache_t * kmem_cache_create(const char *name, size_t size,
gize t offset, unsigned long flags,
void (#ctor)(void*, kmem_cache t #*, unsigned long),
vold (#dtor)(void#, kmem cache t #*, unsigned long))
Creates a new cache and adds it to the cache chain.

int kmem _cache reap(int gfp mask)
Scans at most REAP_SCANLEN caches and selects one for reaping all per-cpu
objects and free slabs from. It is called when memory is tight.

int kmem_cache shrink(kmem cache_t *cachep)
This function will delete all per-cpu objects associated with a cache and delete
all slabs in the slabs_free list. It returns the number of pages freed.

vold * kmem cache alloc(kmem_cache_t *cachep, int flags)
Allocates a single object from the cache and returns it to the caller.

vold kmem cache_free(kmem_cache_t #*cachep, void #objp)
Frees an object and returns it to the cache.

vold * kmalloc(size_t size, int flags)
Allocates a block of memory from one of the sizes cache.

vold kfree(const void *objp)
Frees a block of memory allocated with kmalloc.

int kmem cache destroy(kmem cache t * cachep)
Destrovs all objects in all slabs and frees up all associated memory before
removing the cache from the chain.

Table 8.1. Slab Allocator API for Claches
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GFP_MASK .

Group name Corresponding flags
GFe_aTcMIc ) GFP_HIGH
GFP_ MNOIOC __BFP HIGH = &FP _WAIT
GFP_MNOHIGHIC | GFP _HIGH = GFP _WAIT = GFP IO
GFP_NOFH __BFP HIGH = &FF WAIT = &FF IO  GFP HIGHIO
GFP_KERNEL __BFP HIGH = &FF WAIT = GFF IO = GFP _HIGHIO = GFP_F#
GFP_NF3 __BFP HIGH = &FP WAIT = GFF ID = GFP _HIGHIO = GFP Fi
GFP_EaWAPD __BFP WAIT = &FP IO = &FP HIGHIO = GFP_F3
GFP_USER __BFP_WAIT _&FF IO &FP_HIGHIO _  GFP_F3J
\¢FP_HIGHUSER J|_ _GFF_WAIT _ _GFP_IO _ _GFP_HIGHIO _ _GFFP_F3 _ _GFP_HIGHMEM
Table 7-8. Zone modifier lists
___GFP_DMA __GFP HIGHMEM > Zone list
0 I ZONE NORMAL + ZONE_DIMA
a 1 ZONE_HIGHMEM + ZONE NORMAL + ZONE DMA
1 I ZONE  DMA
1 1 ZONE  DMA

I Seungjae Baek




45

= 0 1) —_— H —_ —_ —_
n 22 IA =4 B2 =region =SS = 22t =vm_area_struct
Tl Y= Ol © =2
p 22 29 dXl= 22 8lsS
s QIEEHE A2 FH2 RS LR Al B E
'
{a)  Accessrights of intereal to be added are {a)  The existing region is enlarged
pqual o thase of contiguess region
'
(b)  Accessrights of intersal to be added are (B} Anew memory region s created
different from these of centiguous regisn
{c)  Interval to be removed is at the end of () The existing region is shortened
existing reqgicn
{d]  Interval to be removed is inside {d}  Twosmaller regions are created
exting region
hiddress space hefore operation Address space after nperation
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Creating a memory region ex. 40

s case 1
0
v arch_get_unmapped_area ‘o
i =
v if addr !'= null —
v ifaddr + len < vma->st
addr
next
VMA
next
VMA .

Seungjae Baek



Creating a memory region ex.

47

m case 2

v addr != null
v addr + len > vma->start

v OR addr == null

next

next

VMA

““““““““““ 1G

VMA

VMA

return —-ENOMEM

If last vm_end + len > 3G

Seungjae Baek



Creating a memory region ex. 48

s do_mmap_pgoff

e o
- . . 1G
VMA
. . addr
next new VMA
ien
ne -
VMA ]
next \
VMA -

Seungjae Baek



Merging contiguous region *

s do_mmap_pgoff

= o
v merge-able . 16
VMA
addr
next
next VMA
next
VMA e

I Seungjae Baek



Remapping and Moving a memory region 50

s do_mmap_pgoff

v memory region growing or shrink

v find another region

next

next

VMA

VMA

VMA

new VMA

e 11G

““““ - ———1 3G
Seungjae Baek



Delete a memory region
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s do_munmap

next

next

VMA

VMA

VMA

1G




Delete a memory region >

s do_munmap

0
. - 1G
VMA
next

VMA

ne A 4
new VMA

next
n -

I Seungjae Baek



2HEESHELF X 5

s test.cl F UL Z 1l : ELF format

gcc

s

fl
» _ ELF header p_Tags
p_offset
/ phdr 1 p_Vaddr
i fil
e_ident phdr ) p_filesz
e_type p_memsz
e_machine i p_types
e_phnum phdr n
e_flags :
Section 1
Section 2
Section n

a.out : (ELF format)
/*include/linux/elf.h */

I Seungjae Baek



Ot 2219 ELF T .

s Jt& 222 ELF format2l CHS

kernel stack

kernel data

kernel text

text

data
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o2

e 222 AT &

s HOIAl AIAEN: B AT 29 ((execve() )
v testexecte =2 1S =& Al2ILHD JHE (ELF format)
O| text= 12KB, data= 8KB, =J| stack2 4KBZ JI&

o]l 8=
» 0| S22 malloc= AI20HA 23

test.exe
= e o
= [d1]
m of3
pf2

< test.exell =& T|H™
CIAINA H22Z 0|SE 00 &

physical memory

virtual memory
Seungjae Baek



EH A2 HIOI Al HIOI= >

v A3 WEs2 22 220 29 (loading) 3tHAM /X 2 IS

A 8

page page frame -
[ |
tl pf3 =
t2 f5
P 0f6
t3 - 5
dl pf2 P
d2 -
1 f6 P13
S P pf2
Page table

physical memory

= EfA3 K& X (task struct) 0l A page table= 2t2l: 22| 2N

= 22 2ENA ZZ]&0] Jta =24 1000H X[ 0ff 256t K22l HCIol 828012
e Jtah =2 50001 K| 0ff E26HH? 8 Jtat =2 900001 & 20ot2?
S Seungjae Baek
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s HOIAI AIAES - HIOIAl =X 2
v HIOIXl Zaf ol ZMotA 2= HOIKSE E2E

t1

t2 pf5
t3 pf4
dl | pf2
d2 -
sl pf6

Page table

test.exe

physical memory

pf6
pfb
pf4
pf3
pf2

J

—{12]
N
=
\_//

Seungjae Baek




Linux2| Page Table Management & x| £~

58

Linear Address

Oifset within

Process PGD

OfTset within
PMD Page Frame

O0Tsel within
FTE Page Frame

OiTset witlun
Data Frame

( ped_offset() )—P ped_t

pad_index(

mm_sirucl->pgd

( pte_offset() )—D- ple_t

Only 1 pgd_t

Page Frame

-
Page Frame
with User Data

-

Y
C pmd_offset]) )—h prod_t -
pte_t Page
l Frame
.'f:umd_t Page
Frame
e
Other unrelated
FTE Page Prames
-
Other unrelated

PMD Page Frames

Other unrelated
Data Frames
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Linux2| PGD 59

task_struct
mm_struct
mm e e include/asm-i386/page.h <<pgd_t>>
_~pgd typedef struct { unsigned long long pgd; } pgd_t;
.......................................... include/asm-arm/page.h <<pgd_t>>
typedef unsigned long pgd_t;
v
Q
o
o
Q
3
o

Physical Memory

Array of pgd_t type

= pgd 2 ?
=X86 0|2t mm->pgdZ cr30ll SAIE2Z M 0IRE = _ flush_tlb()
% (cr3 SAt= TLB flushing2 s &0ot= &&E0| UI)

— Seungjae Baek



Linux2| PGD, PMD, PTE >

mm_struct
mm | -
pgd
B Physical Memory
5 5 5, & 5
= = = S =
T [, TV » o o | e »
S : Q| o o | T o
rgb ..... g ............ g g . ‘%
L)
budt o pgd_t pmd_t pte_t
- pudt pgd_t pmd_t pte_t
_budt pgd_t pmdt S e pte_t
pudt . pgdt . pmdt et
_pudt . pgdt Pmdt pet
PUD PGD PMD PTE

= Swap outE ZR0=?

= Swap entryJ} PTEO &N US
= Fault 2™ 0| swap entryS 0|Z3dl do_swap_page() &=l pageE X2l S

I Seungjae Baek
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Linear Address
BITS PER_LONG

A BES P 132

- -
Global (PGD) I Middle (PMD) Table (PTE) Offset
PAGE SHIFT
———
PMD_SHIFT
i i
PGDIR_SHIFT
i -
Linear Address
BITS_PER_LONG
il -
Global (PGD) | Middle (PMD) Table (PTE) Offset

PAGE_MASK

—}

PMD_MASK

PAGE_SIZE

>|e

PMD_SIZE

i

—

PGDIR_MASK

>t

PGDIR_SIZE

—

-

an

-

61
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/* mm/memory.c */
static struct page * follow_page(struct vm_area_struct *vma, unsigned long address,
unsigned int flags, unsigned int *page_mask)

pgd_t *pgd;
pud_t *pud;

pmd_t *pmd;

pte_t *ptep, pte;

pgd = pgd_offset(mm, address);

if( pgd_none(*pgd) || pgd_bad(*pgd)) goto out;
pud = pud_offset(pgd, address);

if( pud_nond(*pud) ) goto out;
pmd = pmd_offset(pgd, address);

if( pmd_none(*pmd) || pmd_bad(*pmd)) goto out;

return follow_page_pte(vma, address, pmd, flags);

Seungjae Baek
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EHA S 22l 22| 8 X -+ (global view)

task_struct

mm

\ 4

vm_area_struct

mm_struct
map_count > vm_end
qu Vm_Start
e vm_flags
vm_file
vm_offset
mmap vm_ops
vm_next

]

vm_area_struct

vm_end

vm_start

Jtat Hi2el 22t

\ 4

vim area
(data or parts of data)

A 4

vm_flags

vm file

vm_offset

vm_ops

vm_next

\4

vm_area
(text)

v
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mm_structet Jt&l =4 S2F 2= 64

s mm_struct Xt& X 224

include/linux/mm_types.h T )
| Oxfiffffe

struct mm_struct {

struct vm_area_struct *mmap; kernel

struct rb_root mm_rb; env_en OXCOOOOOOC

struct vm_area_struct *mmap_cache; arg_en stack

atomic_t mm_users, mm_count arg_start

pgd_t *pgd: start_stack™ 1T L

int map_dount;

struct semfaphore mmap_sem;

mm_contekt_t context;

unsigned logg start_code, end_code, start_data; brk

unsigned lon d_data, start_brk, brk, start_stack; end dat bSS

unsigned long arQ _start, arg_end, env_start, env_end; -

unsigned long tota\ vm, locked_vm, def_flags; da’[a

end_cod foxt
i start-code 0x0

include/x86/include/asm/pgtable_types.h

SN— typedef struct {pgdval_t pgd:;} pgd_t;

Seungjae Baek



vm_area_struct A& 24 %

O vm_area_struct Alg 2 =4

include/linux/mm.h
struct vm_area_struct { / Virtual Memory Area
struct mm_struct *vm_mm; / -
unsigned long vm_start, vm_erid; —

struct vm_area_struct O;W PAGE_SHARED (COPY,
pgprot_t vm_page_prot READONLY, KERNEL)

unsigned short vm_flags;
short vm_avl_height; sopen(vm_area)
struct vm_area_struct *vm_avl_left; *close(vm_area)

struct vm_area_struct *vm_avl_right; *do_mmap(file, addr, len,
struct vm_area_struct *vm_next_share; prot, flags, off)

sunmap()
_ *protect()
struct vm_operations_struct *vm_ops:

. ' *nopage()
un3|gn§d long v.m_offset, -wppage()
struct file *vm_file; -swapout()
unsigned long vm_pte; /* for SVR4 SM */ ~swapin()

I Seungjae Baek



task_struct

mm

v pgd:

= page directory address

v vm_prot:
= read/write permissions for

Memory Region

mm_struct

—>

pgd

vm_area_struct

66

—>

vm_end

vm_start

vm_prot

mmap

this area

v vm_flags

= shared with other

processes or private to

this process

vm_flags

vm_next

shared libraries

A 4

vm_end

vm_start

vm_prot

vm_flags

data

vm_next

N
s

A 4

vm_end

vm_start

text

vm_prot

vm_flags

vm_next
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26.1M2H S 4CH) HOIA(x86_64 JI=)

s 64bit address translation
v 4-level translation

63 48 47 39 38 30 29 21 20 12 11 0

Sign Extended i Offset

Page-Directory-
Pointer Table

PML4

Page-Directory Page-Table Physical-Address

entry

.

512 PML4 * 512 PDPTE * 512 PDE * 512 PTE = 236 Page frames (256TB)

A 4
A 4
A 4

entry entry

B

( In Physical Memory )

A

4K Page

y

CR3 (PML4)
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HLEO| JbAF =A AFR(32bit K 2ID| J|F) &

s Kernel address space( 32bit )

Virtual Memory

direct-mapped physical memory e VMALLOC_RESERVE at minimum N
2x  LAST PKMAP x
TASK SIZE VMALLOC OFFSET PAGE SIZE PAGE SIZE FIXADDR_SIZE
H r1l| H ’
process |kernel|struct page| the rest memory pages vmalloc | pages kmap fixed |[page
address space|image | mem_map | (for page allocation) | gap |address space| gap |address space[mapping| gap
0 PAGE OFFSET VMALLOC YTART  VMALLOC END PKMAP BASE FIXADDR STARF¥ FIXADDR TOP

i1MB 8MB 16MB 89§MB 10 B

: VM_RESERVE
. - Dynamically allocated (128M) Physical Memory
BIOS kernel DMA mem_map
comm code region
area image

I Seungjae Baek
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Oxffff
Oxffff

Oxffff
Oxffff

Oxffff
Oxffff

Oxffff

Oxffff

Oxffff

Oxffff

0x0000

0x0000

fffrf
ffff

ffff
frf

frf
e200

c200

cl100

8100

8000

7t

0000

fffrf
fffo

8800
8280

8000
0000

0000

0000

0000

0000

ffff

0000

fffrf
0000

0000
0000

0000
0000

0000

0000

0000

0000

ffff

0000

‘

Jtet Bi2cl

kernel
space

user
space
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Linux HY 0 22| &2| e

= Interface
v struct page * alloc_pages(unsigned int gfp mask, unsigned int order)
= 2Morder 27|12 HAEE Scl® HOINSS 29 =, & HIOIXI2 page XX EOIHE
cl &
v void * page_address(struct page *page)
= OO 2 g2l Sel& HOoIXILEM Zatd Je =28 =20

o
H
o
T
e
rg

v Wrapping Function

= Page-level allocator : get free page()
QLES OIZo AEE HR2eE EE

= Kernel-level allocator
S2|E 22 HXGHH, 128KBO| ot 22 22|29 (22| &Y : kmalloc()

(o]
S2|ECZ Hl HEXOI [ 22| &Y : vmallocg()

Non-Contiguous Allocation

I
Contiguous Allocation Slab Allocator
I
Page-level Allocation Buddy System
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VFS inode object

Page Cache 22| A2 14

inode R ZHMJI M &L U= page owner2l
address_space /XAl & Jt2|Z

/* ~/include/linux/fs.h */
struct inode {

struct address_space *i_mapping;
struct address_space i_data;

¥

¥

/* ~/include/linux/fs.h */
struct address_space {

struct inode *host;
const struct address_space_operations *a_ops;

struct radix_tree_root pT_tree;

\

71

~

/* ~/lib/radix-tree.c */

struct radix_tree_node {
unsigned int height;
unsigned int count;
struct rcu_head rcu_head;

\

/* ~/lib/radix-tree.c */

/’ struct radix_tree_root {
unsigned int height;

Radix tree void *slots{[RADIX_TREE_MAP_SIZE]; ;
unsigned lon gfp_t ofp_mask;
9 9 struct radix_tree_node *rnode;
tags[RADIX_TREE_MAX_TAGS][RADIX_TREE_TAG_LONGS]; ¥
7
|
v | \
el incllde e pstypes b /* ~Jinclude/linux/buffer_head.h */
SHuctpagert struct buffer_head {
union gtru ct{ struct buffer_head *b_this_page;
unsigned long private; m:t:!’—page;
struct address_space - !
*mapping; 1KB 3
Memory ; ;
1KB
o struct buffer_head
union{ 1KB

pgoff_t index;
void *freelist;
}i
b

:\struct buffer_head

struct buffer_head

\b Owner2 view0ll A HIOI Xl 27| &9l offset
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Page Cache related Interfaces &

s Radix Tree

find_get page();

add_to page_cache();

remove_from_page cache();

read_cache page(); // 22| &9 LIEE £ 4O2 KX

AN NN

= Buffer Head
v grow_buffers();
try to release page();
__find_get_block(); //&= LHE0] 2™ NULL return
__get_blk(); /&= LHE0| 2™ 0|2 {st I& 72X BH= 1 return

v
v
v
v __bread(); //&Z= UiE0| 812H 0|2 ?let AL =10 EQA /0 =

I Seungjae Baek



Page Cache Reclaim

73

When?

v The page cache gets too full and more pages are needed
v Too many dirty pages

v Too much time has elapsed since a page has stayed dirty
v The flush request are invoked

Parameters
v Dirty background threshold
= 25 2 40%(/proc/sys/vm/dirty_ration)
v Dirty writeback centisecs
= 2=500
Pdflush daemon
v background_writeout()
* Flush Ui &t dirty page =J| & Q1 & A4
v wb_kupdate()
» R 2HE dirty &M
suber_block 2 5=
2 Bt data page= 30=

Evicting
v submit_bh();
v ll_rw_block(); /=22 S=0l L8t 1/0 X el
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