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AAE 5= M2 (3/14)

s A|AED S = (system call)
v EHA I HE L HBIA A (fork, read, socket, ...)
v Ed X2l HIAHLIS0 2o 2l : 0x80
v system call table 0| &

0x0 divide_error() 0 | sys_no_syscall()
debug() 1 | sys_exit() /\/
sys_fork() sys_fork()

nmi()
3 | sys_read ()
4 sys_write () sys_read()

systeyh_call()

/ 47 | sys_getpid()

oX80 system_call()

255 |sys_no_syscall) | = . ‘
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AMNAE 2= Ml HE

user task _:,.,..s’i;ﬁs_calI_table /* arch/i386/kernel/ ent&z@

libc.a idt_tafble /* arch/i386/ker el/traps.

push args
save system call number
make trap

system_call ()

/*arch/i386/kemel/entry;_..S’f */

catch trap through IDT
call real handler function

using sys_call_table
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ANAE S5 xfel A 7

s AIAE == Ml 4E Ol : fork

'''''''''''''''''''''''''''''''''''''''''' Kernel
USG-I’ task - ENTRY(system_call) /* archl|386lkernellentry S*
fork DT ""|| *SYMBOL_NAME II_table)(,% 4
ork() 0x0 [ divide_error() ca . (sys_call_table)(,%eax, )
debug() ret_from_sys /call (schedule, signal, bh_active,
libc.a nmi() nested interrupt handling)

ys_call_table

Jfork()
{
mov 2, %eax 0x80 sys_exit() Ny
i e sys_fork() |/ sys_fork(
} 3 |sys _read () I* archli3861kerneIIprogeé's.c *|
4|sys write () I* kernel/fork.c */
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ANAE 5= M| A °

ENTRY( = icgt=l s-N Al ENE=NI[!
pushl %eax rg_eax cld; A Jcﬁtqig
SAVE_ALL pushl %es: l:_';f':
GET_CURRENT( %ebx) pushl %ds; He 2=

" I 2 Fw Ak pushl % AEHN N
testbh % ,IsK_ptraceliebx) # PT_TRACESYS pushl Zebp: =

jne tracesys pushl %

cnpl ${NR_syscalls) , keax push1
iae badsys pushl
call *SYMBOL_NAME(sys_call_table)(,%eax,4) bush]
nov1 Teax FAX{Xesp) # save the| return 52§|111=$;'i:f3"
badsys. novl %edx
mov1l F-ENOSYS , EAHCXesp)
jnp ret_from_sys_call

NEL_DS) ,%edx; \

.

1. M0 |Y0| s = &St eflags, cs, eip, ss, esphl2l&t 2= regE AEHN MZ
2. ebxregll current P2l CIAIEHE H&

3. current? ptraceZ =0 PT_TRACESYSZcHOJI E0 U=Kl, S CIHHIF T2 9| Al
ABIE SES =& Z0IX| A = syscall_trace()& M3, 0IX2 S S5 &

4, S|HIE syscallHSIX| ZAH 222 HS0|H HIZ E&

5. dispatch table2| 2t HEC|= 4HIOIEOQIEEZ, AIAEH 2 HS(0| 42 S8t = +
0 =)

sys_call_table AIZ=AE HolA 2 AHIA REIQ| ptr&d AN SEE e |
CIEIZS HAS AEH(AIZX PEUH A S eax)0ll AEH=1], syscalltiEcIE S&0ot=
ret_from_sys_call£2 &8 X
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ANAE 5= M| A 7

ENTRY ret_from_sys_call>
cli # need_resched and signals atomic test
cnpl $0.need_resched{%ebx>
ine reschedule
cnpl $0.sigpending{%ebx)
ijne signal_return
restore_all:
REESTORE_ALL

tracesys_exit:
call SYMBOL_NAME(syscall_trace)
jnp ret_from_sys_call

tracesys:
mov1l $-ENOSYS ,EAX(%esp)
call SYMEQOL_NAME(syscall_trace)
mov]l ORICG_EAR(%esp),%eax
cinpl FINR_syscalls)  ¥eax
jae tracesys_exit
call *SYMBOL_MNAME(sys_call_table){ %eax,d4)

mov1 %eax,EAX{¥esp) # save the return value

signal_return;
sti # we can get here from an interrupt handler
testl FCVM_MASK> ,EFLAGS(%esp
novl %esp,ieax
jne vB86_signal_return
xorl %edx Yedx
call SYMBOL_NAME({do_signal>

jmp restore_all
I -




NAE 55 P8 .

system_call() 2 sys_system_call()
asmlinkage
v AsmUOiA CE+E S
AMAE 2 8BS
v ZEAIAEN S0 AMAEZ S 2. 0%
v sys_call_table0fl & ot UC
ANAEN 2 S
v int $0x80 = 128 vector2|, T2 12 Y 0l 2|8t 0 2f & A4
v =N
= AMAE 2 ASH HE0 CIHBEEEZE AHCH(eaxVl syscallH S)
= regE HE 25 AENH ME

A O
T AL

-

C=
=

i
o
Qo

rot
Hr
bl

= AIABIZ AEIA FE SESHH X el
= ret_from_sys call()& SH=ci Al iEA LIS

v et IfOHS ==, HOlE Tl ZAF 2=
v copy_to_user(), COpy_from_user()Mﬁo2
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s AAE = HEAE
v Ol current ZOIH= A|AE 2= s =t 2 ANAE Ji2|&
v ANAH 22 Adol= St HE 2 E2MA HAEAEN &I
v et 58 0ts, 2tNol 88 Jis
» SO IISOIEZ, AIAE 22 HLE 9 (HER9 JIss AM8IIs
» MAE JIS0IE2 2, re-entrantof Of &
s et t=2 ], H O|A 2t&te = QIS &

SYSCALL DEFINES(getpid)

tacl taid unricFnrrent -
Lo Ligald Will [REiS
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ANAE & 2 N

Ao =404 2 S2H0] ,SotH 2 Heél
&8 =AJ} PAGE_OFFSETZ2C} % 2X| 0t &0
= verify _area()& 0| & system call0ll & & &t =4 & Al(=access_ok
HaA2)
v T2 NA = S2HED
Function Action

get user .
T Jet user F.eads an integer walue from user space (1, 2, or 4 bytes)

put user

put user Wirites an integer walue to user space (1, 2, or 4 bytes)

copy from user : : :
_ copy from user Coptes a block of arbitrary size from user space

copy to user . . .
_ copy to user Copies a block of arbitrary size to user space

strncpy from user

Copies a null-termninated string from user space
__strnopy from user

el . .
Strlen user Feturns the length of a null-terminated string in user space
strnlen user

clear user
__«lear user

I Seungjae Baek
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MZ2 AAE 5= 28 (1/9) E

s M2 AlAE & 44

v HE =& 4 )

1. 22 AMAE &= BHs &Y (allocate syscall number)
2. M22 AMAE S = &% sys call table[]0ll S

. NME2 AAE & &+ 080 &

4. HE FUtgE 2 2| FRE

v MEANSE AN 2EHH

1. 22 AlAE S =

ctOlEd = AtS

S ABEIE ABT 4E 28 &4
N

A S8 &4 (optional) : ar, ranlib
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(2/9)

14

s MEZZF Al
MZ 2 Al

1. NM=& Al

A =E A
A =E A
AHSEHS E

: newsyscall() 0| 2}

—

—

0lS2

o common read sys_read (]
1 common write sys write
3 common close sys close
4 common stat sys newstat
6 common lstat Sia:newlatat
7 common poll sys poll
8 common Lseek sys lseek
9 common mmap Sys mmap

| |

u

u
389 common getcpu sys getcpu
310 64 process vm readv Sys process vm readv
311 64 process vm writev Sys process wm writev
312 common kcmp sys kcmp
313 common finit module sys finit module
314 common sched setattr sys sched setattr
315 common sched getattr Sya_ached_getattr
316 common renameat2 sys renameat2

304,1 89% [
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MZ2 AAE 5Z 28 (3/9) s

2. ME22 ANAE & &= sys_call_table[]0l S=

sys call table
/* arch/x86/kernel/syscalls/syscall 64.tbl Lt C| L& */ / \
0 [sys_read()
0 common read sys_read '
1 . T sys_write()
common write Sys_write
2 common open sys_open sys_open()
3 common close sys_close sys_close()
4 common stat Sys_newstat sys_newstat( )
5 common fstat sys_newfstat .
316 common renameat2 sys_renameat2 316/ sys_renameat2()
317 common newsyscall sys_newsyscall —

317 |sys_newsyscall() /

— Seungjae Baek



MEZ = Al A

Edl

SZ 28 (5/9) &

. NM=z== AMAE == &+ HENW 2&

/* include/linux/syscalls.h It 2| LI & */

asmlinkage long sys_fork(void);
asmlinkage long sys_vfork(void);
asmlinkage long sys_newsyscall(void);

/* kernel/newfile.c It 2 2| LI */
#include <linux/unistd.h>
#include <linux/errno.h>
#include <linux/kernel.h>
#include <linux/sched.h>

asmlinkage long sys newsyscall(void)

{

printk(''<0>Hello Linux, I'm in Kernel\n");
return 0;

}
EXPORT _SYMBOL_ GPL(sys newsyscall);

= printf()Jt OtLI 2t printk() & 0l =2
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M=ZzE Al AE

= 28 (6/9)

4,712 20 ¢ 2|2 Y

= € Z WY M0l makefilesS Ct= 0t Z0] ==& ol O

o

/* kernel/Makefile 2| H& & LIS */
obj-y = fork.o exec_domain.o panic.o \
cpu.o exit.o itimer.o time.o softirq.o resource.o \
sysctl.o sysctl _binary.o capability.o ptrace.o timer.o user.o \
signal.o sys.o kmod.o workqueue.o pid.o task work.o \
extable.o params.o posix-timers.o \
kthread.o sys ni.o posix-cpu-timers.o \
hrtimer.o nsproxy.o \
notifier.o ksysfs.o cred.o reboot.o \
async.o range.o groups.o smpboot.o

. =

/* kernel/Makefile 2| B8 & LI & */
obj-y = fork.o exec_domain.o panic.o \
cpu.o exit.o itimer.o time.o softirq.o resource.o \
sysctl.o sysctl_binary.o capability.o ptrace.o timer.o user.o \
signal.o sys.o kmod.o workqueue.o pid.o task work.o \
extable.o params.o posix-timers.o \
kthread.o sys_ni.o posix-cpu-timers.o \
hrtimer.o nsproxy.o \
notifier.o ksysfs.o cred.o reboot.o \

async.o range.o groups.o smpbo@

= J2 2D & e
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#include <linux/unistd.h>

int main(void)

{
syscall(325);

return 0;

2 #define

2 #define

#define NR_rt_tgsigqueueinfo
NR_perf_event_open 25
NR_recvmmsg Z2Z9¢
NR_fanotify_init 200
NR_fanotify_mark 301
NR_prlimite4 z02

#define
#define
#define
#define
#define
#define
#define
#define
#define

NR_open_by_ handle_at
NR_clock_adjtime 305
NR_syncfs 306
NR_sendmmsg

NR_setns

#idefine NR_getcpu

#define
#define
#define
#define
HdetTine

NR_process_vm_writev 3
NR_kcmp 312
NR_finit_module 313
NR_newsyscall 31

#tendif

64.h

NR_name_to_handle_at 203

NR_process_vm_readv 310

18

#include <linux/unistd.h>

int main(void)

{

syscall(_ NR_ newsyscall);

return 0;

Seungjae Baek



syscall (2 2

19

/* /usr/include/unistd.h */
extern long int syscall (long int __sysno, ...)  THROW;

-

/* glibe/sysdeps/unix/sysv/linux/i386/syscall.S */
.text
ENTRY (syscall)

PUSHARGS_6 /* Save register contents. */
_DOARGS_6(44) /* Load arguments. */
movl 20(%esp), Y%oeax /* Load syscall number into %eax. */
* Do the system call. */
POPARGS 6 /* Rejtore register contents. */
cmpl $-4095, %eax  /* Check %eax for error. */
jae SYSCALL_ERROR_LABEL /* Jump to error handler if error. */
L(pseudo_end):
ret /* Rg

to caller. */

PSEUDO_END (syscall)

/* glibe/sysdeps/unix/sysv/linux/i386/sysdep.h */
# define ENTER_KERNEL int $0x80

Seungjae Baek



M22 AlAE 5= 28 (8/9) 2

2. 210|222 AIRX 22 &4

#include <linux/unistd.h>
#include <stdio.h>
int newsyscall(void)

{
h

syscall(317);

$ vi newsys.c
$ gcc —¢ newsys.c
$ ar -r libnew.a newsys.o

$ vi test.c >
$ gcc —O —o test test.c —L./ -lnew #include <linux/unistd.h>
$ ./test
int main(void)
{
newsyscall();
return 0;
}

I Seungjae Baek



int $0x80

ENTRY(system_call) /* archli386/kemgllentry.$ *

all *SYMBOL_NAM E(sys_calI_table)(,‘Voeax:Zl)u

et from_sys call (schedule, signal, bh_active,
nested interrupt handling)

3251

MEZ AAE S =
s M2 AMAE s= Xl 48
usertask Keriial -
main()
{ AVE_ALL
Irq_desc
el 0x0 _g‘ifvide_error()
: ;_,f"debug()
A)rary -~ [nmi()
11 tabl
\3ewsysca|l() SYS_C4T_ ©
{
movl 191, %eax | oxgol éys_exit)
;}(stem_call() sys_fork()

sys_read ()

sys_write ()

'sys_newsyscall()|

N

I* real handler */

sys_newsyscall() {

Seungjae Baek
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22

#include <linux/unistd.h>
#include <linux/errno.h>
#include <linux/kernel.h>
#include <linux/sched.h>
#include <linux/mm_types.h>
#include <linux/hugetlb.h>
#include <linux/mm.h>

asmlinkage long sys_newsyscall(unsigned long address)

{

struct vimn_area_struct *vma = find_vma(current->mm, address);
unsigned int flags = 0;
unsigned char * pa;
pgd_t *pgd; pud_t *pud; pmd_t *pmd;
pte_t *ptep, pte; spinlock_t *ptl; struct page *page;
struct mm_struct *mm = current->mm;
page = follow_huge addr(mm, address, flags & FOLL_WRITE);
if ({IS_ERR(page)) {
BUG_ON(flags & FOLL_GET);
goto out;
¥
page = NULL;
pgd = pgd_offset(mm, address);
if (pgd_none(*pgd) || unlikely(pgd_bad(*pgd)))
goto no_page_table;
pud = pud_offset(pgd, address);
if (pud_none(*pud))
goto no_page_table;
if (pud_huge(*pud)) {
BUG_ON(flags & FOLL_GET);
page = follow_huge pud(mm, address,

pud, flags &

FOLL_WRITE);

goto out;

¥
if (unlikely(pud_bad(*pud)))
goto no_page_table;

pmd = pmd_offset(pud, address);
if (pmd_none(*pmd)) goto no_page_table;
if (pmd_huge(*pmd)) {

BUG_ON(flags & FOLL_GET);

page = follow_huge pmd(mm, address, pmd, flags & FOLL_WRITE);

goto out;

}
if (unlikely(pmd_bad(*pmd))) goto no_page table;
ptep = pte_offset_map_lock(mm, pmd, address, &ptl);
pte = *ptep;
if (!pte_present(pte)) goto no_page;
if ((flags & FOLL_WRITE) && !pte_write(pte)) goto unlock;
page = vin_normal_page(vma, address, pte);
if (unlikely(!page)) {

if ((flags & FOLL_DUMP) ) goto bad_page;

page = pte_page(pte);
}
if (flags & FOLL_GET) get page(page);
pa = (unsigned char *)page address(page);
pa += address & (PAGE_SIZE - 1);
printk("'<0>[%s]: arg VA=[%x]\n", _FUNCTION__, address);
printk("'<0>[%s]|: PGD(%p)=%x\n", FUNCTION__, pgd, *pgd);
printk("'<0>[%s]: PUD(%p)=%x\n", _FUNCTION__, pud, *pud);
printk("'<0>[%s]: PMD(%p)=%x\n", FUNCTION__, pmd, *pmd);
printk("'<0>[%s]: PTE(%p)=%x\n", _FUNCTION__, ptep, *ptep);

printk("'<0>[%s]: result PA=[%Xx], data=%d\n", _ FUNCTION__, pa,

*(int *)pa);
unlock: pte_unmap_unlock(ptep, ptl);
out: return page;
bad_page:

pte_unmap_unlock(ptep, ptl);

return ERR PTR(-EFAULT);
no_page:

pte_unmap_unlock(ptep, ptl);

if (!pte_none(pte)) return page;
no_page_table:

if ((flags & FOLL_DUMP) &&

('vma->vm_ops || !vma->vm_ops->fault))
return ERR PTR(-EFAULT);
return page;
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Do e

#include <unistd.h>
#include =stdio.h>
#include =<stdlib.h=>

int main{void)

{
int a;
a = 1869;
Hyscall(299, &a);
return 8;

< >

[root@localhost ~]# ./ts
[root@localhost ~]# dmesg | tail -n 5

<@=>[sys_hycalll:
<@=>[sys_hycalll:
<@=>[sys_hycalll:
<@=>[sys_hycalll:
<@=>[sys_hycalll]:

[root@localhost

PGD( ffff88086e9b17f8) 46628067
PUD(ffffBB8086e628ffd)x
PMD

~1# iﬁ_

Offset in the page frame
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ANARE =22 e =E (1/9) -

SADNIFSE=

JEANLEE =285 =4

HE 85 2

Es L2 JHYS 0|Set ANAE s= A =>E= 2L
sl E FX

@ Just Do It (A RA~a—47)
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ALA €

for

= ¢

s O &Y show mult(arg1, arg2, result)

0l

J

FX} (2/9)

1. M2 AAE SEHS &2 192H
2. MEZ2=2 AlAE S & &= sys_call_table[]0ll S5
3. M22 AIAB S= &+ HEW &

#include<linux/unistd.h>
#include<linux/kernel.h>
#include<asm-x86/uaccess.h>
asmlinkage int sys show_ mult(int x, int y, int* res)
{
int error, compute;
inti;
error = access Ok(VERIFY_ WRITE,res,sizeof(*res));
if(error < 0)
{
printk("error in cdang\n');
printk("error is %d\n" error);
return error;
}
compute = x*y;
printk(''computeis %d\n'" ,compute);
i= copy_to_user(res,&compute,sizeof(int));
return 0;

ﬂ idl:l 9—I_||tOI al i|le|

25
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AAE S D8 85 (3/9)

s CIAF&8E :show mult(arg1, arg2, result)

1. NEA =5 SE

#include <stdio.h>
#include <linux/unistd.h>

int main(void)
d
int mult_ret = 0;
int x = 2,y=5;
int i;
i=syscall(325,x,y,&mult_ret);
printf("x is %d\ny is %d\nret is %d\n" ,x,y,mult_ret);

return 0;

# root@localhost:~/Work/lab/source

[rootiE@localhost source |t ./sys mult
x is 2
y is 5

ret is 1@
[rootlElocalhost source |# I

26
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st

Z (4/9)

27

s HE EE Z | : gettaskinfo()
v header

#include<linux/kernel.h>
#include<linux/sched.h>
#include <linux/slab.h>
#include <linux/uaccess.h>
#include <linux/fs.h>
#include <linux/fdtable.h>
struct mystat
{

pid t pid;

pid_t ppid,

int stat;

int prlorlty,

int policy;

long utime;

long stime;

long starttlme

unsigned long min_flt;

unsigned long ma;j_flt;

long open_ files;

Seungjae Baek
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ANAE 52 D5

J

F&} (5/9)

28

s HE B2 | : gettaskinfo()

. g Bt

#include “mystat.h”
?smlinkage int sys_gettaskinfo(int id, struct mystat *user_buf)

long ret = 0; struct mystat *buf; inti, cnt; struct task_struct *search;
search = pid_task(find_vpid(id), PIDTYPE_PID);
if(search)

printk(KERN_ERR "search pid: %dWn", search—>pid);
if(luser_buf->starttime)

return —1;
buf = (char *)kmalloc(sizeof(struct mystat), GFP_KERNEL);
i{f(buf —— [NJUILL)

el IS e s NIUILL e
return —1;

buf->pid = search—>pid;
buf->ppid = search—>parent->pid;
buf->stat = search—>state;
buf->priority = search—>prio;
buf->policy = search—>policy;
buf->utime = search—>utime;
buf->stime = search—>stime;
buf->starttime = search—>start_time.tv_sec;
buf->min_flt = search—>min_flt;
buf->maj_flt = search—->maj_flt;
f{or(i=0; i<32; i++)

i{f((search—>fi|es—>fd_array[i]) = NIUILIL}

}

buf->open_files = cnt;

ret = copy_to_user(user_buf,buf,sizeof(struct mystat));
printk(réERN_ERR "[SM] copy_to_user return: %IldWwn", ret);
return O;

cnt++;

cnt=i=0;

Seungjae Baek



#include <stdio.h>

#include <unistd.h>
#include <stdlib.h>
#include "mystat.h"

T el 2iee, @iel = el

int task_number;
struct mystat* mybuf;
i{f(argc = 2)

printf("Usage : a.out pidwn");
exit(1);

task_number = atoi(argv[1]);
printf("mybuf size : %dWn",sizeof(mybuf));
if(mybuf == NULL)

exit(1);
syscall(319,task_number,mybuf);
printf("pid is %d Wn", (int)mybuf->pid);
printf("ppid is %d Wn",(int)mybuf->ppid);
printf("state is %d Wn", (int)mybuf->stat);
printf%':PoIicy is %d Wn", (int)mybuf->policy);

(

printf("File count is %d Wn",mybuf->open_files);
printf("Start time is %d Wn",mybuf—>starttime);

return 0;

23 2H (6/9)

£* root@localhost:~ /Work flab/source

[root@localhost sourcel#t ps -ef | grep fip
BE:@0:08 Sfusr/shin/usfFtpd fetc/fus

root 1785 1 8 16:58 7
Ftpd/usfFtpd.conf

root 2318 22804 B0 17:14 ptsse 00:00:00 grep FLp

[root@localhost source]# ./sys_task 1785

pid is 1785

ppid is 1

state is 1

Policy is @

File count is 1

Start time is 26
[root@localhost source]# I

29
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ANAE 5= D&l 2E (7/9) 30

m

s J|EANLE SE =24

v getpid

asmlinkage int sys_getpid() {

current->tgid;
} all tasks connected using double linked list (next_task, next_run)

global variable: init_task, current
task[0]: init_task, task[1]: init process

v nice

asmlinkage int sys_nice(new_priority) {

current->priority = newpriority ;

v pause

asmlinkage int sys_pause() {
current->state = TASK_INTTERUPTIBLE;

schedule();

I Seungjae Baek



ANAE 55 8 23 (8/9) :

s J|IEANLE SE =24

v fork /* arch/i386/kernel/process.c */

/* kernel/fork.c */

— p—>tss.eip

* kernel/sched.c */

schedule()

— Seungjae Baek
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— free_page_tables
- exit_files()

<d o_exit(ﬁ

/* kernel/exit.c */

|

/* kernel/exit.c */

/* kernel/signal.c */
notify_parent()
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