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Objectives

s Understand the definition of a process
s EXxplore the process structure

s Discuss the relation between program and process structure
s Grasp the details of stack

s Refer to Chapter 8 in the CSAPP and Chapter 6 in the LPI
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Chapter 33). In Chapters 24 to 27, we look at how processes are created, how they
terminate. and how they can be made to execute new programs.
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Process Definition (1/2)

s What is a process (also called as task)?
v Program in execution
v Having its own memory space and CPU registers
v Scheduling entity
v Conflict each other for resource allocation
v Parent-child relation (family)

Figure 1.4 CPU

Hardware organization / Register file
of a typical system.
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| PC |
Processing Unit, ALU: Process (tas
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Program Counter, USB:
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(Source: CSAPP)
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Process Definition (2/2)

Related terminology

v Load
» from disk into main memory
= disk: file system (LN 3)
= main memory: virtual memory (CSAPP 9, OS Course)
= carried out by OS (e.g. page fault mechanism)

v Fetch

* From memory into CPU
= instruction fetch and data fetch (LN 7)
= carried out by hardware

Figure 1.4 CPU

Hardware organization Register file
of a typical system. %
CPU: Central
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Processing Unit, ALU:
Arithmetic/Logic Unit, PC: = System bus Memolry bus

Program Counter, USB:

Universal Serial Bus. " a a1 0 b =N Main
i L& i =5 R
Bus interface 5 Y i L memory

il »
WW = mm% ST S TR - e TR DD- R
‘;; LT I/O bus : fﬂ

Expansion slots for
other devices such

usB Graphics Disk as network adapters
controller adapter controller
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Process Structure (1/6)

s Conceptual structure
v text, data, heap, stack

Virmaal memory address
(hexadecimal )

fprocsdkallsyms
Eemel provides addresses of
(mapped Nt process -2 kermel symbols in this
virtual memory, but not region { /proc/ksyms in
accessible 1o program) kernel 2.4 and earlier)
0w OoC0000 ;
EFET, ST
Stack
Top of {grows downwards)
_—-.

stack = |[OeaasTe i _______

{unallocated memory)

_. o

Program
break
Heap

I (Erosws upwarcls)

& ———— e rad
= Uninitialized data (bss)

= X

= i Creddata
= Initialized data

":I::l:h - STt
-E Text { program code)

E Ox02048000

O OO0

Figure &-1: Typical memory layout of o process on Linux/x8&4-32
(Source: LPI)
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Process Structure (2/6)

s Process structure in C program: function pointer

/* f_pointer.c: for function pointer exercise, by choijm, choijm@dku.edu */
#include <stdio.h>

inta =10;

int funcl(int argl)
{

}

main()

{

printf("In funcl: argl = %d\n", argl);

int *pa;
int (*func_ptr)(int);

pa = &a;
printf("pa = %p, *pa = %d\n", pa, *pa);
funcl(3);

func_ptr = funcl;
func_ptr(5);

printf("Bye..A\n");




Process Structure (3/6)

s Process structure in C program: address printing

/* task_struct.c: display addresses of variables and functions, choijm@dku.edu */
#include <stdlib.h>
#include <stdio.h>

int glob1l, glob2;

int func2() {
int f2_locall, f2_local2;

printf("func2 local: \n\t%p, \n\t%p\n", &f2_locall, &f2_local2);

int funcl() {
int f1_locall, f1_local2;

printf("funcl local: \n\t%p, \n\t%p\n", &f1_locall, &f1_local2);
func2();

}

main(){
int m_locall, m_local2; int *dynamic_addr;

printf("main local: \n\t%p, \n\t%p\n", &m_locall, &m_local2);
funcl();

dynamic_addr = malloc(16);

printf("dynamic: \n\t%p\n", dynamic_addr);

printf("global: \n\t%p, \n\t%p\n", &globl, &glob2);
printf("functions: \n\t%p, \n\t%p, \n\t%p\n", main, funcl, func2);

SYSPROS




Process Structure (4/6)

s Process structure in C program: address printing

choilijm@embedded: ~/Syspro/fchap4s 1s ~
f pointer.c stack destroy.c stack struct.c task struct.c
e o o . NN Oxffbscrod ok for
choijm@embedded: ~/Sysprofchap4$ vi task struct.c
choijm@embedded: ~/Syspro/chap4$ 0xffb5cf00 stac or main
choijm@embedded: ~/Syspro/chap4f gocc —o task struct task struct.c
choijm@embedded: ~/Syspro/chap4s$
choijm@erﬂbedded:~,.-"Syspro,r'cha Oxffb5cec4 Stack for funC1
malin. tocal: Oxffb5cecO H
ODxffbSocfO4, \
OxfFffhScfOo0
Ffuncl local: 0Xffb5cea4
oxrrbscect, stack for func?2
3 Oxffb5ceal
OxffeScecO
FfuncZ local:
OxffhScead,
OxffbSceald
dynamic:
Ox8159d4d410
global:
OxB04S97cO, j r
DxBO04G5 74
functions:
Ox804840k, hea
OxB0453=4, 0x0819d410 p
OxB0483c2
choijm@embedded: ~/Syspro/chap4$ 0x080497¢c0
choijmfembedded: ~/Syspro/Schap4f gcc —-v data
Reading specs from Jusr/lib/gcc/id4f86-linux—gnu/3.4.6/specs 0x080497c4
Configured with: ../src/configure —-v —-—enable-languages=c,c++,E77,pascal —-pref] :
x=,/usr —-libexecdir=/usr/lib -—-with-gxx-include-dir=/usr/include/c++/3.4 ——enab})
e—shared ——with-—-system—=z1ib ——enable-—-nls ——without—-included-gettext ——program—=§ text for maln
ffix=-3.4 —-—-enable—-_ cxa atexit -—-—esnable-clocale=gnu ——cnable-libstdcxx—debug —1
with-tune—=i686 i486-linux—gnu 0x0804840b
Thread model: posix
goco version 3.4.6 (Debian 3.4.6-5)
text for funct
choijm@embedded: ~/Syspro/chap4s 0x080483e4|
choijm@embedded: ~/Syspro/chap4$ date
2021. 10. 06. (+ ) 15:06:58 KST text for func2
choijm@embedded: ~/Syspro/chap4s 0x080483c2
choijm@embedded: ~/Syspro/ch aﬁ whoami . . .
Neroiim & Rddresses can be different hased on Compiler, OS afd"CPU(32bitvs. 64DIT)~ =
. -



Process Structure (5/6)

s Summary
v Process: consist of four regions, text, data, stack and heap
g.ﬁedassegment or vm_object
v Text

» Program code (assembly language)

» Go up to the higher address according to coding order
v Data

= Global variable

» |nitialized and uninitialized data are managed separately (for the
performance reason)

v Stack

» Local variable, argument, return address

» Go down to the lower address as functions invoked
v Heap

= Dynamic allocation area (malloc(), calloc(), ...)

» Go up to the higher address as allocated

9



Process Structure (6/6

= Relation btw program and process

oljm@sungmin
choijn@sungmin-Samsung-DeskTop-System:
choijm@sungmin-Samsung-DeskTop-System:
#inciude <stdio.h>

int a = 10;
int b = 20;
int c;
int main{)
{

o =48 + b}

printf("C = %d\n", c);

choijm@sungmin-Samsung-DeskTop-System:
choijm@sungmin-Samsung-DeskTop-System:
cumalate-outgoing-args test.c

choijm@sungmin-Samsung-DeskTop-System:
choijm@sungmin-Samsung-DeskTop-System:

p4‘ ” ﬂ"@-'ﬂ I

~/syspro/chap4s &
~/=yapro/chap4$ more test.c

~/syspro/chap4s
~/syspro/chap4$ gcc -5 -mpush-args -mno-ac

~/8yspro/chapi$
~/syspro/chap4s l

m

§ oo

choijm@sungmin-Samsung-DeskTop-3vstem: ~/syspro/chapd4$ goc -5 -mpush-args -mno-ac -
cumulate-outgoing—-args test.c

choijmBsungmin-Samsung-DeskTop-System: ~/syspro/chapds
choijmBsungmin-Samsung-DeskTop-System:~/syspro/chap4f more test.s

P o tESC.T

.fig;; a
.data
.align 4 data
.Type a, @object
.=2ize a, 4

E
.long 10

globl b
.align 4
.type b, Bobject
.gize b, 4

Ii
.long 20 4 teXt
.section .rodata

.string "C = d\n"

-

_CEXT
-gkhbl main
.type main, @function
Hain
pushl Tebp
movl %Eesp, %ebp
subl 8, %esp
andl £-16, %esp |
movl £0, Zeax
addl £15, %eax \
addl £15, $eax
shrl 24, Zeax
sall £4, zeax StaCk
subl Teax, Iesp
movl b, %eax |
addl a2, Teax
movl %eax,ﬂ:ﬁ//’,//’/////
subl Qor 3 =
pushl [ "
pushl  £.LCO W
call printf y
addl 218, %esp
leave
ret E
.gize main, .-main
. COomm c,4,4 |
.Zection .note.GNU-gkack, "", Bprogbits
=dens D= (Ubuntu 3.4.6-6ubuntusS)}"™ | 4
choijmEsungmin-Samsung-DeskTop—-3ystem: ~/ syspro/chap4s I -




Process Structure in CSAPP

= Another viewpoint for process structure

v text, data, heap, stack + shared region, kernel

Cmia0d8d00 (32]
Cd02006000 {64)

o

Kemal virtual mamaory
{coda, data, haap, stack)

User stack
(created at run fima)

+
1

Memory-mapped ragion for
sharad libraries

'

Aun-tima
(created by maiioc)

Haad/wnte sagmant
(.data, .bss)

Read-onty sogment

(.init, .text,.rodata)

(Source: CSAPP)
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Memory
invisibie to
user code

+—esp (stack pointern)

+— brlk

Loadad from the
exacutable file

: x
Figure 8.1 3

Process address space.



Stack Details (1/6)

s What is Stack?
v A contiguous array of memory locations with LIFO property

= Stack operation: push and pop
» Stack management: bottom and top (e.g. SS and ESP in intel)

Initiallby pushl Yeax popl Yedx
eax 0ox123 heax 0x123 heax 0x123
Hedx 0 Teedx (4] edx 0x123
Yesp Ox108 khesp Ox104 tesp 0x108

Stack “bottom™ Stack “"bottom” Stack “bottom”
Increasing & .
address
Ox108 0x108 0x108
Stack “top" 0x104 Ox123 0x123
Stack “top”
op Stack “top”

Figure 3.5 lllustration of stack operation. By convention, we draw stacks upside

down, so that the "top” of the stack is shown at the bottom. IA32 stacks grow toward
lower addresses, so pushing involves decrementing the stack pointer (register ¥%esp) and
storing to memory, while popping involves reading from memory and incrementing the

tack inter.
RN N (Source: CSAPP)

I
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Stack Details (2/6

s Stack in Intel architecture
v How to access Intel manual?

° + ° s
€ > O (U s e (e = o @ <« C @ softwbreintel comycontent/www/us/en/develop/articles /i

tel® 64 and IA-32 Archic X 4

gmon Chais Kome bage X G Intals bd and 1A-57 Architecrl X

] Q % = m s :

Mgz =238y (System Programming)

« 2| X2 (Lecture Notes) Manuals
o |ecture Note 0: Course overview
o Lecture Note 1: What is System Programmin
o Lecture Note 2: Programming Environment
o Leciune Nole 3: Fle Prograrmming
o Lecture Note 4: Process Structure
o Lecture Note 5: Process Programming
o Lecture Nole 6: /A Assembly Prograrmiming
o Lecture Note 7: /A History and Features
o Lecture Note 8: Optimization
o Lecture Note 9: Assernbler
o Lecture Note 10: Linke; Dubbger and Tools

61 and IA-32 Architectures Software Developel

Updatedt 00,142

= Video clip
© You wan access them via Dankook e-Campus

- zo A
o Textbook!: Lomputer Systems: A © idedman by R. Bryant and D, O'Hallaron

= Lecie site of the "Computer Systems: A Programimen's Perspective’
= Chaptor 1 of the "Computer Systems: A Programmer's Pcrspcctwc (@nd cdition)”
b : The Linux Interface by M. Kerrisk

- Zo| P Xt= These manuals describe the architecture and
© Advancod Programming in the UM by R Stevens. Addison Wesley: programming environment of the Intel® 64 and 1A-32
Al FH e 2R by HEZ ot TrECtures.

© L sl i do the K L S e O Reilly ol Volume Setof Intel® 64 and IA-3.2 Architecturas Softwars Uevsloper's Miuals
o 2 = T e Sar o7 Imtel® 64 and 1A-52 ArchmectiTes Software Devalopers manusls)
o intel 64 and I1A-32 A cefoy s Manua/ g refrmnr,

q fon) by S. Turber

2_The UNIX time sharing system: UN/\'pgpcl

e A A

o inside of a Hard Disk
o Concept of Fipeline
i

Elcctronic versions of thess docum

allow you t quiidy g5t o the information you need and o

@ Intel® 64 and 1A-32 Archit X @ Intel® 64 and 1A-32 Archi: X 4

CcC  © T

Intel® 64 and 1A-32 Archi: X+

< C @ softwareintel.comy/content/www/us/en/develop/articles/intel-sdim. htmizthree-volume a w ! | Ci/Users/bicol/Downloads/253665-sdm-vol-1%20(1}pdf

Developmient Topics & Technologies Usa(engtisn) @ SEnin & Q

Four-Volume Set of Intel® 64 and I1A-32 Architectures

Software Developer’'s Manuals

This et cansists of valume 1 v

me 3 (cambined 74, 7R 30
o o th
g functional cross-volume table of contents, refer

A 20, unlizme 3 (cambined 34, 38 3C and 10), and valume

et allows for easier navigat
programming guide thr

= instructi

and Index.

Describes the archteciurs ST
SRieches

Gagng nvironment of processors supporting 1A-32 and Intel* 64

Intel” 64 and IA-32 Architectures
Software Developer’'s Manual

Volume 1:

IS 64 306 1A~ This document contains the full nstruction set reference, A-Z.in one voluie. Describes the format of
- I the instruction and provides reference pages Basic Architecture
Somiae Testrietions. This dbtmicnt Slaws o Sas) hastpation ST Irstiustion sex referize tHrovsh
aevelopers functional eross-volume table ot contents, referénées, and
Manan e

NOTE: The Intef® 64 and 1A-32 Architectures Software Developer's Manual consists of ten volumes:
Y e e = A e Basic Architecture, Order Number 253665; Instruction Set Reference A-L, Order Number 253666;
k! R < Instruction Set Reference M-U, Order Number 253667; Instruction Set Reference V-2, Order Number
sihicues | Describes the e sl e SE50TA, fnttruction Sat Raferance Crdar Nuunbar 334565 Systar Frogramiming Gude, Pert 1, Order

and exception handling, mult-processor suppor

Number 253668; Systemn Prograniming Guide, Part 2, Order Number 253669; System Progianiming
e e e e 1

Ggde Pt % Oiks Notkes 326019 Siatiin Fownminiy Guile Fait 4 Onler Nurbes 320
Pl Shic egent, R N 33021 e el e okl e vl Yt o

intel* Virtualization fechnology (Intel V 1), and Intet® Software Guard Extensians (Intel® SGX). 1his
ekt et fox ey pavation o s e
Henes frogramming guide thraugh functional cross—valume fable of cantents, refarences, and index

Inie® 6406 1A Describes the model-specific registers of processors supporting [4-32 and Intel® 64 architectures

WMogel
Shecte registers ~
1 .




Stack Details (3/6)

s Stack in Intel architecture

v Real manipulation of push and pop

» ESP (Extended Stack Pointer): pointing the top position (LN 6)
» push: decrement the ESP and write data at the top of stack (down)

= pop: read data from the top and increment the ESP (up)

v What are in the stack?

= 1) argument (parameters), 2) return address, 3) local variable, ...

= Return address: an address that returns after finishing a function (usually

(Source: Intel 64 and 1A-32 Architedthres Software Developer’s Manual)

an address of an instruction after “call”)

Stack Segment

L ocal Variables
for Calling
Procedure

Frame Boundary

Returg Instruction

ooooo

= Bottom of Stack

(Initral ESP YWalue)

The Stack Can Be
16 or 32 Bits Wide

The EBP register is
typically set to point
to the retum
nstruction poimnter

EBP Register "\

/ B

Top of Stack

k ESP Register

)

Pushes Move the Pops Move the
Top Of Stack to

Lower Addresses

Top Of Stack to

Higher Addresses

Figure 6-1. Stack Structure



Stack Details (4/6)

s Stack in Linux

int func2(int x, int y) {

int *pointer, i;

.-

void funcl()
{

int ret_val;

f1_local++;

.-

int main()

{

i‘.l;ncl();

int f2_locall = 21, f2_local2 = 22;

intf1_locall =11, f1_local2 = 12;

ret_val = func2(111, 112);

& Compiler (and version) dependent
= Especially, recent compiler makes ¢
of local variables are changed acc
< But, gcc 3.* version comply with tk
For lecturing purpose, gcc 3.*% is n

arguments,
return address,
local variables

arguments,
return address,
local variables

argument 2

argument 1

return address

saved ebp

local variable 1

local variable 2

1

stack frame
for main

stack frame
for funct

> stack frame
for func?

(see Appendix 2)

1se of obfuscation, where the locations
ording to program contents.

e Intel’s suggestion (like this figure)

ore effective (Use 3.4 in this Iew

1.5
)




Stack Details (5/6)

s Stack example 1

/* stack_struct.c: stack structure analysis, by choijm. choijm@dku.edu */
#include <stdio.h>

int func2(int x, int y) {
int f2_locall = 21, f2_local2 = 22;
int *pointer;

printf("func2 local: \t%p, \t%p, \t%p\n", &f2_locall, &f2_local2, &pointer);
pointer = &f2_locall;

printf("\t%p \t%d\n", (pointer), *(pointer));
printf("\t%p \t%d\n", (pointer-1), *(pointer-1));
printf("\t%p \t%d\n", (pointer+3), *(pointer+3));

*(pointer+4) = 333;
printf("\ty = %d\n", y);
return 222;

}

void funcl() {
int ret_val, f1_locall =11, f1_local2 = 12;

ret_val = func2(111, 112);
}

main() {
funcl();

()]



Quiz for 61"-Week 1st-Lesson

i (MMZ

v 1. Explain the differences among 1) high-level program, 2) binary
program, and 3) process.

v 2.In Clanguage, the scope of local variables and global variables
are different. Discuss the reason of the differences using the process
structure.

v Due: until 6 PM Friday of this week (15", October)

int WorldZZang: e

V4

M4 M M4 AE
rd Y
int maiy/ int*\ilf 20| B4 ()
{ - It A {
iNta = 3ie__| o —intb=4;
% ol 87
...... N
}

(Source: https://dasima.xyz/c-local-global-variables/) _
17 ~




Stack Details (6/6)

Stack example 2

/* stack_destroy.c: A8 21X 24 2,9 192, choijm@dku.edu */
#include <stdio.h>

void f1() {
inti;
printf("In funcl\n");

SEME ~/SYspro/chapd o =@ ﬂJ |

void £2() { -
int j, *ptr;

printf ("f2 local: \t%p, \tip\n", &3, &ptr);

printf ("In func2 \n");

 chojm@sungmin-S:

pTr = &3;
* (prri2) = f1;

void f2() {
int j, *ptr;
printf("f2 local: \t%p, \t%p\n", &j, &ptr);
printf("In func2 \n");

void £3() {
printf ("Before invoke £2()\n");
f2():

printf ("After invoke £2()\n");

ptr = &j;
*(ptr+2) = f1; “i‘“*;;;.

choijmfzungmin-Samsung-DeskIop-System:~/syspro/chap4s
choijm@sungmin-Samsung-DeskTop-System:~/syspro/chapdé gec -o stack destroy stack| |
_destroy.c

stack destroy.c: In function "f2':

stack destroy.c:15: warning: assignment makes integer from pointer without a cas
t

choiim@zungmin-3amsung-DeskTop-System:~/syspro/chap4s
choijm@sungmin-Samsung-DeskTop-System:~/syspro/chapsé ./stack destroy

|[Before invoke £2()

£2 local: Oxbfb829f4, 0xbfb829£0

void f3() {
printf("Before invoke f2()\n");
f2();
printf("After invoke f2()\n");

m

In funcl

main() { /‘iil‘ﬂﬂ} 14 2F (core dumped)
f3 . chotimfaunonin-Samsung-DeskTap=System:~/syspro/chapsé r
»

_jﬁi |[choijm@sungmin-Samsung-DeskTop-System:~/syspro/chapd$ I -



Summary

s Understand the differences between process and program
s Discuss the differences among text, data, heap and stack

s Find out the details of stack structure
v Argument passing, Return address, Local variables
v Stack overflow

= Exercise 1 (old homework 4): Make a program of the stack example 2
and examine its results.
v Requirements
- shows student’s ID and date (using whoami and date)
- overcome the segmentation fault problem
- hand out the report that includes a snapshot and discussion

19 o



Appendix 1

s Snapshot for the Exercise 1

EP choijm@embedded: ~/Syspro/chaps_stack

printf{"Before invoke £2 ()™} :
T2 ()
printEf("After invokse E£Z2Z(}\n™) :

main{} {
£3 ()
¥

choijm@emnbedded: ~/Syspro/chapd stack®S
stack destroy.c: In Ffunction “L£2°":
chaijﬁﬁembedded:~fSyspIchhap&_stack$

Before imvoke T2 ()}

£2 local: ODxffddaecsz24, Oxffdd4e=20
Im fuanc2

Im funcl

Segmentation Ffauanlt (core dumped)
choijm@emnbedded: ~/Syspro/chapd stackS

choijm@enbedded: ~/Syspro/chapd stackS
s=tack destroy.c: ITn function “£2°":
chnij;ﬁembedded:~f5yspxnfchap&_stack$

Before imvoke T2 ()

FZ 1ocal: ODxFffo9cShab4d, ODxFfFffo9cSakd
Im Tunc2

Im funcl

hfter invoke T£2()

choi jm@embedded: ~/Syspro/chapd4 stackf whoami
choijm

choi jm@embedded: ~/Syspro/chapd stacksS
choijm@enbedded: ~/Syspro/chapd stackf$ date
20271 . 10. 0&. (== ) 16:51:1&6 HE5T
choijm@embedded: ~/Syspro/chapd stackS
choijm@embedded:~/Syspro/chapd stack$ .

choijmBembedded:~/Syspro/chap4 stackf goc —o stack destroy stack destrowv.c

choijm@embedded:~/Syspro/chap4 stack$ ./stack destroy

choi jm@embedded:~/Syspro/chapd4 stack$ wvi stack destroy.c

choijm@embedded:~/Syspro/chapd stack$ goc —o stack destroy stack destroy.c

choijm@enbedded: ~/Syspro/chapd stackf ./stack destroy

stack destroy.c:l6e: warning: assignment makes integer from poimter without a cast

stack destroy.c:lée: warning: assignment makes imteger from pointer withourt a cast

e —
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Appendix 2

s Assembly differences between gcc 9. and gcc 3.4.*
v Using WSL (Windows subsystem for Linux) in my computer

& cho urn@l_AP'CP LRSHOQBH: fusr/bin — (E=!
A= o 1/usr/b|n$ ls =1 Ausr/binsgcc*

Irwxrwxrwx 1 Mar 20 2020 —=>

| Fwsrwsxrws 1 22 Apr 39 139:38

| Fwsrwsxrws 1 8 Mar 20 2020

| P rwsrws 1 25 A 9 19:38

| Fwscrwscrws: 1 8 Mar 20 2020

| rwscrwecrws 1 25 Apr 9 19:38

| Fwscrwscrws: 12 Mar 20 2020
1 Aor 9 :

| Fwsrw=r

sudo apt—aet install gcc—3 .4

Feading package |ists. .. Done

Building dependency tree

Feading state information. .. Done

The following additional packages will be instal led:

cpep—3 .4 gocc—3 . d-base

Suggested packages:

gcc—3 , d—cloc

The fol lawing MEW packages will be installed:

cep—3 .4 gocc—3 .4 goc—3 . 4—base

0 upgraded, 3 newly installed., 0 to remove and 73 not upgraded.

‘MNeed to get 33895 kKB of archiwves.

After this operation, 89130 KB of additional disk space will be used.

Do wou want to continue? [¥esnl ¥

WARMIMNG: The fol lowing packages cannot be authenticated!
acc—3 . d-base cpp—3 .4 gcc—3 .4

Install these packages without werification? [w/MN] ¥

Get: 1 htte!/ snapshot.debian.orasarchivesdebians20070730TO00000Z |enny /main amdfd goc—3 . d—base amdB4d 3.4.6-5 [164 kE]
Get: 2 htte!/Ysnapshot . debian.orafarchives/debian20070730T000000Z |lennw/main amd5d cerp—3 .4 amdEd 3.4.6-5 [1815 kB]
Get:! 3 http! /Ssnapshot . .debian . orgsarchive/dsbian20070730TA0O0O00Z  |lennw/main amdfd goc—3 . 4 amdBd 3.4.6-5 [1416 kE]

Fetched 3395 kB in 7= (459 kBrs)

Selecting previocus |y unselected packagae acc—3.4-base.
(Feading database ... B4930 files and directories currently installed.)
FPreparing to unpack .. AYgcc—3 . d-base_3.4.6-5_amd54d . delx | ..
Unpacking acc—3.4d-base ©3.4.6-5)

Selecting previous |y Unselected packags coe—3.4.

Presaring to uneack . Acee—3.4 . 3.4.6-5_amcdE4d. deb

Unpack ing cee—3.4 (3.4.6-53 ..

Selecting previous v unselected package acc—3.4.

Frecarina to unepack ... Agcc—3.4_3.4.6-5_amdE4. debs

lnpack ing gocc—3 .4 (3.4 .6-5) ...

Setting up gcc—3.4-base (3.4.6-5)

Setting up cpe—3.4 (3. 4.B-5) ...

Setting up goc—3.4 (3.4.6-5) .

Frocessing triggers for man— db (2.9.1-12

choidn T Ausrsbindg

:/usr/b|n$

che i Jml e B Ils —1 Jusr/bin/gcc*
| rwsrwxrwsx 1 root root 5 Mar 20 2020 —=
—rwxr—xr—s 1 root root 32760 Jan 4 2007 3.4
| rwxrwxrwx 1 root rooct 22 Apr 13: 38
| rwsrwxrwx 1 root root 8 Mar 20 2020
I rw=rwxrw=< 1 root roct 25 Apr 89 19:38
| rwxrwxrwx 1 root root 5 Mar 20 2020
| rwscrwsrwsx 1 root root 25 Apr 9 19:308
| rwxrwxrwx 1 root rooct 12 Mar 20 2020
| rwsrwxrwx 1 root root 29 Apr 19: 38
4 2007

AT T
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Appendix 2

s Assembly differences between gcc 9. and gcc 3.4.*
v 1) Obfuscation, 2) Optimization, 3) CFl,

@ cholim@LAPTOP-LRSHOORH: ~/Syspro/LM4 - O
ctext
.glebl  main
tvpe main, @function
mai
LFBO:
.cf i _starteroc
endbra2
leal A(%esp), %ecx

.cf i _def cfa 1, O
and| 316, Resp

push|  —4(%=cx)

pushl  %ebp

cf i _escape Ox10,0x5,0x2,0x75,0
mov | %esp, kebp

pushl  Febx

pushl  ¥ecx

cf i _escape Oxf,0x3,0x75,0x78,0x6
cf i_escape Ox10,0=3,0x2,0x75, 0x7c

__x86 . get_pc_thunk .ax, condat

globl  __xB6.get_pc_thunk.ax
hidden 86 get_pc_thunk.ax
twpe 86 .get_pc_thunk.ax, @function

%86 .get_pc_thunk .ax:
LFBE1:

ef i_starterec

moy | (%esp), %eax
ret
ef i_endproc

.LFE1:

t  "GCC: (Ubuntu 9.3.0-10ubuntu2) 5.3.0¢

X

cal | %86, aet_pc_thunk.ax
add| $_ GLOBAL _OFFSET_TABLE_, #eaw
o | ABCOTOFF( Feax), Hecs
o | BAGOTOFF(Xeax), Fedx
add| Hedx, Recx
o | COGOT(%eax) , Hedx
o | Hecx, (Xedx)
o | cOG0T%eas) , Bedx
o | [Bed), Sedx
subl 8, %esp
pushl  Redx
leal LCORGOTORFC e, Fedx
pushl  Fedx
moy | Heax, kebx
cal | printf@PLT
add| $16, Zesp
moy | 10, %eax
leal —Bi%ebp), Fesp
pop | Kecx
cfi_restore 1
cfi_def cfa 1, 0
pop | b
.ef i _restore 3
pop | #ebo
.cfi_restore §
leal A ¥acx), ¥esp
cf i_def_cfa 4, 4
ret
.cfi_endproc
LFED:
.size  main, .~main
.section et w80 get_pc_thunk .ax, "axG", @proghits,

2

(o] choum@LADlCP LRSHOQBH: ~/Syspro/LN4 -

.|nc|ude
inta=
int b=
int o

int main

C~¢Bysprof LAY more test .o
<std\o h>

105
20;

0

globl a

a

globl b

LCO:

globl m

main:

“ident

.data

.aliagn 4

tvpe &, @object

size a4

Jdong 10

alian 4

dvpe b, Bebject

size b, 4

deong 20

section .rodata

string "C = Fcdn"

text

ain

type  main, @function

pushl  %ebo

mo | Besp, Xebp

subl 8, %esp

andl  $-16, %esp

mov | 50, %eax

add| B15, Keax

add| $15, eax

shrl 34, %eax

sal 54, %eax

subl Beax, Besp

o | b, ¥eax

add! 3, %eax

mov | Heax, o

mew | c, Xeax

mov | Yeax, 4(%esp)

movl  B.LCO, (Hesp)

call printf

|eave

ret

size  main, .-main

ccomm o, 4,4

.section .note GMU-stack,"" @progbits
(GMUY 3.4 .6 (Debian 3.4.6-5)"

e
THOCEH: ~#SysprofLNAS

O

Pt

CEH: ~/Syspro/LNAE mors test.c
#lnc\ude <std\o h>

int a = 10;
int b = 20;
intc:
}nt maini)
c=a+h
! printf"c = %din", <)
ichicii jmé {+~/Syspro/LN4S gcc-3.4 -5 test.c -
ras *mno ccumulate outgoing-args
F ~/ Syspro/LNAE
} Svspro/LNAE more test s
i) \e "test.c"
.alobl &
cdata
align 4
dvee &, @cbject
size  a, 4
a
Jong 10
.globl b
align 4
tvee b, @cblect
.size b, 4
bt
Jleong 20
.section rodata
Lo
string "C = Bcin"
Jtext
.globl main
tvee main, @function
main:
pushl  ¥ebp
mo | esp, %ebp
subl 18, %esp
and| 316, %esp
e | 30, %eax
add| $15, %eax
ackd| 315, %eax
shrl 34, %eax
zal | $4, %eax
sub| Heax, ¥esp
mov | b, %eax
add! a, %eax
moy | %eax, c©
subl 38, %esp
pushl ¢
pushl  §.LCO
cal | printf
add| $16, %ese
leawve
ret
.size  main, -main
ccomm .44
.section e GhU-stack,"" ,@proghits
ident "GCC (GNU) 3 1.6 (Debiar 3.4.6°5)"

{1 =/ Svspro/LHAE

® chC|Jm@LAFTOP LRSHOQBH: ~/Syspro/LN4 -

2 —mpush—a




Appendix 2

s Assembly differences between 32-bit and 64-bit CPU
v 1) Register (eax vs rax), 2) PIC, 3) Argument passing, 4)
v We will discuss further in LN6 and LN9

~/Syspro/LN4$
:~/Syspro/LN4$ more test.c

r?oihcmdé <stdio.h>
I

int a =10;
int b = 20;
int ¢

int main()

~/Syspro/LN4$ gcc -S -o test6b4.s test.c -m64
~/Syspro/LN4$

~/Syspro/LN4$ gce -S -0 test32.s test.c -m32
~/Syspro/LN4$

Hi~/Syspro/LN4$ gec -v

Using built—-in specs.
COLLECT_GCC=gcc
COLLECT_LTO_WRAPPER=/usr /| ib/gcc/x86_64-1 inux—gnu/9/ | to-wrapper
OFFLOAD_TARGET_NAMES=nvptx—none:hsa
OFFLOAD_TARGET_DEFAULT=1
Target: x86_64~1inux—-gnu
Configured with: ../src/configure —-v ——with-pkgversion="'Ubuntu 9.3.0-1
Oubuntu2' —-with-bugur |=file:///usr/share/doc/gcc-9/README.Bugs --enab
le—languages=c,ada,c++,00.brig,d, fortran,objc,obj-c++,gm2 ——prefix=/us
r —with—gcc—major—-version-only —program-suffix=—9 ——program-prefix=x
86_64-1 inux—gnu— ——enable-shared ——enable-|inker—build-id ——Iibexecdir
=/usr/lib —without-included-gettext ——enable-threads=posix ——Iibdir=/
usr/lib —enable-nls —enable-clocale=gnu —enable—|ibstdoxx-debug —e
nable-|ibstdexx—time=yes —with—default—-|ibstdcxx—abi=new ——enable-gnu
—unique-object ——disable-vtable-verify ——enable-plugin ——enable-defaul
t-pie —with-system-zlib —with-target-system-zl|ib=auto ——enable-objc-
gc=auto ——enable-multiarch ——disable-werror —with—-arch-32=i686 ——with
—abi=m64 —-with-multilib—1ist=m32,m64,mx32 -—enable-multilib —-with-tu
ne=gener ic ——enable-off|oad-targets=nvptx-none,hsa ——without-cuda-driv
er —enable-checking=release ——build=x86_64-1inux—-gnu —host=x86_64-I|
nux-gnu ——target=x86_64—|inux—gnu
Thread model: posix
gee ver3|on 9 3 O (Ubuntu 9.8.0-10ubuntu2)

_R5HOQBH: ~/Syspro/LN4$

G) choum@LAPTOP -LR5HOQBH: ~/Syspro/LN4 = O X

.LCO:

main:

.LFBO:

@choijm@LAPTOP—LRSHOQBH: ~/Syspro/LN4 -

.comm c¢,4,4
.section .rodata

.string "G = %din"
.text

.globl main

.type main, @function

.cfi_startproc

endbr 32

leal 4(%esp), %ecx

.cfi_def_cfa 1, O

and| $-16, %esp

pushl  -4(%ecx)

pushl %ebp

.cfi_escape 0x10,0x5,0x2,0x75,0
mov | %esp, %ebp

pushl %ebx

pushl %ecx

.cfi_escape Oxf,0x3,0x75,0x78,0x6
.cfi_escape 0x10,0x3,0x2,0x75,0x7¢c
call __X86.get_pc_thunk.ax

add| $_GLOBAL_OFFSET_TABLE_, %eax
mov | a@GOTOFF (%eax), %ecx

mov | b@GOTOFF (%eax), %edx

add| %edx, %ecx

mov | c@GOT (%eax), %edx
mov | %ecx, (%edx)

mov | c@GOT (%eax), %edx
mov | (%edx), %edx

subl $8, %esp

pushl  %edx

leal .LCO@GOTOFF (%eax) , %edx
pushl %edx

mov | %eax, %ebx

call printf@LT

add| $16., %esp

mov | $0, %eax

leal -8(%ebp), %esp
pop | %ecx

.cfi_restore 1

.cfi_def _cfa 1, 0

pop | %ebx

"test32.s" line 59

@‘\" mM@LAPTO
.data
.align 4
.type a, @object
.size a, 4
a:
.long 10
.globl b
.align 4
.type b, @bject
.size b, 4
b:
.long 20
.comm  ¢,4,4
.section .rodata
.LCO:
.string "C = ‘%din"
text
.globl main
| .type main, @function
main:
.LFBO:
movq %rsp, %rbp
.cf i_dej~ g r 6
mov| a(%rip),
mov | b(%rip),
add| T t—%ear
mov| %eax, c(%rip)
mov! o(%rip), %eax
%eax, %esi
LCON%r ip), %rdi
$0, ‘%bax
it f@PLT
Yozax
popg %rop
.cfi_def_cfa 7, 8
ret
.cfi_endoroc
.LFEO:
.size  main, .-main
"test64.s" |ine 47
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Appendix 3

s Another code for process structure

Listing &-1: locations of program variables in process memory segments

proc/mem_segments.c
#include <stdio.hs

; fiinclude <stdlib.h>
KEMWHMW HE'ITEIF!,' har globBuf[65536] /* Uninitialized dat nt =/
cC globBu 5536 1; * Uninitialized data segment *
{D:dﬂ': d&tﬁhﬂ&ﬂﬂtﬂﬂh} T imvisible to int primes[] = { 2, 3, 5, 7 }; /* Initialized data segment */
— U507 (00 et
Uﬂ[m square(int x) /* Allocated in frame for square() */
i £
tﬂﬂﬂma:ﬁﬂl]ﬂm F%EE]:I [Btﬁ[ﬂﬁ mmign int result; /* Allocated in frame for square() */
result = x * x;
* return result; /* Return value passed via register */
¥
i static woid
erm:fimm doCalc(int wal) /* Allocated in frame for doCalc() */
{
printf("The square of ¥d is ¥d\n", val, square(val});
if (wval « 1000} {
T int t; /* Allocated in frame for doCalc() =/
+—brk t = val * val * wval;
m"_[m printf(“The cube of &%d is %d\n™, wal, t);
1
(creatad by malloc) }
| i int
HE&M[ESBW' main{int argc, char *argv[]} /* Allocated in frame for main() */
(-data, bag] Lioaded from the {
] static imt key = 9973; /* Initialized data segment */
Hmmhlggm EmcutablEﬂ-IE static char mbuf[10240000]; /* Uninitialized data segment */
[ init. tert fﬂdit-ﬂ} char *p; /* &llocated in frame for main{) */
i 5 il §n
GrOB03600 (323 p = malloc(1024); /* Points to memory in heap segment */
Uxd0400000 {64)
il : doCalc(key);
exit{EXIT SULCCESS); .
(Source: CSAPP) } (Source: LPI)

proc/mem_segments.c ’
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