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Objectives

s Discuss Issues on ISA (Instruction Set Architecture)
v Opcode and operand addressing modes

= Apprehend how ISA affects system program
v Context switch, Memory alignment, Memory overflow

s Describe the history of IA (both IA-32 and Intel 64)

s Grasp the key technologies in recent |1A
v Pipeline and Moore’s law

s Refer to Chapter 3, 4 in the CSAPP and Intel SW Developer
Manual — :
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Issues on ISA (1/2)

s Consideration on ISA (Instruction Set Architecture)

asm_sum: addl  $1, %ecx
movl -4(%ebx, %ebp, 4), Y%eax
call funcl
leave

v opcode issues

= how many? (add vs. inc = RISC vs. CISC)

= multi functions? (SISD vs. SIMD vs. MIMD ...)
v operand issues

= fixed vs. variable operands

= fixed: how many? f bits n bits n bits n bits
. Consider with C = A + B; opcode | operand 1 | operand 2 | operand 3
» operand addressing modes f bits n bits n bits
v performance issues opcode | operand 1 | operand 2
* pipeline f bits n bits
n superscalar opcode | operand 1

= multicore IS SProc)



Issues on ISA (2/2)

s Features of |A (Intel Architecture)

v Basically CISC (Complex Instruction Set Computing)
Variable length instruction

Variable number of operands (0~3)

Diverse operand addressing modes

Stack based function call

Supporting SIMD (Single Instruction Multiple Data)

v Try to take advantage of RISC (Reduced Instruction Set Computing)

» Micro-operations (for instance, an instruction of “add %eax, a” is divided
into three u-ops, and each u-op is executed in a pipeline manner)

» | oad-store architecture

* Independent multi-units

= Qut-of-order execution

» Register based function call on x86-64 (Source: CSAPP Chapter 4)

u Reg ister renamin g More recent CISC machines also take advantage of high-performance pipeline structures. As we
will discuss in Section 5.7, they fetch the CISC instructions and dvnamically translate them into a
sequence of simpler, RISC-like operations. For example, an instruction that adds a register to memory
s iranslated into three operations: one to read the original memory value, one to perform the addition,
and a thied o write the sum to memory. Since the dynamic Lranslation can generally be performed well 1

4 in advance of the actual instruction execution, the processor can sustain a very high execution rale.



Operand addressing modes (1/5)

s Addressing modes
v Immediate addressing

v Register addressing
v Register Indirect addressing

v Direct (Absolute) addressing
v Indirect addressing

Base plus Offset addressing

Base plus Index addressing

Base plus Scaled Index addressing

Base plus Scaled Index plus Offset addressing
Stack addressing

AN N N A



Operand addressing modes (2/5)

s Subtle differences in operand

£ choijm@localhost:~fsyspro_examplesschapb A~ choljm@localhost~fsyspro_examples,/chapb

i+ =2l OlA - =8 Z= I8 [cholindlocalhost chapBl$ vi asm_sun_standalone.s a

AL IR Sl I Sudhe, Eily =/ [choiindlocalhost chaph]$

[choiin@localhost chapBl$ 1s asm_sun_standalone, s
at asn_sun_standalone.s
10 [choijn@localhost chapBl$
arg: . , ) [choiinfilocalhost chanf]$ acc asm_sum_standalone.s
1 Sum from 1 to %d is Xdwn [choinilocalhost chapl$
[choijn@localhost chapBl$ . /a.out
aEE] RN oun from 1 to 10 is 55

main: [choijn@localhost chapBl$
pushi| gebp [choiin®localhost chapfl$
moy | resp, xebp
pushl a
call ASm_sum
addl $4, %esp
pu=hil %
pLshl
pushl
call
addl
I e hen we use 12, instead of $12? }
re

el asm_=0m

ASm_SLim -
push| %ebp Whenwe add $ in front of a?

Moy | kesp, Rebp

=ub | $4, Zesp

moy | Bixebp), %ecx # count ARNge =21
may | $0, —-4(xebp)

0 ] -
i L When we use (%eax), instead of Yoeax? ]
addl wecw, —-4(%ebp)
decl HBECH
imp A

[
moy | —4(%¥ebp), %eax # return value
| BavE
M=t

B - oon sum_standalone.s” 46 = ——100%—— 46,5 2= = >




Operand addressing modes (3/5)
s Operand Addressing in |A

v immediate operand addl $0x12, %eax

v register operand addl %esp, %ebp

v Memory operand

» direct addressing addli 0X8049384, %eax

= register indirect addressing | addl (%ebp), %eax

= Base plus offset addressing | 5qdi 4(%ebp), %eax

» Base plus Scaled index plus offset addressing

addl 4(%et%p,Qeax, 4), %ebx

displacement(base, index, scale)

7



Operand addressing modes (4/5)

s Example

=@ & |

/* Based-index addressing example by choijm, Nov. 5th */ »

v Base plus Scaled index plus offset

I 40
T

Base Index  Scale Factor Displacement

30, bD
£8, %esp
80, %ecx

80, %eax
Sarray, %ebx

movl
; movl
movl
cmpl 849, %Fecx
addl af%eix, tecx,4), Feax
1= £1, fecx
i 0B

[ if 4(%ebx, %ecx, 4) ?

"addressing.s" 40L, 527C -




Operand addressing modes (5/5)

= Summary
Type Form Operand value Name
Immediate  $lmm Imm Immediate
Register E; RE;] Register
Memory {mm M{dmm] Absolute
Memory (Eq) MIR[E.]] Indirect
Memory Imm(E, ) M[mm + R[E, | Base + displacement
Memory (E;.E) MIR[E:] + R[E]] Indexed
Memory fmm (Ey E; ) M[imm + R[Ey| + R[E]] Indexed
Memory (.E.5) MIR[E;] - 5] Scaled indexed
Memory fmm( E;.5) M[dmm + R[E;]- 5] Scaled indexed
Memory (E;.E;.5) MIR[E, ] + R[E;] - 5] Scaled indexed

Memory Imm(Ey E;,5)  M[lmwn + R[Ep] + R[E;]-5]  Scaled indexed

Houre 2.4 Operand forms. Operands can denote immediate (constant) values, register
values, or values from memory. The scaling factor » must be either 1, 2, 4, or 8.

(Source: CSAPP Chapter 3)
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Impact of ISA on system program: Multitasking (1/5)

= Time sharing system
v Tasks run interchangeable
v Need to remember where to start = Context
» Context: registers, address space, opened files, IPCs, ...
v Context switch

» When: timeout(time quantum expired), sleep, blocking I/0O, ...

* How
Context save: CPU registers = task structure (memory)
Context restore: task structure (memory) = CPU registers

Figure 8.14

|
: |

A - - Anatomy of a process Tina Process A | Procass B
context switch, ‘ i

. ; |

[

|

; : i User coda
Iead —p
Contart
. W = m RN
* Usar coda

|
o |
ade /:/ } Contar
> fiifi s | Kemal code | swich

|
- fom read ‘ | User cod
time |

S
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Impact of ISA on system program: Multitasking (2/5)

s Virtual CPU: running A

stack :
P'::Em
- o
ESP
data EAX 2
movl $2, %eax
pushl %eax
(0] (0)
text addl %eax, %ebx registers
Address space
for Task A
% Time quantum is expired, system program (scheduler) selects a Task B to run next.

11 o



Impact of ISA on system program: Multitasking (3/5)

s Virtual CPU: switch to B

stack
stack oy
Pentium
>
heap 1 EIP heap
. ESP data
ata | EAX
movl $2, %eax . movl $10, %eax
pUShl %eax . call func1 text
) 0 . -
fext add| %eax, %ebx registers
Address space Address space
for Task A for Task B

% Time quantum is expired, system program (scheduler) selects a Task B to run next.

% Time quantum is expired, again. Task A is scheduled. Then where to start?
= Context Switch = save/restore context (architectural state or thread)

12



Impact of ISA on system program: Multitasking (4/5)

s Virtual CPU: how to switch back to A

stack
stack
e
EIP
ESP hea
heap = p
. data
data
movl $2, %eax registers movl $10, %eax
pushl %eax call func1 text
addl %eax, %ebx
text EIP EIP
ESP ESP
Address space™_ | gax EAX Address space
for Task A - : /[m‘Task B
< |A’s Hyper Threading
virtual CPU in virtual CPU insupports context switch at
task structure A task structureB, rdware level
—— - (thread) (thread) _

13



Impact of ISA on system program: Multitasking (5/5)

= Time sharing system
v Tasks run interchangeable
v Need to remember where to start = Context
» Context: registers, address space, opened files, IPCs, ...
v Context switch

= When: timeout(time quantum expired), sleep, blocking I/O, ...

* How
Context save: CPU registers =» task structure (memory)
Context restore: task structure (memory) = CPU registers

-l E
B - -t::::;-- ...... | - ~~~~~~~
time:.._

.............................

_Context restore = Context save Context restore Context save S
14 N




Impact of ISA on system program: Memory Usage (1/6)

s Little Endian vs. Big Endian

Bl ol imimermbedoe d—Jpubdic

| bﬂ#‘?éé‘( =¥ HECEY ==l f R
I#Hinclude <stdio. h>

1INt
|

m=infwolid?l

Dx123456758
char +#p =

inmnt =&

igned char
alflo] D WA
al3] e

# cholim@{oc 1|h|l it

[chd| il ocalhost choijm]$

[choijndlocalhost choijm]$

[choijnflocalhost choijn]$

[choijndlocalhost choiin]d unane -a

Linug localhost, localdonain 2.4.20-8 #1 Thu Mar 13 17:54:28 EST 2003 i6BE iGBE |
366 GNU/Linux

[choimilocalhost choijm]d

[cholimélocalhost cholinl$ 1s -1 byte_order.c

“Fy=-ru-r-- 1 choijn  choijn 175 112 19 20018 byte_order.c
[choiindlocalhost choijm]d
[choiindlocalhost choiin]d
[choiimflocalhost choiin]$ gcc byte_order.c
[choijnflocalhost choijn]$
[choiin®localhost choijm]$
[chlemdldcalhost chotinl$ . fa.out

p_all] =7

p_ald] =1

[chd|Jm@|dca|host choiinl§
[choijndlocalhost choijn]$
[choljmdlocalhost choljm]3
[choiimdlocalhost choiim]d
[choijndlocalhost choijm]$
[choijmflocalhost choijmn]§
[cholin@localhost choijm]$ B

= F 2D

= I:!ll E‘lliT.'-‘-

¢ choijm@embedded:~

« 5 more byte_order ¢
#|nc|ude <stdio. h>

int nain()

int a = Ox12345673;
unsigned char =p_a:

poa = (unsigned char +)&a

— printf("p_al0] = %n", p_al0l);
-} printf("p_ald] = %", p_aldl)s
| i
8un08 embedded 5 lg Gener|c 127127-11 sundu sparc SUNW, Sun-Fire-880 Solaris
' - % ace byte_order.c
' ; dded ~ § o e out
poall] =12
n_al3d] =78
= ~ 4§
B Sy |




Impact of ISA on system program: Memory Usage (2/6)

= Little Endian vs. Big Endian

Continuing our earlier example, suppose the variable x of type int and at
address Ox100 has a hexadecimal value of 0x012346687. The ordering of the byies
wilhin the address range Ox100 through 0x103 depends on the tvpe of machine:

Big endian
G100 0101 Ox102 Ox103
(i 23 a5 La T
Littie endian
D100 Oc101 Dl Ox 103
BT A5 23 8 B
(Source: CSAPP)
memory
data address
most significant OxEEEEEEEE
byte: Oxaa least significant
\ byte: Oxdd
least significant aa 0%00001237 . x‘
byte: Oxdd gcn most significant g
dd 0200001234 byte Dxaa
_-—-—"""'—i __._)_)_,_)—Z
word at address word at address
0x00001234 contains 0x00001234 contains
Oxaabbccdd 0200000000 Oxaabbccdd

16

memory
data address
OxFfffFFff+
dd Ox000012327
cC
bb
aa Ox000012324
000000000

d



Impact of ISA on system program: Memory Usage (3/6)

s Where can we see the little endian?

v readelf command

@ choijm@LAPTOP-LRSHOQBH: ~/Syspro/LN4

Syspro/LN4S
Hi~/Syspro/LN4$ more test.c

0 T\

#|hc|Jde <std|o h

int a=10;
int b =20;
int ¢

Syspro/LN4$

Syspro/LN4$ gee ¢ test.c

SYSDFO/LN

Syspro/LN4$ size test.o
dec hex filename
156 8 0 164 ad test.o

of jm ) H:~/Syspro/LN4$

[Syspro/LN4$ gec test.c

/Syspro/LNd$

cho i | nOLAPTOP-LR5HOOBH: ~/Syspro/LN4$ size a.out
text data  bes  dec  hex filename
1595 608 g 2211 8a3 2.out

choj jm /Syspro/LN4S

/Syspro/LN4$ objdump -h a.out

és

a.out: file format elf64-x86-64

Sections:
[dx Name Size VHA LNA File off Algn
0 .interp 0000001c  0000000000000318 0000000000000318 00000318  2+x0
CONTENTS, ALLOG, LOAD, READONLY, DATA
1 .note.gnu.property 00000020 0000000000000338 0000000000000338 00000338 23
CONTENTS, ALLOC, LOAD, READONLY, DATA
2 .note.gnu.bul ld-id 00000024 0000000000000358 0000000000000358 00000358 22
CONTENTS, ALLOC, LOAD, READONLY, DATA
3 .note.ABI-tag 00000020 000000000000037¢ 000000000000037¢ 0000037c 2**2
CONTENTS, ALLOC, LOAD, READONLY, DATA
4 .gnu.hash 00000024 00000000000003a0 00000000000003e0 00000380 _2++3

e UG RS T oA i IR IR P & o e

@ chogm@ LAPTOP-LR5HOQBH: ~/Syspro/LN4

;ELF Heéaértv

Magic: 7f 45 4c 46 02 01 01 Q0 00 00 00 00 00 00 00 00

Class:
Data:
Version:

ELFB4
2's complement, little endian

1 (r\nrrc\ni‘

0S/ABI :

AB| Version:

Type:

Machine:

Version:

Entry point address:
Start of program headers:
Start of section headers:

UNIX — System V

0

DYN (Shared object file)
Advanced Micro Devices X86-64
0x1

0x 1080

64 (bytes into file)

14784 (bytes into file)

Flags: 0x0

Size of this header: 64 (bytes)

Size of program headers: 56 (bytes)

Number of program headers: 13

Size of section headers: 64 (bytes)

Number of section headers: 31

Section header string table index: 30

Section Headers:

[Nr] Name Type Address Of fset
Size EntSize Flags Link Info Align

[ 0] NULL 0000000000000000 00000000
0000000000000000  0000000000000000 0 0 0

[ 1] .interp PROGBITS 0000000000000318 00000318
000000000000001c  0000000000000000 A 0 0 1l

[ 2] .note.gnu.propert NOTE 0000000000000338 00000338
0000000000000020 0000000000000000 A 0 0 8

[ 3] .note.gnu.build-i NOTE 0000000000000358 00000358
0000000000000024 0000000000000000 A 0 0 4

[ 4] .note.ABl-tag NOTE 000000000000037¢c  0000037¢c
0000000000000020 0000000000000000 A 0 0 4

[ 6] .gnu.hash GNU_HASH 00000000000003a0 000003a0
0000000000000024 0000000000000000 6 0 8

[ 8] .dynsym DYNSYM 00000000000003c8 000003c8
00000000000000a8 0000000000000018 A 7 1 8
[ 7] .dynstr STRTAB 0000000000000470 00000470

S mATE—T

17



Impact of ISA on system program: Memory Usage (4/6)

= Memory Alignment in data structure
v To reduce memory fetch numbers (and atomicity)

v To consider cache line boundary (and false sharing)
sesElOp=System. —/syspro/fchap? Eﬂlﬁ‘

I S Byte alignment test b choijm #)/ .
Z Fimocliuade <stdio.bB>

: S #define TEST PACKED

#ifdef TEST PACEED
cwvpedef acmuct |
int a
donbhie a3
char ch;
donbhise dzX:
_ attribute (ipacked) ) Test:
Feli=se \\
cypedef acruoctc |
int azs
doaixle ol s
RN Tl = Depend on compiler and CPU
e ) @ “ attribute__ ((packed))”

TestTt TCesto!

printcf ("Size of Test i=s ZTdw\wn™,

T gl aligonment . c +F e 3
"byte alignment.c™ 2Z27LL., 3ITTE . -




Impact of ISA on system program: Memory Usage (5/6)

= Memory Alignment in stack
v Caller: need 16 bytes (for 2 local variables + 2 arguments in Fig. 3.24)
» note that sum and diff are not allocated in stack in this example

v But, allocate 24 bytes for alignment in a frame (subl $24, %esp)
» 4B for saved ebp, allocated 24B, 4B for return addr. = 16B alignment

call swap_=zdd

aller:

int swap_add(int *xp, int *yp) g puz;}. Yabp .

{ . movl 4esD, hebp Jer Eebp as *’ DOINTE]
ot x = *xp; [ i subl 24, Yesp dllocare 24 .'];."f-.-' OF SLOCK
ot ¥ = *¥p, : movl  $534, -2({%sbp) Ser arg to AN

i movl $1057, —B(Yebp) ‘Set arg? to 1057
7 l:{p = :,r.' ] leal -8 |:.||'|Ebt:l‘.|. ?I.Ela..'{ i
r £yp = X; g movl feax, 4(%eap) SLore 0B STack
:: return T + ¥ : leal -4(%ebp), %eax o
g 3 movl Weax, (Yesp)

1 movl -4({Hebpl. ¥edx
int caller() 13 subl  -8(%ebp). %edx
{ 14 imull  Yedx, Yeax
13 int argl = 534; 15 leave
1

rat

int arg? = 1067;

mmmmmmmmm n body of
i > to _add rap_add
int sum = swap_add(kargl, karg?); Frame painter e . " i i
1 - Kebp (1] Sawed Lebp Sawed Yebp
int diff = argl - argl; 13 — el
-8 arg? argd
. | Etack frame |
return sum * diff; i for caller e
I 2 +4 Earg? +12 Eargd
= e Hesp —[: L1} Eargl +8 kargpl
Fime 1 23 ] J
iqure 123 Example of procedure definition and call. Stack pointer | e
n Frame pointer %abp o Sawed Jebp Stack frame
(Sou rce [ ] CSAPP) Stack poinier $esp Sawed %ebx for gawep_add
I
Figure 3. .24 Stack frames for caller and swap_add. Procedure swap_add refrieves
1 9 its arguments from the stack frame for caller.



Impact of ISA on system program: Memory Usage (6/6)

= Revisit the stack in LNG
v |A recommends 16 bytes alignment: andl $-16, %esp

___*' choijrm@|ocalhosti~/syspro_examples/chaph
: choijrm®@localh || sti~/syspro_examples/chapb AT L.III'I C ]' : ;I
#include <stdio. h> by e funcl, ®function
. . funct :
int a, h pushl #ebp
oy | % . Rmeb
//T;; funcl{int x, int y;\\\\ ESEI $S?D%ESE ]
1 . . moy | 777, —4(%ebp)
int a, b: may | 12(%ebp), %eax
) . add| Bixebp), xeax
fin (il . may | weax, -8(xebp)
b= w + wi moy | -8(%ebp), %Yeax
— . | eave
CLIFT b » r E't
I 2| 78 funcl, .-funci

main) \D TS /( 21
i VS . s complement
R gEa: L » 4 4 Hd~n L

obl main

main, Bfunction

funcl1i111, EEEj:/// ' v
= 999: /wu | pushl  %ebp
. s i , mo | ¥esp, ¥%eb
printfi{"g = #d~n", gl zub | $8  %ac
and| 5-16Ae=n

.

2
7 g
E \_ subl Xeax, Xesp )
" - ] $998 & ~
o ;i = 5 pushl Fez2
func_exam.c" 24 = % BusHi S0
el | funcl
add| 18, %esp
oy | %eax, d

! (et o o J
[ subl 89, #esp
"func_exan.s" [HIEFH0 & —-74%-- 32, 0=1 8% =




Impact of ISA on system program: Memory overflow (1/2)

s Memory overflow

v Due to no boundary check: buffer overflow, stack overflow

v How to thwart buffer overflow on stack (or Heap)

= Stack randomization

One step further: ASLR (Address Space Layout Randomization) =»
even code, data and heap (see Appendix)

» Stack protector (a.k.a. stack guard): e.g. Canary

SAfpLe 10plamentatlon [ 1 f= aal INPpOT. Linse and write it back =
) char sgets(char +s) void echo() acho:
{ { ; pushl  Help Save Jebp on stack
char tmfiBl; /* Way too smalll = - I
int c; ' gets(buf); morl - lesp, hetp
char +dest = s} 43 puts {buf); - pushl  Hebx
int gotchar = (; /s Has at least ona character besn read? ¢ b 3 : subl  $20, fesp Hlocate 20 bytes oo stack
vhile ((c = ggt[.‘_‘tu(]) I= "\n' §k ¢ |= EOF) { b leal -izmﬂbpjj Yebr  Compute buf as Yebp-12
; ¥lest++ = ¢ f+ lio bounds checking| o Fiqure 3.31 - ] movl  Yebx, (?lasp)
§ gotchar = 1, Stack organization for ; call gats
- } acho function. Character ST a ant Yebx: ()
: 3 array buf is just below part tox gl ! P
' sdogt++ = '\0'; /+ Terminate string + of the saved state. An out- Retum address ' call  puts Call puts
2 if (c==EDF & |gotchar) O bimad il e il oty Saved flebp _|+—‘iebp | addl  $20, Yesp Deallocate stack spice
) A T LT Iymm—" corrupt the program state. Saved Yebx i g
- . A Stack frame | |[7]|[81|[5]|[4] FP 5
14 return s, for echa | [[(31[[21[[11][0] | but ; popl  lebp
s rat
I T R

21



Impact of ISA on system program: Memory overflow (2/2)

s Stack protector

v Typical example: canary
v Included as default in modern gcc

Figure 3.33

Stack organization for
acho function with stack
protector enabled. A
special “canary” value is
pasitioned between array

buf and the saved state,
The code checks the canary

value to determine whether
or not the stack state has
been cormupted.

Stack frame
for caller

Stack frama
for echo

Ratum addrass

Saved Yebp

Saved ebx

Canary

£ |[71{16|[]|[4]

[3]] (21| [1])[¢]

+— Jiebp

buf

22

acho!
pushl  Yebp
movl %esp, Webp
pushl  Yebx

£
%gs:20, Yeax - anar
movl Yeax, -B8(¥ebp)
xorl Year, Yeax Tero out register
laal -16(¥ebp), Yebx Compute buf as Yebp-18
[ movl Yebx, (Yesp) Store buf =t top of stack
i call gets 211 geta
I movl Yebx, (Fesp) Store buf st top of stack
call puLs =Tl
movl —B{¥ebp), ¥eax i
xorl %Eg=:20, Yeax 3 red valo
je .Li9 =, got
call - ®stack chk fail I
LLITS ok
19 addl $20, Wesp Normel return
2 popl Nebx
popl  Jebp
et



Intel CPU History (1/9)

8080 (1974)
v 8bit register, 8bit bus, 64KB memory support

8086 (1978)

v 16bit register, 16bit data bus, 20bit address bus (8088: 8bit data bus for
backward compatibility, others are same as 8086), 15t generation of x86 ISA

v Segmentation (real addressing mode, 1MB memory support)
80286 (1982)
v 16bit, 24bit address bus
v Segmentation (use segment descriptors, 16MB memory support)
v 4 privilege level
80386 (1985)
v 32bit register and bus (80386 SX: 16bit bus for backward compatibility)
v First 32bit addressing (4GB memory support)
v Paging with a fixed 4-KBytes page size

23



Intel CPU History (2/9)

= 80486 (1989)

v Pipelining support (3 stages of execution, introduce u-op)

v Use L1 cache (keep recently used instruction, 8KB)

v An integrated x87 FPU (no FPU in 486SX)

v power saving support, system management mode for notebook (486SL)

= Pentium (1993, 51" generation)

v 5-stage pipeline, Superscalar support (two pipelines (u and v), which allows
to execute at most two u-ops at a cycle in parallel)

v L1 cache is divided into D-Cache, |-Cache, Use L2 cache, write back
protocol (MESI protocol)

v Introduce Branch Prediction

v APIC for multiple processor
% Why not the 805867?
v Pentium with MMX Technology
= Equip Multimedia Accelerator.

= SIMD(Single Instruction Multiple Data): High performance for Matrix processing
(one of the big changes in x86 ISA, CISC flavor)
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Intel CPU History (3/9)

s P6 family (1995~1999, 6™ generation )

v P6 Microarchitecture: Dynamic execution
= Qut-of-order execution

= Branch prediction
= Speculative execution: decouple execution and commitment

» Data flow analysis: detect independent instructions on real time
= Register renaming
v Pentium Pro

» Three instructions per clock cycle (3-way superscalar), 256KB L2 cache

= Even though its name is similar to Pentium, its internal is quite novel (eg. employ
diverse RICS features such as first out-of-order execution)

v Pentium Il

= MMX enhancement, 16KB L1 cache, 1MB L2 cache

= Multiple low power state (Autohalt, Stop-grant, sleep, deep sleep)

= Pentium Il Xeon: Premium Pentium Il (for server, large cache and scalability)

= Pentium Il Cerelon: For lower system cost (for cost-optimization, no L2 or small)
v Pentium Il

» SSE (Streaming SIMD Extension): 128bit register(XMM), FPU support ,
Multimedia specialized instruction (around 70), Coopermine, Tualatin, ...

= Pentium Il Xeon: Premium Pentium |l IS SErRoc)

L
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Intel CPU History (4/9)

s Pentium 4 Processor Family (2000~2006, also release ltanium)
v NetBurst microarchitecture
» Deep pipelining (Hyper Pipelining: 20~31 stages u-op, expected up to 10GHz)
= Wider design: Rapid Execution (ALU 2X), System Bus (4X)

= Advanced Dynamic Execution
Deep, out-of-order execution engine, Enhanced branch prediction

= New cache system (Advanced Trace Cache for decoded instructions)
Hyper-Threading: support Multithread at the CPU level (AS)
Pentium 4 with SSE2, SSE3
Pentium D (Smithfield, beginning of the dual core era)
64-bit CPU (1A-64, x86-64) o
Virtualization technology . oo i

AN N NN

v Market Name

= Pentium4
Northwood, Prescott, Cedermill, Smithfield, Willamette, ...

= Pentium M: low power, high performance mobile CPU — —

= Intel Xeon Processor: Premium Pentium 4 Common el
64-bit Xeon MP: 3.3GHz, 16KB L1, TMB L2, BMB L3 manufacturer(s)

» |ntel Pentium Processor Extreme Edition (Gallatin)

. For High performance PC IS Seroc)

26
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Intel CPU History (5/9)

s Intel Core Processor Family (2006 ~)

v Intel Core microarchitecture
» NetBurst problem: high power consumption, pipeline inefficiency
» Reengineering based on P6 Microarchitecture (14 stage of pipeline)
» |ncreased L2 cache (6MB), 4 way superscalar, combine u-ops

= Native Dualcore: not just packaging two cores, but integrating as the design
stage (eg. Advanced Smart Cache (L2 sharing), Enhanced prefetcher)

v Marketing name: use Core, not Pentium

» Core Solo/Duo (32 bit)
Yonah (laptop), actually based on P6 microarchitecture

= Core 2 Solo/Duo/Quad (64 bit)

Merom, Penryn (laptop), Conroe, Kentsfield, Yorkfield (desktop), Woodcrest,
Clovertown(Server)

Develop rapidly to multiple cores

- =20 oo perommance
hotebooK
40%

B ESsKtop AO%6 i
80°/o
Sepver 3594, S e e
EXTENDING to ALL Segments
(source: http://motoc.tistory.com/)
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Intel CPU History (6/9)

Intel Core i3/i5/i7 Family (2009 ~)
v Nehalem microarchitecture (and it’s tick version \Westmere)

» Quickpath interconnect(for competing AMD’s hyper-transport, supporting
NUMA), IMC (Integrated Memory Controller), SMT, 45nm

= Turbo mode, 256KB L2 cache/core, 12MB L3 cache, Intel Core 15t generation
v Sandy Bridge, Haswell, Skylake, Sunny Cove, Raptor Cove u-architecture

» Successor of Nehalem, <= 32 nm, Tick-Tock strategy

= AVX (Advanced Vector extension, 256 bit SSE), Integrated GPU, DDR4, 10 nm
v Marketing name: Core i3, i5, i7 (From mid-range (i3) to high-end (i7))

= Lynnfield, Sandy bridge(Laptop), Gulftown, Sandy bridge-E(P) (Server),
Arrandale, Sandy bridge-M (Mobile)

Enterprise: 2009 Nehalem Based Wilmette——sNothwood —Prstott s ~Nehalen Releas:Canceld - e Mot
Four Socket System Architecture \- L (et
' | ‘, ‘ NetBur Prescot-2M=Cedar Wil
I 111
e el recer
et
':anbnmﬂ/ m m\!ﬂm{x E - (ore o .
S el | | % Coppermine =Tt =Baias —=Dothn =100 oo —olie | il Sy Bride hoel | | St
( m’\ ‘ /Fﬂr‘é k% oD Mt B B <o~ oS e St
3 M-—M g | B | 1w [ %m | flom | {5 | Im | Im | Wm | |
: i
Atom
Boxbora-EX Platform; I [ntel* QuickPath Interconnect iSIWEﬂMl'M-'UDCTOR
Four processors with Intel QuickPath Interconnects w iDiimUﬂdﬂme"PmeVlEW" cedanEWJ
PCI Express Gen 2, Integrated Memory Controller (intel ‘
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Intel CPU History (7/9)

= Intel tick-tock model
v Tick: innovations in manufacturing process technology
v Tock: innovations in processor microarchitecture

The Tick-Tock model through the years

____ efficiency, and
] form factor
Intel* microarchitecture Intel® microarchitecture Intel* microarchitecture advances
code name Nehalem code name code name Haswell
Sandy Bridge

(Source: http://www.intel.com/content/www/us/en/
silicon-innovations/intel-tick-tock-model-general.html)

Increased
performance, new
capabilities, energy

"Il-.%_'?—_-

T

mside Inside |nsicle

CORE'i2 CORE'i5 CORE'17

(Intel Logo for Sandy Bridge, Haswell, Sky lake, Sunny. Source: http:// namu.wh
—
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Intel CPU History (8/9)

Max Tech
Year ¢ Micro-architecture o| Pipeline stages | Clock 4|  process
[MHz] [nm]
1978 2085 (8085, 8088) 2 5 3000
1982 186 (80186, 30188) 2 25 3000
1982 2386 (80286) 3 23 1500
1985 3586 (30386) 3 32 1500
1989 486 (80438) 5 100 1000
1992 F3 (Pentium) 3 200 800, 600, 350
E E 14 (17 with load &
1995 PG {Pentium Pro, Pentium 1) \ 430 500, 350, 250
sfore/retire)
1997 PS (Pentium MM 6 233 350
: 12 (15 with load &
1994 FE (Pentium 11} . 1400 250, 180, 130
store/retire]
MetBurst (Pertium 4)
2000 g - ; 2000 180
(Willamette) 20 unified with branch
NetBurst (Pentium 4) prediction
2002 : 3466 130
{Northwood, Gallatin
Pentium M (Banias, Dothan) 10 (12 with fetch/
2002 | ; 2333 120, 90, 65
Enhanced Pentium M (Yonah) refire)
MNetBurst (Pentium 4) 31 unified with branch
2004 L 3800 90
{Prescott) prediction
2008 Intel Core 12 (14 with 3000 65
2007 Penryn (die shrink) fetchyretire) 3333
20 unified (14 without
Mehalem 2 b 3600
miss prediction) 45
2008 : —
16 (20 with prediction
Bonneil . 2100
MisS)
. . 20 unified (14 without
2010 Westmere (die shrink) L S 3730
miss prediction)
. X 16 (20 with prediction 32
Saltwell (de shrink) i ? 2130
2011 miss)
Sandy Bridge 14 (16 with 4000 8

s Summary of Intel CPU microarchitecture

(source: en.wikipedia.org/wiki/
List_of_Intel_CPU_microarchitectures)
2012 | lvy Bridge (die shrink) fetch/retire) 4100
: 14-17 {16-19 with
Silvermont : 2670 22 . nm
2013 fetch/retira)
Haswell 14 (16 with 4400
2014 | Broadwell (die shrink) fetch/retire) 3700
14-17 {16-19 with
Atrmant (die shrink) { ] = 2640
fetch/retire)
2015 o i
14 (16 wit
Skylake b 5200
fetch/retira) 14 nm
20 unified with branch
2016 | Goldmont o 2600
prediction
20 unified with branch
2017 | Goldmont Plus it 2800
prediction (7)
14 (16 with
2018 | Palm Cove . 3200
fetch/retirs)
2019 | Sunny Cove 14-20 {misprediction) | 4100 10 nm
Tremant 20 unified 3300
2020
Willow Cove 14 unified 5300
Cypress Cove 14 unified 5300 14 nm
Golden Cove 12 unified 5500
2021
20 unified with
Gracemont : i 4300 Intel 7
misprediction penaliy
2022 | Raptor Cove 12 unified 6000
Raedwood Cove
= 2023 Intel 4
Crastrmant




Intel CPU History (9/9)

= Summary of Intel CPU microarchitecture

v
v

v
v
v

From https://en.wikipedia.org/wiki/List of Intel CPU microarchitectures

Pre-P5: 1) 8086: first x86 processor, 2) 286: protected mode, 3) 386: 32-
bit CPU, paging, 4) 486: FPU, pipeline, L1 cache

P5: Advanced pipeline, Superscalar, MMX
P6 (Pentium Pro, Il, lll): O3, SSE (Quite novel)
Netburst (Pentium 4, Xeon): Deep pipeline

Core (Core, Xeon): Mar. 2006, reengineered P6-based
microarchitecture, 65nm, Multicore, (Tock = Penryn: 45nm)

Nehalem (i3, i5, i7): 2008, 45nm, Integrated Memory Controller, QPI,
(Tick =» Westmere: 32nm)

Sandy Bridge: 2011, 32nm, AVX, HW-support for video encoding and
decoding, Encryption instruction set.(Tick =» vy Bridge: 22nm)

Haswell: 2013, 22nm, Integrated GPU, advanced power-saving (Tick =
Broadwell: 14nm)

Skylake: 2015, 14nm, DDR4 (64GB), PCl-e 3.0 (20 lane)
(Optimization=> kaby lake, Tick = Cannon lake, 2018)

Sunny Cove (Ice lake): 2019, 10nm (Optimization =» Raptor Cove
%2022), Redwood Cove (2023), HW-accelerator for security and Al
eatures

= Rival: AMD 5x862, ARM SAtom), Nvidia (Haswell), Samsung (ISunmmy
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Technologies of Intel CPU (1/12)

s What processor do?

Instruction type Dynamic usage
Data movement 43%
Control flow 23%
Arithmetic operations 15%
Comparisons 13%
Logic operations 5%
Other 1%

v Data movement needs to be optimized
=» CPU cache, write buffer

v Some components are idle while executing instruction
=> Pipelining
=>» Superscalar
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Technologies of Intel CPU (2/12)

s Pipeline

v Execution of an instruction is divided into multiple stages

v Overlapping execution of multiple instructions

time

instruction 1

instruction 2

instruction 3

instruction 4

>
Ifet | Dec | Dfet | Exe | Res
Ifet | Dec | Dfet | Exe | Res
Ifet | Dec | Dfet | Exe | Res
Abbreviation
oIfet: Instruction fetch Ifet Dec | Dfet | Exe Res
*Dec: Decode
Dfet: Data fetch Ifet | Dec | Dfet | Exe | Res
*Exe: Execution
*Res: Results write Ifet | Dec | Dfet | Exe | Res
=> latency vs. throughput
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Technologies of Intel CPU (3/12)

s For the efficiency of Pipelining (no free lunch)

v All instructions should have similar execution time (simple format)
» RISC (addl a, b vs. movl a, %eax; addl b, %eax; movl %eax, b)
v CPU components are independent each other = I/D cache
v No resource conflict (sharing at the same time) = dual component
v Overcome pipeline hazard (data, control)

Ifet | Dec | Dfet | Exe Res<>
Ifet | Dec Dfet | Exe | Res

Ifet | Dec | Dfet | Exe ~Res
Ifet | Dec | Dfet | Exe | Res
Ifet | Dec-Dfet | Exe | Res
Ifé't Dec | Dfet | Exe | Res
[ Ifet | Dec | Dfet | Exe | Res
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Technologies of Intel CPU (4/12)

s Techniques for overcome pipeline hazard
v Compiler optimization
» |nstruction reordering
= Loop unrolling
v Branch prediction
= Static prediction
= Dynamic prediction
v Qut of order execution
» Dynamic reordering with data flow analysis
v Speculative execution and retirement

v Register renaming
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Technologies of Intel CPU (5/12)

s P6 microarchitecture revisit

v Dynamic execution
= Qut-of-order execution

» Branch prediction

= Speculative execution: decouple execution and commitment
(retirement unit)

» Data flow analysis: detect independent instructions on real time
= Register renaming

v Pipelined (12 stage) architecture, 3-way superscalar

v L1 cache and L2 cache

( Sy=stem Bus )
L e Freauenty use -
Bus Unit | ------- Less freguently used
2nd Level Cache ist Level Cache
On-die . B-way d-way. low latency
________ ==~
T
:  Front End I
—
uuuuuuuuu
Instruction | | |  Execution
Fetch/
D:cgde > Cache > Out-of-Order —x Retirerment
Microcode Core
ROM
-~ P—
..........
: = l’ Branch History Update
=--| BTSs/Branch Prediction I\
one18s20
Figure 2-1. The P6 Processor Microarc hitecture with Advance d Transfer Cache
Enhancement _
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Technologies of Intel CPU (6/12)

s Moore’s law

Moore’s Law — The number of transistors on integrated circuit chips (1971-2018)
Moore's law describes the empirical regularity that the number of trensistors on integrated cirenits doubles approximately every two years.
This advancement is important as other aspects of technological progress — such as processing speed or the price of electronic produacts — are
linked to Moore's law.
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Technologies of Intel CPU (7/12)

= Irend
Increasing available transistors: multi components, multi channels

v

v

v

v

Superscalar

Multimedia support: SIMD

» MMX technology

= SSE

= SSE2/3, AVX
Hyper threading
64-bit Supporting

» |AB4 (EPIC)

» |ntel 64
Multicore
Virtualization

128 Entry 32 KB Instruction Cache
ITLE Ewa) Shared Bus
Interface
32 Byte Pre-Decode, i
Fetch Buffer
Inslructiop ‘% 6 Instructions
Fetch Unit 18 Entry
i _Instruction Queue
Micro- | |Complex Si'nple ‘
code Decoder Decoder | |Decoder
1—¢4pﬂ95 'ilunp #kynp %l}mp
7+ Entry uop Buffer Shared
4 pops » L2 Cache
Register Alias Table LA L
and Allocator
‘f 4 pops 8 ops
96 Entry Reorder Buffer (ROB) f_gsoﬁl‘l_"g
# 4 pops b
- 32 Entry Reservation Station
Port 0 Port 1 Port 5| Port 3l Port .ll Port Zl
SSE ' sge 1 1
ALU SSE | | st st Load
AL | [Eantial | ALU. ||[ SuISe] | pranen | | aLu Adres] || maal| | At
m‘; Bit l ‘ l
FMUL 128 Bit Memory Ordering Buffer
FDIV Sl (MOB)
‘} '—‘_ 3 Store Load
Internal Results Bus ) 128 Bit 4,256
+- 128 Bit 3 Bit
32 KB Dual Ported Data Cache| 16 Entry | |
(8 way) DTLB

Intel Core 2 Architecture

(From http://en.wikipedia.org/wiki/File:Intel_Core2 arch.svg)
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Technologies of Intel CPU (8/12)

s SIMD instructions

v A group of instructions can be performed in parallel
v Using MMX (64), XMM(128), YMM(256) registers

‘/ M M X SIMD Extension Register Layout Data Type

MM Registers

. MMX Technology - SS563 [III]I[I] 8 Packed Byte Integers
. I n teg e r I:I:I:I:I 4 Packed Word Integers

v SSE (Pentium 3) 11 QU::MDU eword Integers
= Streaming SIMD Extension
" Single preCiSion floating pOint KMMREGEIET:I:I:' 4 Packed Single-Precislon

Floating-Polnt Values

. 2 Packed Double-Predision
v SSE2 (Pentium 4) e ol

. - . . D:l:l:l:l:l:l] 8 Packed Word Integers
Double p.reC|S|on floating point [T fomssombe
v SSE3 (Pentium 4) e
|:| Double Quadword
" HT Support A YMM Reglsters
= 13 new SIMD instructions ————
v AVX (Sandy Bridge)

I
m Advanced VeCtOF ExtenSIOn Figure 2-4. SIMD Extensions, Register Layouts, and Data Types

B Packed 5P FP Values

| 4 Packed DP FP Values
| 21280Data

|
= From Sandy Bridge, 256 bit (YMM) s SProc)
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Technologies of Intel CPU (9/12)

s Hyper threading Technology

v Support multi-threading at CPU level
v 2 or more separated code streams using shared execution

resources

IA-32 Processor Supporting
Hyper-Threading Technology

Traditional Multiple Processor (MP) System

AS

Processor Core

|A-32 processor

AS

AS

Processor Core

IA-32 processor

AS

Processor Core

IA-32 processor

Two logical

Each processoris a

processors that share separate physical

a single core package
prd N pa b
~ i ~ rd

AS = |A-32 Architectural State

OM18522

Figure 2-5. Comparison of an IA-32 Processor Supporting Hyper-Threading

Technology and a Traditional Dual Processor System
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Technologies of Intel CPU (10/12)

= Multi core Technology
v Intel Pentium D: dual core based on two Pentium 4 (without HT)

v Intel Core Duo, Core 2 Duo: dual core with shared bus interface
(dual core performance with low cost)

v Intel Core 2 Quad Processor: Duplicated Core Duo, Core 2 Duo
» Extreme edition: multi-core with multi architectural states (with HT)
v Intel Core i7: Quick Path Interconnect, L3, IMC,

Intel Care Duo Processor Intel Core i7 Processor

Inte! Care 2 Dua Processor

Intel Core 2 Extreme Quad-core Processor
Intel Core 2 Quad Processor

Inte! Pentium dual-core Pracessor Penfium D Processor Intel Xeon Processor 3200 Series Logical | Logical | Logical | Logical | Logical | Logical | Logical | Logical
[ . RRESESES S CE SR Proces | Proces | Proces | Proces | Proces | Proces | Proces | Proces
TEMECLIE R | ATEECUE g Architechual State | Avchiechual Sale sor | sor | sor | sor | sor | sor | sor | sor
— - Architectual State | Architectual State | Architectual State | Architectual State
facution Engne JECtion Engne s ot

I I Fieetin Enge e Enge . . . . . . . . L1andL2 L1andL2 L1and L2 L1andL2
z v Execution Engine | Execution Engine | Execution Engine | Execution Engine
Lovd FIC Loca AP Local 4P Lol AP Execution Engine | Execution Engine | Execution Engine | Execution Engine
ea U Local APIC Local APIC Local APIC Local APIC
Second Level Cache o
Busieace Bus e Second Level Cache Second Level Cache T L Eval Cqdie
Bus Interface
Bus Interface Bus Interface QuickPath Interconnect (QPI) Interface, Integrated Memary Controller
T R—
Sytem Bus SysemEus ¢ Y b DDR?
System Bus

Chipset
Figure 2-6. Intel 64 and IA-32 Processors that SUIpp-:-rt Duzl-Core  Figure 2-7. Intel 64 Processors that Support Quad-Core

L
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Technologies of Intel CPU (11/12)

s Intel 64

v Support 64bit address extension: EM64T (Extended Memory 64
Technology), x86-64, |1A-32e

Linear Address

new operation modes L /gﬁ’f 9
new/enhanced register sets Y

| | feo
—= PML4E

new/enhanced instruction sets
64bit address translation

v
v
v
v

Figure 4-8. Linear-Address Translation to a 4-KByte Page using l1A-32e Paging

Soﬂjﬂare Vigible | 64-Bit Mode Lagacy and Compatibility Modes
Regiter Hame Humber Size (bits) Name Number | Sizs (bits)
IA-32e Mode h Legacy IA-32 Mode General Puposa | RAX, RBX, RCX, |16 4 EAX, EBX ECX, |8 2
Registers RDY¥, RER RSI, EDX EBRES|
RDI, RSP Re-15 EDI, ESR

Insfruction Fointar | RIP 1 B EIP 1 32
Flags EFLAGS 1 L7 EFLAGS 1 32

Compatibility 64-bit FP Regislers §T07 g o 8107 ; a0
Muli-Madia Mhlo-7 g ™ Mo g B4
Repisters
Sreaming SIMD IMM0-15 16 128 AMMo-7 3 128
Repisters

System Management Mode (SMM)

Stack Width G 180 a2
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Technologies of Intel CPU (12/12)

s VT (Virtualization Technology)

v VMX (Virtual Machine Extension)
» Direct execution
= New privilege level

| Virtual machine 1

Virtual machine ‘

oo Rl

O

Guest OS

Guest OS

3| Applications 3|Guest applications
2 2
1 1|Guest operating system
0|Operating system 0|VM monitor
(a) (b)
| I |
I
3| Guest applications o
2 |
2 Guest applications 1
Guest operati tem
5 ue e 0| Guest operating system L
1
0| VM monitor 3
2]
c
(e) T
IOI VM monitor
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CPU information in Linux

= Iscpu

R choljm@embedded: ~ - 0 X
£ cho

Run 'do-release-upgrade' to upgrade to it. A

64-bit

Last login: Wed Nov 21 12:44:22 2018 from 172.25.235.170
choijm@enbedded: ~3

choijm@embedded:~5 lacpu
Architecture: x36_64

CPU op-mode (3} : 32-bit, 64-bit
Byte Order: Little Endian
CPU(3): p.

On-line CPU(s) list: 0,1
Thread(s) per core: 1

Coze(s) per socket: 2

Socket(s): 1

NUMA node(s) :

Vendor ID: GenuineIntel

CPU family: &

Model: 23

Model name: Intel(R) Core(IM)2 Duo CPU E7500 @ 2.93GHz
Stepping: 10

CPU MHz: 2833.000

CPU max MHz: 25933.0000

CPU min MHz: 1600.0000

BogoMIPS: 5852.10

Virtualization: T-x

Lld cache: 32K

L1i cache: 328 L1d cache:
L2 cache: 072K

NUMA node0 CPU(s): £;1

Flags: fpu vme de pse tsc msr pae mce cxf apic sep mtrr pge mca

cmov pat psedé clflush dts acpl mmx fxsr sse ssel 3s ht tm pbe syscall nx Im con
stant tsc arch perfmon pebs bts rep good nopl cpuid aperfmperf pni dteséd monito
r ds cpl vmx est tml s3sse3d cx16 xtpr pdem ssed 1 xsave lahf Im pti retpoline tpr
| shadow vomi flexpriority dtherm

choijm@enbedded: ~3 l =
___




x86-64: extending |A-32 to 64-bit CPU (1/4)

s Brief history from 1A-32 (x86) to Intel 64 (x86-64)

v Intel traditional ISA: called as |A-32
= Start at 1985 (80386)

= Evolution: add new instructions (e.g. conditional move), also keep
backward compatibility

v New Intel ISA for 64-bit CPU: called as |A-64

= Totally new ISAs called EPIC (Explicitly Parallel Instruction Computing)
= MIMD

= Market name: Itanium (2001)

v AMD ISA for 64-bit CPU
= Compatible with IA-32 =» win at the market

» Intel follows: Intel 64 (This is why SW developer manual is named as
Intel 64 and IA-32 ...)

= AMD renames AMD 64 (but x86-64 “persists as a favored name”)

3-the-chip-that-change TN



x86-64: extending |A-32 to 64-bit CPU (2/4)

s Features of x86-64

v New size for some data types
= E.g. Pointer becomes 8 bytes

v Make use of RISC techniques
= 8 GPR = 16 GPR
» Register based arguments passing

v 254 address space (248 in practical)

v Backward compatible
= Can run existing SW in compatible mode

Assembly x86-64

C declaration Intel data type code suffix size (bytes) 1A32 Size
char Byte b 1 1
short Word W 2 2
int Double word 1 4 4
long int Quad word q 8 4
long long int Quad word q 8 8
char * QOuad word q 8 4
float Single precision ] 4 4
double Double precision d 8 3
long double Extended precision t 10/16 10/12

Figure 3.34 Sizes of standard data types with x86-64. These are compared to the
sizes for IA32. Both long integers and pointers require 8 bytes, as compared to 4 for IA32.
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18 %e8d Vet | @]m Sth argumen
9 r9d e | [ wesp ﬂ“ 6th argument
%r10 Yrtod Yr1ow :" Caller saved
el ISTC U S [ etnn J|f cator saved
tr12 ‘1:12& rizs | [ rizn | Catlos saved
fria Yri3d ridw [ i | “ Calleo saved
Tria dd  ees WJ“ Calloe savod
L5 weisa ety [Carisn ]| catos saves

Figure 3.35 Integer registers. The existing eight registers are extended to 64-bit versions, and eight new
registers are added. Each register can be accessed as either B bits (byte), 16 bits (word), 32 bits (double word),

or 64 bits (quad word).



Xx86-64: extending |A-32 to 64-bit CPU (3/4)

s Assembly code example1

v Syntax: 1) rax instead of eax, 2) movq instead of movl, 3) argument
passing using registers, 4) No stack frame if possible, 5) use PIC
(Position Independent Code) based on rip (rip-relative address), ...

» Register passing =7 memory references vs. 3 memory references

long int simple_1(long int *xp, long int y)
1

long int t = *Xp + ¥;

*Xp = t;

return t;

5
IA32 implementation of function simple_I. x86-64 version of function simple_l.
xp at jebp+8, y at Jebp+12 xp in jrdi, y in jrsi
simple_l: simple_l:
pushl  7ebp Save frame pointer (W) 2 movq  %rsi, hrax Copy y
mov1 kesp, hebp Create new frame pointer 3 addq (brdi), %rax Add *xp to get t
movl  8(kebp), hedx  Retrieve xp (R) 4 movq  %rax, (hrdi) Store © at xp
movl  12(%ebp), %eax Retrieve yp (R) ’ TRl Retia
addl (hedx), heax Add *xp to get t (R)
movl heax, (Jedx) Store t at xp (W)
popl hebp Restore frame pointer  (R)

ret Return (R) _




x86-64: extending |A-32 to 64-bit CPU (4/4)

s Assembly code example2
v Recent gcc using PIC
v 1) using GOT (Global Offset Table), 2) using rip-relative addressing

COLLECT_LTO_WRAPPER=/usr /1 ib/gcc/x86_B4~I inux-gnu/9/ | to-wrapper
OFFLOAD_TARGET_NAMES=nvptx-none:hsa

OFFLOAD_TARGET_DEFAULT=1

Target: x86_64-1inux-gnu

Configured with: ../src/configure -v —with-pkgversion="'Ubuntu €.8.0-1
Oubuntu?' —-with-bugur I=file:///usr/share/doc/goc-9/README .Bugs ——enab
le-languages=c,ada, ctt,90,brig,d, fortren,objc,obj-ct+,gm2 —prefix=/us

ofi escape Ox30 0Ox3 0Ox2 0x75 Ox7c

call __X86.get_pc_thunk.ax

add| $_GLOBAL_OFFSET_TABLE_, %eax
mov | a@GOTOFF (%eax ), %ecx

mov | b@GOTOFF (%eax). %edx

add| %edx, %ecx

mov | c@GOT(%eax), %edx

@) choijm@LAPTOP-LRSHOQBH: ~/Syspro/LN4 - o X @) choijm@LAPTOP-LRSHOQBH: ~/Syspro/LN4 - ] X ® choijim@LAPTOP-LRSHOQEH
L ~/Syspro/LNA3 .comm  ¢.,4,4 .data
choi j m@LAPTOP-L :~/Syspro/LN4$ more test.c .section .rodata .align 4
rinolude <stdio.h> .LCO: .type a, @object
.string "C = %d#n" .size a, 4
int a =10 .text a:
int b = 20; .globl main .long 10
int ¢ .type main, @function .globl b
i ) main: .align 4
int main() .LFBO: .type b, @object
.cfi_startproc .size b, 4
c=a +“b ) endbr32 b:
printf("C = %din", o) leal  4(%esp), %ecx .long 20
} .cfi_def_cfa 1, 0 .comm  c¢,4,4
cho | ~/Syspro/LN4$ and| $-16, %esp .section .rodata
~/Syspro/LN4$ gee -S -0 testfd.s test.c -m64d pushl  —4(%ecx) LGO:
~/:Syspro/LN4$ pushl  %ebp .string "C = %dtn"
~//Syspro/LN4$ goc -8 -0 test32.s test.c -m32 .cfi_escape 0x10,0x5,0x2,0x75,0 . text
( ~/Syspro/LN4$ mov | %esp, %ebp - .globl main
choi mGLAPTOP-LRSHOQBH: ~/Syspro/LN4§ goc -v pushl  %ebx .type main, @function
Using built-in specs. pushl  %ecx main:
COLLECT_GCC=gce .cfi_escape Oxf,0x3,0x75,0x78,0x8 .LFBO:

.cfi_startproc

endoré4

pushg  %rbp
.cfi_def_cfa_offset 16
.cfi_offset 6, -16
movq %rsp, %rbp

.cfi_def_cfa_register 6

r ——with-gcc-major-version-only ——program-suffix=-9 —-program-prefix=x mov | %ecx, (%edx) mov | a(%rip), %edx
86_64- | inux-gnu- —enable-shared —enable-Iinker-build-id —Iibexecdir mov | o@GOT (%eax), %edx mov | b(%rip). %eax
=/usr /b —=without-included-gettext -—enable-threads=posix —=Iibdir=/ mov| (%edx), %edx addl %edy _ %ea
usr/lib —enable-nls —enable-clocale=gnu —enable-| ibstdcxx-debug —e subl $8, %esp mov | %eax, c(%rip)
nable-1ibstdexx-time=yes —-with-defaul t-|ibstdcxx-abi=new —-enable-gnu pushl  %edx mov | c(%rip), %eax
-unique-abject ——disable-vtable-verify —enable-plugin ——enable-defaul |eal .LCO@GOTOFF (%eax), %edx mov | %eax, %esi
t-pie —-with-system-zlib —-with-target-system-z|ib=auto —-eneble-objc- pushl  %edx |eaq .LCO(%rip), %rdi
gc=auto --enable-multiarch -—disable-werror —with-arch-32=i686 —with mov | %eax, %ebx mov | $0, %eax
-abi=n64 —with-multilib-1ist=m32,m64,mx32 —enaole-multilib —with-tu call printf@LT call printf@LT
ne=gener ic —enable-of fload-targets=nvptx-none,hse —-without-cuda-driv add| $16, %esp mov | $0, %eax
er ——enable-checking=release —-build=x86_64~!inux-gnu ——host=x86_64-1i mov | $0, %eax popg %r bp
nux-gnu -~target=x86_64- inux-gnu leal -8(%ebp), %esp .cfi_def_cfa 7, 8
Thread model: posix pop | %hecx ret
gce version 9.3.0 (Uountu 9.3.0-10ubuntu?) .cfi_restore 1 .cfi_endproc
choi jmoLAP 11~/Syspro/LN4$ .cfi_def_cfa 1, 0 .LFEO:

pop| %ebx .size main, .-main

"test32.s" line 59 "testb4.s" line 47
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Summary

m Discuss the issues of ISA
s Grasp several operand addressing modes
= Understand how context switch works, memory alignment, ...

s Apprehend the technologies of IA
Pipelining

Dynamic execution

Cache (L1, L2, L3)

Superscalar

MMX

Hyper-threading

Multi core

Intel 64

Virtualization Technology

AN NN Y N U N NN

49



|Q@@ Quiz for this Lecture

TIME]

s Quiz

v 1. Explain the differences between “movl $array, %ebx” and “movl array,
%ebx” in operand addressing modes.

v 2. Assume that a student reads three books (called A, B, C) in a library.
Also assume that he/she reads a book for 10 minutes and turns to a next
book. Explain the context save and context restore in this scenario.

v 3. Explain the key techniques of the dynamic execution in the Intel P6
microarchitecture (5 techniques)

v 4. Discuss what pipeline hazard can be occurred in the center below
figure (from LNG) and how to overcome that hazard.

v 5. What are the Spectre vulnerabilities (or Meltdown) ? Explain it using
the Intel technologies learned in this LN.

v 6. Discuss the differences between x86 (32-bit) and x86-64 (64-bit) in an
assembly code (at least 3).

s G2 |

(Source: www.analyticsvidhya.com/blog/2019/01/ 27-amazing-data-science-books-every-data-scientist-sl_
e -
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Appendix

s Stack randomization

v To disable ASLR: echo 0 > /proc/sys/kernel/randomize va_space
v To disable stack protector: -fno-stack-protector

('\ chcum@LAP*CP LRSHOQBH: ~/Syspro/LN4
101 | | FAHOOEH: =/ SysprodLN4E vi stack_struct.c

chai jm I SHI CefBvspro/LNAS cat stack_struct.c
/% stac _struc ¢t stack structure analwsis, by choiim. choiim@dku. edy */
ftinclude <stdic.h>

int func2{int %, int y) i
int f2_locall = 21, fé_local2 = 22;
int *pointer;

printf("func? local: #ti¥p, #t¥p, #iehn",
pointer = &f2_locall:

printf{"fthe Hthdin",
printf{"fitie fthdin",
printf{"ftie fthdin"

{pointer), *(pointer));
(pointer-1}, *(pointer-13)
(pointer+3), *(pointer+3))

printf("#t¥s WEEdin" . (pointer+d). *(pointer+4)); A4 new
printf("#tip #WtEdin", (pointer+d), *(pointer+5)); A4 new
printf("#tip #Wt¥din", (pointer+B), *(pointer+E)); A4 new

*(pointer+4) = 333;
printf( "ty = Edfin", )
! return 222;

wvoid funcl() {
int ret_val, fl_locall =11, fl_local2 = 12;

! ret_val = func2(111, 112);

int main() {
funcl();

C=/3vspro/LNAS gcc stack_struct.c -m32
C~/Syspro/LNAE | salout

| UxffS Taf0, OxFFadFsta, Oxffadfata
OxffdeEfO 21
OxffAdfhec 6425098
OxffAdfafc 1935993600
OxffAdfE00 -135065600
Oxf TR0 0
Oxf fAdfEOR -6425032
S 112
| FEHOOEH: ~/Syspro/LN4S . /a.out
func2 Iocal Osf 932970, OxfFI372974, Oxf 932978
Oxf£332970 21
Oxff33296c -7132808
Oxff33297c -1763943680
Oxff332980 -135049216
Oxft932984 0
Oxff932980 -7132744

yw = 112
S TOP-LR “H:~/Sysprod/LNAE

&F2_locall, &f2_local?, &pointer);

e} chcum@LAFlDP LRSHOQBH: ~/Syspro/LN4 = O
2L ) P-LREHOOEH: ~/Syspro/LNAT cat /proc/svs/kerne|/randomize_va_space
OL OBH: ~/Syspro/LM4% echo 0 | sudo tee /proc/svs/kernel/randomize_va_space
-h ~¢Syspro/LN4F
chai jmal APTOP-L| [ ~/Syspro/LMN4F . /a.out
func? local: UxfffdefO DeffFfd3fs, Def T fd3fa

xffffdafo 21

Dxffffdlec -11272

Dxffffdife 472302336

Of 400 -134520832

Offfcd0d ]

Dot f 408 -11208

y =112

| JF-LREHO ~¢/Syspro/LN4g
hal ~/Syzpro/LN4T . /a.out
func? local: Oxf T Td3fo, D fffdafs, Deffffd3fa

Dxfffdafo 21

xffffdiec 11272

xffffdifc 867315200

Def 400 -134520832

Of 404 0

OfffFed0B -11208

=112

~/Syspro/LN4Y gcc —fno-stack—protector stack_struct.c -m32
=/ Syspros/LN43

chol jmaLAPT ~/Syspro/LNAT . /a.out
func? local

Oxffffdife, DeffFTd3fa, DT fdafd
Oxffffdife 1
ffFFd3fa 22
Dffffed0B 11208
Dxfffddle 1448436529
Oxffifdd10 1M1
Oxffffcdd1d 112
y =112
segmentat ion fault
hai jmi ~¢/Syspro/LN4g

chai jmaL APTOP-L| =/ Syspro/LNAY acc —version

acc (Ubuntu 9.3.0-10ubuntuz) 9.3.0

Copyright (C) 2019 Free Software Foundation, Inc.

Thiz iz free software; see the source for copwing conditions. There iz NO
warranty; not even for MERCHAMTABILITY or FITHESS FOR A PARTICLLAR PURPOSE.

.ES1._@§;{7&?-:ﬁ’ H: =~/ Syspro/LN4T




