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Objectives

Understand process-related system calls

Learn how to create a new process

Learn how to execute a new program 

Discuss about shell (command interpreter)

Understand issues on multitask
 Synchronization, virtual address, thread, …

Refer to Chapter 24, 27, 29 in the LPI and Chapter 8 in the 
CSAPP
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Introduction 

Process-related system calls
 Basic

 fork(), clone() : create a process, make a task_struct (like inode) 
 execve() : execute a new program (loading)
 exit() : terminate a process, inform child status to parent 
 wait(), waitpid() : wait for a process’s termination (child or designated)  
 getpid(), getppid() : get a process ID (current or parent)

3 (Source: LPI)



Process creation (1/6)

fork() system call
 Make a new process whose memory image (text, data, …) is the 

same as the existing process
 Existing process: parent process 

 New process: child process

 Split the flow control into two (system’s viewpoint)
 One for parent and the other for child process

 Two return values (program’s viewpoint)
 Parent process: child’s pid (always larger than 0)

 Child process: 0
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Process creation (2/6)

Practice 1: making two control flows   

/* fork_test.c example, Sept. 26, choijm@dku.edu */
#include <sys/types.h>
#include <unistd.h>
#include <stdio.h>
#include <stdlib.h>

main()
{

pid_t fork_return;
printf("Hello, my pid is %d\n", getpid());

if ( (fork_return = fork()) < 0) {
perror("fork error"); exit(1);

} else if (fork_return == 0) { /* child process */
printf("child: pid = %d, ppid = %d\n", getpid(), getppid());

} else { /* parent process */
wait();
printf("parent: I created child with pid=%d\n", fork_return);

}

/* Following line is executed by both parent and child */
printf("Bye, my pid is %d\n", getpid());

}

The flow of control is divided here.

This message is printed out twice.
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Process creation (3/6)

Practice 1: execution results
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Process creation (4/6)

Practice 2: variable (local and global) management
/* fork_test2.c: accessing variables, Sept. 26, choijm@dku.edu */
/* Note: This code is borrowed from “Advanced Programming in the UNIX Env.” */
#include <unistd.h>
#include <stdio.h>
#include <stdlib.h>

int glob = 6;  char buf[] = "a write to stdout\n";

int main(void)
{

int var = 88;  pid_t fork_return;

if (write(STDOUT_FILENO, buf, sizeof(buf)) != sizeof(buf)) {
perror(“write error”); exit(1);

}
printf("before fork\n"); /* we don't flush stdout */

if ( (fork_return = fork()) < 0) {
perror("fork error"); exit(1);

} else if (fork_return == 0) { /* child */
glob++; var++; /* modify variables */

} else
sleep(2); /* parent */

printf("pid = %d, glob = %d, var = %d\n", getpid(), glob, var);
exit(0);

}



Process creation (5/6)

Practice 2: execution results
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Process creation (6/6)

System’s viewpoint of fork()
memory

text

stack

data

stack

data

glob, buf

var, pid

var, pid

glob, buf

child process 

// task_struct 

pid = 15555

memory info.

parent process

// task_struct 

pid = 15554

memory info.

glob++; var++

 address : protection barrier
 We can exploit “COW(Copy_on_Write)” for enhancing performance
 We do not consider “Paging” in this slide.



Process execution (1/7)

execve() system call
 Execute a new program

 Replace the current process’s memory image (text, data, stack) with new 
binary

 Six interfaces   
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execlp execl execle

execvp execv execve

Build argv Build argv Build argv

PATH prefix Environment

Syntax

int execlp(const char *binary_name (via PATH), const char *arg0, …, const char argn, 
(char *) 0);

int execvp(const char *binary_name (via PATH), char *const argv[ ]);

int execl(const char *binary_name, const char *arg0, …, const char *argn, (char *) 0);

int execv(const char *binary_name, char *const argv[ ]);

int execle(const char *binary_name, const char *arg0, …, const char *argn, (char *) 0, char 
*const envp[ ]);

int execve(const char *binary_name, char *const argv[ ], char *const envp[ ]);
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Process execution (2/7)

Practice 3: executing a new program (binary)

/* execl_test.c:  execute a hello program, Sept. 27, choijm@dku.edu */
#include <unistd.h>
#include <stdio.h>
#include <stdlib.h>

int main(int argc, char *argv[])
{

pid_t fork_return, d_pid; int exit_status = -1;

if ((fork_return = fork()) == -1) {
// fork error handling

} else if (fork_return == 0) {          // child
execl("./hello", "./hello", (char *)0);
printf("Child.. I’m here\n");
// if execl() succeeds, the above printf() is not executed!! 
exit(1);

} else {                        // parent
d_pid = wait(&exit_status);
printf("Parent.. I’m here\n");
printf("exit status of process %d is %d\n", d_pid, exit_status);

}
}

What does this comment mean?
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Process execution (3/7)

Practice 3: execution results 
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Process execution (4/7)

System’s viewpoint of execve()
 Replace memory image (text, data, stack) with new one

 The role of loader discussed in LN_chapter 1

header

text

data

……

hello

memory

stack

data

text

process 

pid = 25150

stack

data

text

env., args., 
initial stack, .. 

printf("Child.. 
I’m here\n");
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Process execution (5/7)

Practice 4: parameter passing to main() via shell 
/* execl_test2.c:  printing argv[] and env[], Sept. 27, choijm@dku.edu */
#include <stdio.h>
int main(int argc, char *argv[], char *envp[])
{

int i;
for (i=0; argv[i]; i++)

printf(“arg %d = %s\n”, i, argv[i]);
for (i=0; envp[i]; i++)

printf(“env %d = %s\n”, i, envp[i]);
}
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Process execution (6/7)

Practice 5: parameter passing to main() via execle()

/* execle_test3.c:  parameter passing, Sept. 27, choijm@dku.edu */
#include    <sys/types.h>
#include    <unistd.h>
#include    <stdio.h>
#include    <wait.h>

int main(int argc, char *argv[])
{

pid_t fork_return, d_pid; int exit_status;
char *const myenv[] = {"sys programming", "is", "fun", (char *)0};

if ((fork_return = fork()) == -1) {
// fork error handling 

} else if (fork_return == 0) {      // child
execle("./execl_test2", "./execl_test2", “Hi", “DKU", (char *)0, myenv);
printf("Child.. I’m here\n");
// if execl succeeds, this printf() is not carried out!! 

} else {            // parent
d_pid = wait(&exit_status);
printf(“exit pid = %d with status = %d\n", d_pid, WEXITSTATUS(exit_status));

}
}
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Process execution (7/7)

Practice 5: execution results
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Binary format (1/2)

ELF (Executable Linking Format)

 Why we separate data into two sub-regions (initialized data and bss)?

(Source: CSAPP)

Fig. 7.11 Typical ELF executable object fileFig. 7.3 Typical ELF relocatable object file
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Binary format (2/2)

Real view in Linux

 Refer to other commands such as readelf and size18
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Shell (1/5)

Command interpreter 
 Execute commands requested by users

Basic logic
 display prompt, input parsing

 for external commands: do fork() and execve() at child process

 for internal commands: perform in shell without fork() and execve() 

Advanced functions
 Background processing

 Redirection

 Pipe (fork twice)

 Shell script  

waiting

input/parsing

processing

child

processing

Prompt ($)

fork

execve
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Shell (2/5)

Sample example
/* Simple shell, Kyoungmoon Sun(msg2me@msn.com), */
/* Dankook Univ. Embedded System Lab.  2008/7/2  */
#include <unistd.h>
...

bool cmd_help( int argc, char* argv[]) {
...

}
int tokenize( char* buf, char* delims, char* tokens[], int maxTokens ) {

...
token = strtok( buf, delims );
while( token != NULL && token_count < maxTokens ) {

...
}

}
bool run( char* line ) {

...
token_count = tokenize( line, delims, tokens, sizeof( tokens ) / sizeof( char* ) );
// handling internal command such as cd, stty and exit
// handling redirection, pipe and background processing 
if( (child = fork()) ==  0 ) {

execvp( tokens[0], tokens );
}
wait (); ...

}
int main() {

char line[1024];
while(1) {

printf( "%s $ ", get_current_dir_name() );
fgets( line, sizeof( line ) - 1, stdin );
if( run( line ) == false ) break;

}
...

}

$ cat alphabet.txt
or
$ gcc –o hello hello.c

tokens[0] = “cat” 
tokens[1] = “alphabet.txt”
or
tokens[0] = “gcc”
tokens[1] = “-o”
tokens[2] = “hello”
tokens[3] = “hello.c”

same as execlp(“cat”, “cat”, “alphabet.txt”, (char *)0); 
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Shell (3/5)

Execution example

 ls, gcc, ps: external vs. cd, help, exit: internal
21



Shell (4/5)

Background processing 
 both shell and command run concurrently

 how to: do not use wait()

Redirection
 read/write data from/to file instead of STDIN/STDOUT

 how to: replace STDIN/STDOUT with file’s fd using dup2() before execve() 
( refer to LN3)

pipe
 create two processes and make them communicate via pipe 

 how to: replace STDIN/STDOUT with fd[0]/fd[1] using pipe() and dup2() 
before execve() 
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Shell (5/5)

pipe() example 
 One of IPC (Inter Process Communication) mechanisms
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Advanced Process Programming (1/10)

Until now
 We have learned about the fork() and execve()

 We can create multiple processes and run multiple programs

From now on 
 Advanced process related system calls

 signal, nice, gettimeofday, ptrace

 Multiple processes raise several issues 
 Scheduling and Context switch

 Memory management (memory sharing/protection)

 IPC (Inter Process Communication)

 Race condition and Synchronization

 thread

 …
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Advanced Process Programming (2/10)

Process-related system calls
 Advanced 

 signal(), kill(), alarm() : signal handling such as register a signal handler 
(signal catch function) and signal delivery

 sleep(), pause() : block for a certain period or until receiving a signal

 nice(), getpriority(), setpriority() : control process priority 

 sched_setscheduler(), sched_getscheduler(), sched_setparam(), 
sched_getparam() : control process scheduling policy and parameters 

 times(), gettimeofday() : get timing information of a process and get the 
current time

 ptrace() : allow a process to control the execution of other processes 

25 (Source: LPI)



Advanced Process Programming (3/10)

Process-related system calls
 File descriptor after fork() 

26 (Source: LPI)



Advanced Process Programming (4/10)

Race condition
/* Race condition example by choijm. From Advanced Programming in UNIX Env.*/
#include    <sys/types.h>
#include    <unistd.h>

static void charatatime(char *str) {
int i;

for (; *str; str++) {
for (i=0; i<1000; i++);
write(STDOUT_FILENO, str, 1);

}
}

int main(void) {
pid_t   pid;

if ( (pid = fork()) < 0) {
perror("fork");
exit(1);

} else if (pid == 0) {
charatatime("output from child\n");

} else {
charatatime("output from parent\n");

}
}  Concurrency, Shared resource, Race condition, Synchronization
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Advanced Process Programming (5/10)

When two processes run concurrently 
/* virtual_address.c: printing memory address , Oct. 9, choijm@dku.edu  */

int glob1, glob2;
main()
{

int m_local1, m_local2;

printf("process id = %d\n", getpid());
printf("main local: \n\t%p, \n\t%p\n", &m_local1, &m_local2);
printf("global: \n\t%p, \n\t%p\n", &glob2, &glob1);

while (1);
}

 Virtual address
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Advanced Process Programming (6/10)

When two processes run concurrently (cont’)

text

bss

stack

data

Address space 
for Process A

heap

text

bss

stack

data

Address space 
for Process B

heap

physical 
memory

data for process A 

text for process A 

text for process B 

segment 
table or 
page table

data for process B 

 Please do not forget “killing the background process” after prev. experiment



Advanced Process Programming (7/10)

Thread introduction
 Process

 Data: independent model

 Pros: 1) isolation, 2) easy to debug  

 Cons: 1) slow, 2) need explicit IPC (Inter-process communication)

 Thread 
 Data: shared model

 Pros: 1) sharing, 2) fast and use less memory 

 Cons: 1) all threads are killed if a thread has a problem, 2) hard to debug 

(Source: https://www.toptal.com/ruby/ruby-concurrency-and-parallelism-a-practical-primer)

VS
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Advanced Process Programming (8/10)

Thread: programming example

// fork example
// by J. Choi  (choijm@dku.edu)
#include <stdio.h>
#include <stdlib.h>

int a = 10;

void *func()
{

a++;
printf("pid = %d\n", getpid());

}

int main()
{

int pid;

if ((pid = fork()) == 0) { //need exception handle 
func();
exit(0);

}
wait();
printf("a = %d by pid = %d\n", a, getpid());

}

// thread example
// by J. Choi (choijm@dku.edu)
#include <stdio.h>
#include <stdlib.h>

int a = 10;

void *func()
{

a++;
printf("pid = %d\n", getpid());

}

int main()
{

int p_thread;

if ((pthread_create(&p_thread, NULL, func, (void 
*)NULL)) < 0) {

exit(0); 
}
pthread_join(p_thread, (void *)NULL);
printf("a = %d by pid = %d\n", a, getpid());

}
31



Advanced Process Programming (9/10)

Thread: compile and execution
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Advanced Process Programming (10/10)

Process structure with multiple threads 
 Text, Data, Heap and multiple Stacks  

33
(Source: LPI)



Summary 

Understand how to create a process & execute a program
Grasp the role and internals of shell
Discuss issues on multitask
 IPC (Inter Process Communication)
 Race condition
 Virtual memory
 Differences between process and thread 
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 Homework  5: Make a shell (mysh)
1.1 Requirements

- implement basic logic (parsing, fork(), execve()) 
- using Makefile 
- shows student’s ID and date (using whoami and date)

1.2 Bonus: implement redirection 
1.3 Write a report

- 1) Introduction: What to do, How, …
- 2) Design and Source code description
- 3) Execution Snapshots
- 4) Discussion: what you learn, issues, …  

1.4 How to submit? Send 1) report and 2) source code to google form          
1.5 Deadline: two weeks later (same time)



Quiz for this Lecture 

Quiz
 1. After a program invokes three fork() calls, how many new 

processes will result? (from LPI 24-1). Discuss what is the “fork
bomb attack”?

 2. Why we separate the data segment into two parts, “data” and 
“bss”?

 3. Discuss the role the wait() system call using the terms of shared 
resource, race condition and synchronization.  

 4. Each tab of a browser can be implemented either process or 
thread. Which is better? Explain your own opinion. 
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Appendix 1

Revisit “gdb”
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Appendix 1

Typical gdb commands
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(Source: CSAPP)



Appendix 2

Shell example in CSAPP
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Appendix 3

Relation between execve() and main()  
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(Source: CSAPP)



Appendix 4

Binary format
 Real view in Linux with commands size and readelf 
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